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ABSTRACT

As more data and business operations are being managed through computational
infrastructure, maintaining defenses against malicious software, or malware, is becoming more
important. Malware attacks are continuing to evolve so quickly that some industries may find it
helpful to manage investigation into malware targeting their devices in-house. This project outlines
the development of a secure virtual environment, designed to provide a place to conduct malware
analysis which will garner details into the purpose of the malware and the vulnerabilities of the
target’s system which are being exploited. Additionally, the creation of a comprehensive tutorial
was a part of this project, allowing interested parties to duplicate the environment. In order to
ensure security, the project includes a series of documents outlining standard operating procedures
which cover operator-based responsibilities and change controls. While additional technology-
based controls would limit the burden of maintaining an isolated virtual network for the user, the
current infrastructure maintains a network which successfully limits the scope and effectiveness
of any malicious software being tested. Having the ability to analyze malicious artifacts in-house
can provide institutions with a comprehensive understanding of their system’s vulnerabilities,
providing them with helpful knowledge which can be used to create valuable defenses against
future attacks. Organizations will also be gaining an understanding of which file locations have
been accessed and what data may have been compromised. This allows for organizations to be

able to responsibly address the actual results of the attack.



INTRODUCTION

Information security, or the practice of protecting an institution’s information resources,
has drastically changed since the dawn of the computer. While some sectors have diligently
attempted to continually update and enhance their information security measures, many companies
have implemented bare minimum requirements, leaving them exposed to an array of possible
exploitations. Recently, amidst leaks of private tax information, sluggish/dissatisfactory responses
to security breaches, and concerns regarding how individual’s private information is being shared
between organizations, most people have been made acutely aware of the need to increase their
own personal security measures and are starting to hold more corporations and organizations to
the same standards. This shift in priorities comes at a time where there is a large discrepancy
between the need for information security professionals and the number of people qualified to fill

the positions [1].

Monitoring and maintaining robust security measures is easier said than done. As the
technology involving information security continues to evolve and more robust measures become
implemented and standardized, cyber attackers with malicious intent continue to develop more
intelligent designs for infiltrating systems and data gathering. An integral component of the cyber
security process is the responsibility of the Malware Analyst who is tasked with understanding
what the malicious code that reaches a victim is designed to do. Malware Analysts also help to
develop methods of mitigating the issue through reverse-engineering the code and recommending
how to bolster network security to account for similar attacks in the future. Malware is software
that is intended to either damage, monitor, or take control of an electronic device. The methods in
which malware is installed upon a device varies from users unknowingly downloading malicious
software, to visiting an unsafe website, to leaving their physical hardware unsecured. According

to Malware Analyst Adam Kujawa, “They accomplish their task by using various tools and expert



level knowledge to understand not only what a particular piece of malware can do but also how it

does it [2].”

While there are many resources available for individuals to learn the technical skills
relating to Malware Analysis, few resources take you through all steps to configure a secure,
isolated network, and assist in developing a starting point for actual analysis of the malicious
artifacts. Providing interested individuals with resources, and security control considerations,
would provide users with more context and may allow them to make better assessments as they
are considering elements beyond simply using tools or developing a minimalist configuration with
bare bones security backing. Within organizations, Malware Analysis is often aligned with
network security and cyber forensics, as malware is often the cause of cyber incidents (e.g., cyber
breaches). Ensuring that security concerns are an integral part of the configuration process can
result in more nuanced conclusions on the part of Malware Analysts, especially within the context

of a security incident or investigation.

The research question posed for the purpose of this project is to address the question of
how to provide new learners of Malware Analysis with the tools to be the most effective at
preventing, detecting, and deterring successful malicious activities while focusing on maintaining
network and system security throughout the analysis process. This project entails the
implementation of a virtual environment and the introduction of malicious software into the victim
machines within that environment. Both basic static and dynamic analysis tools will be utilized in
order to demonstrate how these tools work, and how the information gathered can be pieced
together to develop helpful insights. Additionally, I will be considering how to incorporate the
larger context of security and controls through the introduction of Standard Operating Procedures
(SOPs) which should be followed at all times in order to maintain network segregation, consistency

of analysis processes, and maintain a focus on general security practices.



BACKGROUND RESEARCH

In reviewing past works and other relevant materials, this research attempts to find
justification in the benefits of Malware Analysis by providing an inclusive history of cyber tactics,
technical skills, and sociological human behaviors that can affect malware development,
deployment, and receipt. By providing a comprehensive tutorial, I hope that organizations and
interested individuals will be able to review and develop the skills necessary to gain an
understanding of networking, the technical security concerns that should considered when
constructing a network for the purpose of testing or implementing any sort of unknown software,

and gain experience analyzing malicious artifacts.

Practical Malware Analysis: A Hands-On Guide to Dissecting Malicious Software outlines
a highly detailed tutorial ranging from a basic static analysis of malware coding and components,
to in-depth reverse engineering, disassembly, and debugging [3]. The book provides insight
regarding how to set up a virtual environment, which tools you need, where and how to install said
tools, and shares insight in regard to commonly faced bugs, and potential pitfalls that many users
face. This book has been used and recommended by malware experts and is often considered one
of the most comprehensive books on the topic [4]. While Practical gives an all-inclusive
immersion into the world of malware analysis, it uses tools mostly available on the Windows
platform only. It also uses the product, VMware, to set up the virtual environment where part of
the dynamic analysis takes place. While VMware does possess many helpful tools, free versions
of the software may not support all of the necessary functionality for proper network configuration
and analysis. Another tutorial on Christophe Tafani-Dereeper’s blog, simplifies the ideas presented
in Practical, providing a complete step-by-step guide to setting up an isolated virtual network
through VirtualBox and using more tools grounded in the Linux operating space [5]. While other

tutorials may provide insight on basic construction of a virtual environment, and even some of the



malware analysis tools which could be useful in beginning to conduct analysis on your own, they
do not focus on constructing or following security controls. By adding the utilization of a firewall
to the project’s tutorials and environment, and providing a central focus to following a set of
procedures intended to limit the possible negative impact of escaped malware, users of the project
can acquire an additional understanding of the implementation of cyber security practices within

the context of malware analysis.



PROJECT OVERVIEW

While Malware Analysts should be aware of a wide range of issues, spanning from the
knowledge of human behavior to understanding the intricacies of the target’s systems and their
assets, the most integral part of a Malware Analyst’s job is conducting an analysis of the malicious
artifact itself. It is necessary to conduct this analysis in a properly configured environment in order
to limit the possibility of malware spreading to other areas within an organization’s system or
infecting the host machine itself. Although there is no sure-fire way to guarantee that malware will
not harm any devices during analysis, especially during dynamic analysis where Analysts actually
run the software, there are reasonable steps to take in order to configure an environment which
limits the possible damage of malware exposure. Additionally, by following user-based controls,
Analysts can maintain a routine of safe practices through consistently following security-based

procedures during the analysis process.

The completed project addresses the concerns of Analysts in need of a secure environment
by developing a virtual system with additional security measures and producing documentation to
assist future analysts in replicating the environment, as well as following security measures
focused on limiting the possible exposure of malware to other systems. The completed project
includes three main components. First, a technical deliverable that provides an infrastructure for
running a comprehensive basic analysis of the malware. Second, a tutorial which comprises all
steps to configure an environment which keeps security controls as a central focus. Finally, a series
of formalized documents for Standard Operating Procedure SOP, which provides additional
security controls, and standardization as it applies to the analysis process.

PROJECT DETAILS
The following section discusses the three main components of the framework developed

including the design and execution of a technical tutorial, development of a virtual environment



on a dedicated machine, and a set of procedural standards which will dictate the processes for an

analyst.

Using a mixture of available tutorials, a virtual network was designed to include an analysis
machine and several victims on different operating systems. The analysis machine uses Ubuntu
16.04 64-bit operating system, as will one of the victim machines. After comparing the processes
described in several tutorials, I recognized that utilizing the Ubuntu operating system as the basis
for the analysis machine would be a more efficient implementation than using a Windows machine,
mainly for the utilization of the iNetSim service, which functions as a robust network monitoring
tool which is only compatible with Linux OS. I used Ubuntu 16.04 64-bit as it was the most recent
version of the OS. The victim machine’s OS is Windows XP 32-bit OS, which was selected for
the purpose of testing malware analysis results against known outputs from artifacts which were
built for Windows XP OS. While the main testing occurs with the Windows XP VM, the
VirtualBox system used on the host machine has also downloaded copies of Windows 10 and
Windows 7 which are configured for use as victim machines as well. Additionally, the tutorial
instructions can be replicated for any OS, as long as users have access to change network

interface/adapter settings within the VM.

There is some analysis software that can only be run on Windows machines making it
valuable to have a Windows victim with a different set of analysis tools available. This virtual
network is designed to be entirely isolated from both the host machine and the internet. The
analysis machine is configured to also operate as the server and will be used to reproduce activities
that occur online, including HTTP, SMTP, and DNS. The analysis machine uses iNetSim to handle
the “internet” activity and requires remapping of its IP configuration and mapping. All network
victim machines are remapped with unique IP addresses within the network and will be using the

analysis machine as the gateway address [5]. iNetSim automatically creates a log of activity that



will be used during analysis. The analysis machines also require the use of Burp, a service that

provides CA certificates and allows for SSL monitoring as well.

In order to ensure the validity of the malware analysis process and the developed
environment, the malware analysis activities outlined in [3] were replicated and the expected
results were compared to the outputs found within the virtual environment. Using a variety of tools
(including; PEid, “Strings,” UPX, Dependency Walker, PEView, Wireshark, and Netcat), data
from the virtual environment has been collected, reviewed, and evaluated against the known output
outlined in [3] to ensure accuracy of the results found within the environment. The project also
provides users with SOPs and tutorials to garner a strong and strategic basis for gathering a broad
swath of initial data and intelligence relating to the malicious artifact. Standardizing the analysis
process should result in a secure method of analysis and formalized method of processing the data

retrieved from the analysis.

TECHNICAL DELIVERABLE

The completed project is designed to offer a safe environment for the acquisition and
analysis of malicious software. This was constructed on a University of North Carolina
Wilmington (UNCW) owned laptop and designed to run on a series of Virtual Machines (VMs).
VMs are connected through a virtual network in a strategic fashion in order to provide security
and isolation through the process of acquiring the malicious artifact and safely running the

malware in order to analyze the effects of the software.

HOST MACHINE
The host machine, as stated previously, was acquired through the University and has been

dedicated to operating as a malware analysis device. Any access to the internet that occurs through
the VMs will use the host machine, which is configured to access the internet through UNCW’s

network, using UNCW credentials. The IP address of the host machine is based on the DHCP



servers managed on the UNCW network and would change periodically. The host machine runs
the 64-bit Ubuntu 16.04 LTS operating system, acquired from the Ubuntu website, and before
beginning configuration for this project, the machine was wiped and given a fresh install of the
operating system by booting from USB. The host machine has 15.5 GB of memory 475.4 GB of
disk space and uses a quad-core Intel 17 processors at 2.6 GHz. The host machine made use of the
following software for the purpose of developing and documenting the progress of this project:
e VirtualBox — used as the basis for creating a virtual environment and managing VM
settings.
e Terminal — used to manage OS updates, software downloads, and some network
configuration.
e Mozilla Firefox — Access to web browser for the purpose of updating documentation,
gathering research, and managing project resources.
e Pinta — Screenshot modification including, highlighting, numbering, or cropping areas for
the purpose of clarification in training or procedural documentation.
e Screenshot — Take visual documentation of the processes and outputs which occur

throughout the development process.

FIREWALL VM
The firewall operates on a VM within the VirtualBox infrastructure located on the host

machine. The operating system for the Firewall VM is FreeBDS, an open source OS descended
from the original Berkeley Software Distribution (BDS) OS. The Firewall VM contains 512 MB
of memory and runs on an Intel i7 processor at 2.6 GHz. Two network adapters are enabled through
the VirtualBox settings. Initial configuration attempts tested using a bridged adapter, which failed,
as the UNCW network does not allow for multiple IP address from the same user account, and the

bridged adapter provides a unique IP address separate from the host’s IP address. In order to



address this issue, Adapter 1 was attached to a Network Address Translation (NAT), which
essentially adopts the host machine’s IP address and uses that to access the network access which
the host machine is connected to. Adapter 2 was set to an internal network named, “intent,” which

1s the default internal network in VirtualBox.

The firewall uses pfSense, which was acquired from the pfSense website, and was installed
through booting from an optical drive which was attached through VirtualBox. After the
installation of pfSense to the VM, configuration occurred to assign each of the adapters to the
appropriate field (WAN or LAN). Adapter 1 was set to WAN, and allowed for DHCP connection
as managed by VirtualBox, this is a separate process from the VM accessing the UNCW network
so using DHCP here did not cause any issues. Adapter 2 was set to LAN. The IP address for the

LAN adapter was set to 172.16.1.1 with a subnet mask of 255.255.255.0.

Additional configuration was set up through a web portal which managed the rules and
restrictions associated with the firewall. All access was denied, except for traffic coming from port
443. This denial included access from port 80. The purpose for implementing these restrictions
was to ensure that no unexpected traffic was occurring without the user’s knowledge. Based on
the procedures outlined in SOP: 010, analysists are required to navigate to an approved site for
malware acquisition, the approved sites will be located at an HTTPS address which will require
access to port 443. The downloading of the artifact will also take place over this port, and any
other activity should not be occurring. By blocking all unexpected ports, the environment limits
the possibility of malicious actors or software from taking advantage of unprotected port traffic.
An anti-lock rule was set in place to ensure that users were able to access the portal regardless of

how strict the firewall settings were.



Figure 1 shows how the host machine, firewall, File Share VM, and Victim Machine are
connected. Using two different internal networks, allows for the VM which will run the malware

to never have a direct connection with the host machine, providing an additional layer of security.
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FIGURE 1 - NETWORK CONFIGURATION FOR FILE SHARE SYSTEM

FILE SHARE VM
A file share VM was created with the purpose of acquiring malicious artifacts from

known/approved locations through the use of a firewall. The VM was then connected to an internal
network (with all access to external networks shut off) in order to share files with the VM that will
be running the malicious artifact for dynamic analysis. The file share VM runs Windows 7 32-bit
OS as obtained through Microsoft’s developer site. This VM has VirtualBox guest additions
installed on the VM, which allows some graphical advantages, like expanding window size, as
well as additional features. The VM contains 4096 MB of memory runs on an Intel i7 processor at

2.6GHz and the OS was installed through an added optical drive upon the first run of the VM. The



file share has 2 network adapters enabled, however, for security purposes, only one of these
adapters should ever be enabled at one time.

Adapter 1 is set to attach to an internal network named, “intent,” the same as the pfSense
firewall VM. Within the VM the IP of adapter 1 is set to 172.16.1.2 with a netmask of
255.255.255.0, and the gateway, as well as the DNS lookup IP address, as 172.16.1.1 (the IP
address of the firewall). Using a web browser, when adapter 1 is enabled, the VM can navigate to
https://172.16.1.1 and access the web portal for further configuration settings for the firewall.

Adapter 2 is set to attach to an internal network named, “virtual-malware-network.” This
network will be used exclusively for the transfer of malicious documents from the file share VM
and any victim machine which may be tasked with analyzing malicious artifacts. Adapter 2 should
only be enabled when adapter 1 is disabled. The IP address of adapter 2 is set to 10.0.0.6 with a
netmask of 255.255.255.0. The gateway and DNS lookup IP is set to 10.0.0.1. This step is not
strictly necessary as there is not a need to have a common gateway for file sharing, however, this
did assist in set-up configuration convention and was left in to the final project.

Although Internet Explorer 11 is pre-installed on the file share VM, Mozilla Firefox was
installed as it operated with more efficiency. Additional configuration was conducted to share a
folder, named “Shared Malware Folder” which was located on the file share VM’s desktop. This
folder had granted read/write privileges to the user group: Everyone on the “virtual-malware-
network.” The reason the user group was so broad was in part due to the expandability of the
number and type of victim machines created and housed in VirtualBox. As the analysts are in
charge of the host machine, and all subsequent VMs on the host machine, there is a relatively low

risk of an unwanted user accessing the shared folder.

WINDOWS XP 32-BIT VICTIM VM



The victim machine uses a specific operating system for the purpose of testing malware
designed for that operating system, however, the settings can be reproduced with any available
operating system. This particular victim VM used Windows XP 32-bit as the OS. The VM has
4096 MB of storage and uses an Intel 17 processor at 2.6 GHz. There are two network adapters set
up, but only one should be enabled at any one time. Additionally, this VM has VirtualBox guest
additions installed in order to have better visual control and documentation.

Adapter 1 is set to connect to an internal network named, “malware-analysis-network.”
This internal network is used for the purpose of simulating a network for the malware.
Additionally, it will be connected to an analysis machine which will monitor port traffic and serve
CA certificates over port 443 (HTTPS) when called. The IP address is assigned to 10.0.0.33 with
a netmask of 255.255.255.0. The gateway and DNS lookup IP is set to 10.0.0.1. The gateway and
DNS lookup IP is set to the same IP address as the machine which will be configured to operate
as the analysis machine.

Adapter 2 is connected to the internal network named, “virtual-malware-network.” This
network is used exclusively for transferring files from the file share VM, which acquired files
through the firewall. Adapter 1 and adapter 2 should never be enabled simultaneously, to ensure
segregation of networks and minimize escape vectors for malicious software. The IP address for
adapter 2 is set to 10.0.0.7 and the gateway and DNS lookup IP is set to 10.0.0.1. Again, the
gateway and DNS lookup are only configured for consistency with settings conventions
throughout the project. Accessing folders in the Shared Malware Analysis folder mandates that the
victim machine navigate to \\10.0.0.6 (the IP address of the file share VM) within File Explorer.
Access may be restricted by prompting the analyst for username and password associated with the

file share machine, however, the analyst has access to this information.



For the purpose of analysis, various software packages have been installed on the victim
machine. All of the following packages are freeware developed for the purpose of malware
analysis:

e ApateDNS — a tool used to monitor and capture traffic over port 53 (DNS)
e Dependency Walker — provides a detailed look into Doubly Linked Lists (DLLs) and

Portable Executable (PE) files examine imports, access and other functionality

o PE files - executable file types which can be ran in Windows machines, they contain
valuable header information including strings, imports, exports, and file locations
it needs access to.

o DLL - give a list of libraries, located within the host machine, which need to be
accessed in order to run the file. These libraries are kept in their respective locations
on the host machine and simply accessed and ran when called within the program
requires

e PEid — shows valuable information from PE files, including what the file was
wrapped/compiled with

e PEview — shows information from PE files including imports

e Process Explorer — shows all processes occurring on a machine, helpful for monitoring the
operations and activity of malicious files

e Process Monitor — shows all operations and provides details about the occurrence

e RegShot — takes a snapshot of the registry at two points of times and shows the changes
made in registry locations

e Resource Hacker — a way of finding and exporting hidden binary files located within
malicious files

e Strings — can list strings and imports found in malicious software



e WinMDS5 — helpful for finding hash values based on the MDS5 algorithm, a common
convention in classifying malicious software
e Wireshark — monitors packet traffic over a network
UBUNTU ANALYSIS VM

The Ubuntu Analysis VM is a necessary component in the analysis process of malware. In
addition to providing an additional end point in the virtual network, it operates as a gateway to the
internet. Having all network traffic funneled through the Ubuntu analysis machine allows for
monitoring systems, like iNetSim, used in this VM, to document and report on all network traffic
on all ports. Additionally, iNetSim is able to offer fake packets back to the victim machine to fool
the malware into thinking it has received the requested packets and information. The Ubuntu
analysis machine also utilizes a tool called, Burp. Burp, provides certificates from the CA when
requests occur over port 443 (HTTPS) which require certificate receipts. Utilizing both of these
tools fulfills two main functions 1) that the malicious software does not suspect that it is operating
in a virtual environment and continues to operate as it would in a live machine and 2) that there is
a log of traffic which is stored and can be reviewed later.

The Ubuntu analysis machine uses the Ubuntu 16.04 LTS 64-bit operating system. This
was acquired from the Ubuntu website and was loaded upon booting the machine from the optical
drive. The memory on the Ubuntu analysis machine is 4096 MB and contains 12 GB of disk space.
Only one network adapter is enabled for this VM, and it is attached to the internal network named,

“malware-analysis-network.” The IP address of this machine is set to 10.0.0.1.

Additional configuration occurred for iNetSim, to ensure that iNetSim was provided with
access to network features within the machine. This was handled in the inetsim.conf file and

amended to ensure that the iNetSim program had access to all required services. Burp



configuration mandated that Burp monitor activity over port 443 on the localhost VM it is installed

on.

In Figure 2 a diagram of the network configuration settings, including the network for the
actual analysis of malware is shown. The segmented internal network titled, malware-analysis-
network is isolated and none of the virtual machines on that network should ever need to access

outside network resources.
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FIGURE 2 - INTERNAL NETWORK CONFIGURATION FOR MALWARE ANALYSIS

ONLINE TUTORIAL




The purpose of developing tutorials (Appendix A&B) is to provide individuals with all the
tools and instructions to be able to duplicate the environment outlined within this paper on their
own. In addition to being a teaching tool, the tutorials are designed to provide additional
information to assist in troubleshooting for the possibility of some of the instructions changing
over time. By adding some additional context, users of the tutorial should have enough information

to quickly search for finding other compatible programs or finding replacement solutions.

The tutorials developed are posted on https://virtualnetworktutor.wixsite.com/malware-

analysis and cover the entire creation process while providing additional context to assist in future
users of the tutorial to acquire other similar software, or make their own adjustments at a later time

if necessary.

The tutorials cover the entire process of environment creation and tips for analysis. Topics

covered in the tutorial include:
e VirtualBox installation
e Creating the first VM
e Creating and configuring Ubuntu Analysis machine
e Creating the firewall VM
e Firewall configuration
e Network configuration
e Additional firewall settings
e Configuring shared folder
e Final settings adjustments and controls
e Tips for static analysis

e Tips for dynamic analysis



The tutorials include detailed instructions with additional troubleshooting tips at the end of
each section. It is designed for users with some base level technical skills, but who may not be
incredibly familiar with networking. Some terms are defined, and steps which are not inherently

obvious as far as their intention are explained in additional detail.

STANDARD OPERATING PROCEDURES

The Standard Operating Procedures (SOPs) are an integral part of the project but are not
included as a part of the online tutorial. The online tutorial does include a section on advising how
to come up with set of instructions which should be used as a security check list, similar to the
SOPs in the project, but as each use case for malware analysis is different, and the network the
host machine is connecting to will be different in each case, it is best for users, in conjunction with
network administrators, to come up with a unique set practices designed specifically for the

environment the Malware Analyst will be working in.

The SOPs are included as a part of this project for two purposes. The first, is to provide a
structured system of instructions for use as a malware analysis tool in an organizational context.
By developing standardized methods for how to go about an initial investigation of malware, users
can control for consistency and the organization will have a base line of data gathered consistent

for all malware gathered analyzed that can be used to decide on future investigatory measures.

The second, and perhaps more important, purpose of the SOPs is to include human security
controls designed to limit the possible scope of escaped malware during any acquisition, transfer,
or analysis of malicious artifacts. The procedures outlined in the SOPs will provide a structure that
mandates users turn off networking capabilities during any analysis, use only necessary network

adapters on VMs, and utilize a firewall during any access to online resources.



By mandating future analysts adhere to this very specific set of processes, organizations

can mitigate some risk for users adding vulnerabilities to their network. While the technological

components are set up in a way to maximize segregation and properly simulate other network

requirements, the environment is not self-operating and requires an analyst to conduct additional

adjustments to VirtualBox settings and network settings.

The SOPs address segregation and isolation of networks, changes to network configuration

in the future, authorization for access to sites, and sets a broad set of expectations relating to what

sort of data should be collected in order to review malware. The following are the SOPs developed

and how the address the previously mentioned goals:

SOP: 010 Malware Acquisition and Transfer (Appendix C) — mandates approval for
website access, requires analysts to ensure that only network adapters that are required for
the purpose of acquiring malicious software are enabled, ensures analysts are using only a
clean snapshot of the VM, dictates that VMs be returned to their original clean state prior
to completion of the acquisition and transfer process.

SOP: 011 Malware Analysis (Appendix D) — mandates a broad range of data to be
collected, dictates a logical order in which to approach an initial review of a malicious
artifact, states that analysts must only have network adapters enabled which are absolutely
required in the analysis process, requires that analysts return all VM states back to their
original clean state prior to completion of the analysis process.

SOP: 012 Malware Network Change Control (Appendix E) — sets up a required process to
follow should any changes in the configuration be attempted, mainly updating all relevant
procedures and processes that are affected so that future analysts and users are operating

with accurate and up to date information.






TESTING AND RESULTS

While the completed project attempts to provide a secure environment developed for the
purpose of analyzing malware, additional testing must be conducted in order to ensure that the
environment is configured properly, is functioning securely, and is able to produce expected results
from conducting an analysis. There are three main goals which have dictated the construction of
this project; Security; Connectivity; and Analysis. Throughout the development of the processes
listed in the SOPs and through the design and creation of the virtual machines and environment,
there have been controls included to ensure the security of the host machine. Additionally, the
controls attempt to limit and contain the spread of malware to any other machine while
simultaneously maintaining connectivity within the virtual network where the analysis will be
conducted. The SOPs are also designed to provide a baseline of data acquisition from analysis of
the malware to ensure a minimum amount of data yielded from the analysis. Testing for each of
these categories (Security; Connectivity; and Analysis) will include an examination of the

effectiveness of each of these categories.

In the subsequent sections, a thorough inspection of the environment is conducted to ensure
stability of the virtual network. First, security and connectivity tests are conducted by testing the
effectiveness of the controls and SOPs stated in the capstone. This is followed by an evaluation of
a number of malware labs to establish the stability of the environment to conduct both static and

dynamic malware analysis.

SECURITY

There were six sets of controls which were tested for against both the Standard Operating

Procedures, and the completed virtual environment:



1. Control: The host machine should have all networking capabilities shut down or disabled

during the analysis process.

This control is implemented in SOP: 011 IX.A.1, “Before conducting any malware analysis
turn off all networking capabilities of the host machine” (Appendix D). While this measure is
dependent on the individual conducting the analysis to be vigilant in following the procedure,
having this specifically outlined as a requirement in the SOP should provide a meaningful deterrent
for unwanted network access during analysis. This does leave a vulnerability of human error to be
considered as a flaw with the implementation of this security control. In SOP: 010 IV.A.8 the
instructions, “8. Navigate to a pre-approved website in the “File Share System’s” browser,” are
listed. This is an important step, which requires a high-level security administrator to have
reviewed and approved the acquisition site prior to download or access. This ensures that the
method of installation comes in a compressed file format, so as not to accidentally run the malware
until it is intentionally run within the virtual environment. Additional measures could be added by
limiting the host machine’s network access to a sandbox, providing it with a very limited
segmentation of the network. This would allow for the host machine’s MAC address to only access
the world wide web. For the scope of this project it did not seem necessary to implement this level
of segregation, and the human controls implemented in the SOP were deemed sufficient. However,

adding these measures in future work could be a valuable addition.

2. Control: Virtual machines should only have adapters connected to the relevant internal

networks enabled.

This control is implemented in SOP: 011 IX.A.3&4 (Appendix D). The control requires the
individual conducting the analysis to review all adapters on the victim VM and analysis VM before

starting either virtual machine. Again, the main flaw with this implementation is that it is



dependent on a person’s performance and attention to detail and could be improved with a

technological solution.

3. Control: When acquiring malicious artifacts, or additional software, any connection to the
internet must be made through a dedicated VM used only for File Sharing, which must be

configured to connect to the internet through a secure firewall.

This control is implemented in SOP: 010 IX.A 4&5 (Appendix C). While the entire acquisition
process including additional configuration standards are outlined in SOP: 010, the specific access
to the dedicated VM for file sharing, and the VM containing the firewall are addressed in line A.
4&5 of SOP: 010. The technological controls are set so that the firewall has already been
configured to be restrictive, only allowing for access across port 443 (HTTPS). This doesn’t
necessarily restrict the user conducting analysis from accessing a harmful site over this port,
although the SOP clearly restricts accessing any URL other than an approved acquisition site. This
approval is dependent upon a supervisor within Information Security who has the knowledge and
skillset to make the assessment as to whether a site should be approved for acquisition or not.
Additionally, the process requires the user to follow the SOP and start both the firewall VM and
the file share VM, and to test the stability of the firewall prior to navigating to the acquisition site.
This leads to vulnerabilities possible over port 443, and vulnerabilities occurring due to negligence

or oversite on the part of the individual conducting the analysis.

4. Control: Virtual machine states with live malware should be discarded when not in use or

when analysis has completed.

This control is addressed in SOP: 011 IX&IX.B.10 (Appendix D). This procedure mandates
that anytime a victim machine is operating it must be restored to its previous clean-state snapshot

when either a) it is not in use or b) after analysis has been completed. This ensures that no



individual will have access to a version of the VM which has active malicious software running
on it and may use it without the proper security procedures. This is dependent upon individual
acceptance and utilization of the protocol and could be improved by restricting access to the ability

to save states on victim machines or creating additional snapshots on certain machines.

5. Control: Virtual machines should always be started from a clean state snap shot.

This control is addressed in SOP: 011 IX.A.4 (Appendix D). The implementation of this
control requires users to verify that the current state of the VM is unchanged from the pre-analysis
snapshot which was created before any malicious software had been inserted or ran on the VM. It
also addresses the scenario in which the current state has been altered, by mandating users to boot
from the previous snapshot, by selecting that version, and booting directly from the historic state.
This control does require acceptance and utilization from the user and could be improved with a

stricter set of technological controls.

6. Control: Technological controls should be in place to limit the possibility of human error

to affect the safety of the analysis process.

This control is addressed through the utilization of a virtual environment, an isolated network, a
secured firewall, and the basic infrastructure which is designed to have multiple barriers of entry
and to limit the spread and scope of any software which may escape from the virtual environment.
That being stated, there are, as listed above multiple concerns with the weight of dependency on
human interaction within the virtual environment to ensure security. Adding additional and
customized features to limit certain processes and minimize risk would help in addressing the

limitations of the current controls.

CONNECTIVITY



While the host machine should not have any access to networking functionality, the virtual
machines must exist in an environment which simulates an operational network infrastructure with
access to all ports and an imitation of expected network responses when necessary. Testing
occurred between the “Ubuntu Analysis” machine and the “XP 32-Bit Victim” machine. The
network adapters for both of the VMs were attached to an internal network named “malware-
analysis-network” and had been configured with the “Ubuntu Analysis” machine IP address set to
10.0.0.1 with a network mask of 255.255.255.0 and operating as the gateway and DNS lookup IP

for the victim machine.

1. Process: Confirm network settings has all adapters configured properly (Appendix D).

The SOP: 011 requires users to ensure that all network adapters on the VM are configured
appropriately (Appendix D). SOP: 011 also requires booting from a particular snapshot which has
the internal settings already set to be attached to the virtual network without requiring additional
contributions. This does not necessarily ensure that there will not be other settings or changes made
to the current configuration in the future. If any settings which affect the connectivity of the virtual
network are adjusted, the SOP needs to be updated to reflect those changes accurately, these
changes are addressed in SOP: 012 which handles change control regarding the configuration

settings of the virtual network.

2. Testing: Ping for response from other VMs on the network.



Testing results based on the virtual network between the victim VM and the analysis VM

were ran to ensure that both machines could ping to each other.

XYoo

analysis@analysis-VirtualBox: ~

analysis@analysis-VirtualBox:~$ ping 10.0.0.33

PING 10.0.0.33 (10.0.0.33) 56(84) bytes of data.
from 10.0.0.33: icmp_seq=1 ttl=128 time=0.334
from 10.0.0.33: icmp_seq=2 ttl=128 time=0.682
from 10.0.0.33: icmp_seqg=3 ttl=128 time=0.314
from 10.0.0.33: icmp_seg=4 ttl=128 time=0.344

--- 10.0.0.33 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3046ms
rtt min/avg/max/mdev = 0.314/0.418/0.682/0.153 ms
analysis@analysis-VirtualBox:~$

FIGURE 3 — CONNECTIVITY RESULTS FROM “UBUNTU ANALYSIS”
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C:\Documents and Settings\Malware’>ping 10.0.0.1

Pinging 168.8.0.1 with 32 bhytes of data:

Reply from 16.0.6.1: tjme(lms

time<{ims
Reply from 10.0.0.1: time<ims TTL=64

Ping statistics for 10.0.0.1:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Oms, Average =

HIC:\Documents and Settings\Malware>_

FIGURE 4 - CONNECTIVITY RESULTS FROM "WINDOWS XP 32-BIT VICTIM"

Both figures above show prompt responses from the other machine and provide a 0% loss.
If any adjustments to the network are made in the future, testing to ensure that connectivity is
occurring within the internal network should be conducted before creating new pre-analysis

snapshots of the VMs.

3. Configuration settings/adjustment:

The configuration settings listed in the SOPs are static and presume that no network
settings will be changed. In the future, however, there may be additional VMs added, more robust

testing mechanisms implemented which may require a different network setting, or some other



purpose which will result in the SOPs currently written being no longer valid. In this case, users
will need to reference SOP: 012, which outlines how to properly change and update the network
configuration settings, including going back to SOP: 010, SOP: 011, and any other related

procedure and ensuring those are updated with accurate, and secure, processes as well.

ANALYSIS OF MALWARE

While the primary goal of the capstone was to create a secure environment, procedures,
and tutorial, a part of the testing conducted was to ensure that the analysis of malware within the
developed environment yielded the expected results. Testing for the validity of the analysis
process, goes beyond the original scope of the project, but is an important consideration when
assessing the accuracy and usefulness of the tool developed. Using malware samples provided by

www.practicalmalwareanalysis.com, the testing compares results gathered from the developed

virtual environment and the posted results of the dynamic analysis [3]. The testing covers four
separate malicious artifacts and confirms the results are matching the expected outcomes.
Additionally, the Standard Operating Procedures, particularly SOP: 011, which covers Malware
Analysis, are constructed in such a way as to provide a consistent method for obtaining preliminary
data from malicious artifacts. Standardizing the analysis process results in analysts having a

baseline of information to begin their investigation.

All testing occurred on the “XP 32-bit Victim” machine on an internal network named:
“malware-analysis-network” with the “Ubuntu Analysis” machine operating on the same internal
network. “Ubuntu Analysis” is configured with an IP of 10.0.0.1, used as the gateway and DNS

lookup IP address on the “XP 32-bit Victim” machine.

1. Lab 03-01



The analysis results from Practical Malware Analysis for Lab 03-01 reviews the results of
running the malicious artifact through a series of software designed to examine different functions
of the malware. The following figures show the results gathered from the virtual network

constructed for this project against the expected results taken from figures provided in Practical.
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FIGURE 5 EXPECTED OUTPUT FROM PEVIEW

Figure 5 shows the expected imports found under SECTION.text > IMPORT Address Table.
The figure shows both ExitProcess and kernel32.dll. These imports are minimal and do not express
much insight into the funtionality off the malware, although the fact that there are so few imports
may lead the analyst to consider that there is a possibility of the malware to be packed. When

reviewing the output from the project’s virtual environment in Figure 6 we see identical imports.

In Figure 7 we can see the expected output from running the strings.exe program. Strings of
particular note would include the domain name, access to the VideoDriver, and registry locations.
We can see that the expected results from the strings application matches the output gathered from

the virtual environment.
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FIGURE 6 PROJECT OUTPUT FROM PEVIEW
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FIGURE 8 PROJECT OUTPUT FROM STRINGS

Figure 8 shows the result of a mutant file originating from the process of Lab03-01.exe.
Viewing the output produced by the project’s virtual environment demonstrates the same results,
showing that it has created a mutated version of an original file. The results here do not occur until

after the malicious software was run.
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FIGURE 10 PROJECT OUTPUT FROM PROCESS EXPLORER

Reviewing the output listed in Figure 9 shows the operation WriteFile occurred in the directory
vmx32to64.exe, which was one of the strings listed previously. Further exploration of this newly
written file will determine that it is a copy of the malicious artifact. Additionally, the RegSetValue
operation which creates the key named VideoDriver (again VideoDriver is as string found in one
of the previous explorations) is used as a value to run the file created with the WriteFile operation
in the previous line. Observing the output created by the project’s environment proves to replicate

the expected results.
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FIGURE 11 EXPECTED OUTPUT FROM PROCMON
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9:22:2... :Lab03-01.exe 2152 ﬁFlegSetValue HKLMASOFTWARE \Microsoft\Cryptogr... SUCCESS Type: REG_BINA...
9:22:2.. TjLab03-01.exe 2152 @8RegSetvalue  HKLM\SOFTWARE \Microsoft\Cryptogr... SUCCESS Type: REG_BINA...
9:22:2.. TjLab03-01.exe 2152 @RegSetvalue  HKLMASOFTWARE \Microsoft\Cryptogr... SUCCESS Type: REG_BINA...
9:22:2.. TjLab03-01.exe 2152 @RegSetvalue  HKLM\SOFTWARE \Microsoft\Cryptogr... SUCCESS Type: REG_BINA...
9:22:2.. TjLab03-01.exe 2152 @8RegSetvalue  HKLM\SOFTWARE \Microsaft\Cryptoar... SUCCESS Type: REG_BINA...
9:22:2... :Lab03-01.exe 2152 ﬁFlegSetValue HKLMASOFTWARE \Microsoft\Cryptogr... SUCCESS Type: REG_BINA...
9:22:2.. TjLab03-01.exe 2152 @8RegSetvalue  HKLM\SOFTWARE \Microsoft\Cryptoar... SUCCESS Type: REG_BINA...
Showing 10 of 113,299 events {0.0088%) Backed by virtual memory

FIGURE 12 PROJECT OUTPUT FROM PROCMON

The expected results gathered from monitoring in Netcat show that there should be traffic
occurring over port 443 (HTTPS). The project environment utilizes iNetSim and provides a more
detailed and robust report which monitors traffic on all ports. The project’s output does show traffic
occurring over HTTPS, additionally port 53 (DNS) which is expected as it was attempting to ping

the domain name listed in the strings in one of the previous outputs.

C:\>nc -1 -p 443
\7[&h:A :°T,5!Y0612C:1h] o ) aee g3TLixpro+13Qea e p=ap)»dl/

© 00~] OENU bamE A
* L203d <t (y! LiI5z0! Quatla ] mxsaefens i ¢k (Yol 5099 9. [pAwQ! +iin #reik @/
x5 | °Lf] x rgvd< s @u°x) sBxe] dfdanc

1| e
FIGURE 13 EXPECTED OUTPUT FROM NETWORK MONITORING

ww.ilnetsim.org

2018-07-13 12:22:19 HTTPS connection, method: GET, URL: https://portswigger
.net/Burp/Releases/Ch rUpdates?product=community&version=1.7.33, file na
me: data/http/fakefil mple.html

2018-07-13 12:22:19 DNS connection, type: PTR, class: IN, requested name: 1

.0.0.10.1n-addr.arpa

2018-07-13 12:22:19 HTTPS connection, method: GET, URL: https://portswigger
.net/Burp/Releases/CheckrorUpdates?product=community&version=1.7.33, file na
me: data/http/fakefiles/sample.html

2018-07-13 12:22:29 DNS connection, type: PTR, class: IN, requested name: 3

FIGUE 14 PROJECT OUTPUT FROM NETWORK MONITORING
2. Lab 03-02
The same process as above was conducted to ensure that analysis is being conducted properly.
In the initial expected output shown in Figure 15, there is a list of exports, including Install and
ServiceMain which may mean that the malicious software must be installed as a service. This

output is of a DLL file, as opposed to an executable, which means there are additional steps to



running malicious artifact from the command line. The project’s output shows an identical list of

exports.

CX, PEview - Z:\Lab03-02.dll =0l x|
File View Go Help

OO0 [mmFt|[=ES

= Lab03-02.4Il B pFile |  Data | Description | Value
IMAGE_DOS_HEADER 00004D28 00004706  Function RVA 0001 Install L:i]
MS-DOS Stub Program 00004D2C 00003196  Function RVA 0002 ServiceMain
= IMAGE_NT_HEADERS 00004030 00004B18  Function RVA 0003 UninstallService
Signature 00004D34 00004B0B  Function RVA 0004 installA
IMAGE_FILE_HEADER 00004D38  0000D4C2B  Function RVA 0005 uninstallA

IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER .rdata
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .reloc
SECTION .text

=- SECTION .rdata

IMPORT Address Table

IMPORT Directory Table -

IMPORT Name Table

IMPORT Hints/Names & DLL Names

IMAGE_EXPORT_DIRECTORY
EXPORT Addre able
Viewing EXPORT Address Table

>l |

NE

FIGURE 15 EXPECTED OUTPUT FROM PEVIEW LAB 03-02

X, PEview - C:\Documents and Settings\Malware\Desktop\l ab03-02.dIl
File Yiew Go Help

2 0o00® (@ FH|(ux=a

SECTION .text »~ pFile Data Description Value

=- SECTION .rdata 00004028 00004706  Function RVA 0001 Install
IMPORT Address Table 00004D2C 00003186  Function RVA 0002 ServiceMain
IMPORT Directory Table 00004D30 00004B18  Function RVA 0003 UninstallService
IMPORT Name Table 00004D34  00004BOB  Function RVA 0004 installA
IMPORT Hints/MNames & D 00004D38  00004C2B  Function RVA 0005 uninstallA
IMAGE_EXPORT_DIRECT
EXPORT Mame Pointer Ta
EXPORT Ordinal Table
EXPORT Names 7

< I T 2 | >

Viewing EXPORT Address Table

FIGURE 16 PROJECT OUTPUT FROM PEVIEW LAB 03-02

Figure 17 shows the expected strings and imported functions. The malware imports an
array of functions ranging from networking capabilities to manipulation of services. Reviewing
the Project’s outputs demonstrates that there are all of the same outputs shown. The expected

outputs have been curated to include only particularly relevant functions.



OpenService RegSetValueEx
DeleteService InternetOpen
OpensSCManager InternetConnect
CreateService HttpOpenRequest

RegOpenKeyEx

HttpSendReques

FIGURE 17 EXPECTED OUTPUT FROM STRINGS LAB 03-02

e C:\WINDOWS\system32\cmd.exe

GetModuleFileNamef
Sleep
TerminateThread
WaitForSingleObject
GetSystemTime
CreateThread

GetStartupInfof
CreatePipe
GetCurrentDirectoryf
GetLastErp

lstrlenf
SetLastError
OutputDebugStringA
[KERNEL32.d11

RegisterServiceCtrlHandlerA
RegSetUalueExA
RegCreateKeyf
CloseServiceHandle
CreateServicefl
OpenSCManagerf

SetServiceStatus
ADUAPI32.d11
1/ISASocketA
1182_32.d11
InternetReadFile
HttpQuerylInfof
HttpSendRequestA

FIGURE 18 PROJECT OUTPUT FROM STRINGS LAB 03-02

Further review of the strings output demonstrates the occurrence of a domain name and

services including IPRIP. The strings collected from the project’s output includes all of the items

listed in the sanitized version of the expected output.



Y29ubmVj da=

practicalmalwareanalysis.com

serve.html

AdW5zdXBwb3J0

C2X1ZXA=

Y21k

CXVpdA=—

Windows XP 6.11

HTTP/1.1

quit

exit

getfile

and.exe /c

Depends INAt+, Collects and stores network configuration and location
information, and notifies applications when this information changes.
%SystemRoot%\System32\svchost.exe -k
SYSTEM\CurrentControlSet\Services\

Intranet Network Awareness (INAt)
%SystemRoot%\System32\svchost.exe -k netsvcs

netsvcs

SOFTWARE \Microsoft\Windows NT\CurrentVersion\Svchost
IPRIP

FIGURE 19 EXPECTED OUTPUT FROM STRINGS (2) LAB 03-02

\WINDOWS\system32\cmd.exe

uninstallf
¥29ubmU jdA==
ticalmalwareanalys

e /c
ABCDEFGHI JKLMNOPQRSTUUWXYZahcdef ghijklmnopgrstuvuxyz0123456789+/
——1>

» Collects and stores network configuration and location information
., and notifies applications when this information changes.
ImagePath
Z2SystemRoot#\System32\svuchost.exe -k
STEM\Current ontrulSet\geruices\

“Sys s host.exe —k netsvcs

lOpenSCManager (O

You specify service name not in Suchost//netsvcs, must bhe one of following:
[RegQuerylValueEx(Suchost\netsvcs)

> KEY_QUERY_UALUE succ
Re Ke yEx > KEY_QUERY_UALUE error
[SOFTWARENMicrosof t\Windous NI\CurrentUersion\Suchost
199:30

FIGURE 20 PROJECT OUTPUT FROM STRINGS (2) LAB 03-02

After properly installing the malicious DLL, further analysis through a comparison of the
registry before and after running the malware provides additional information about the malware.
Figure 21 shows a sanitized version of the comparison as presented by the RegShot software which

describes keys and values which have been added. The project was able to produce the same results



as shown in Figure 22. Additional changes are normal as the expected output only shows relevant

lines.

Keys added

HKLM\SYSTEM\CurrentControlSet\Services\IPRIP

Values added

HKIM\SYSTEM\CurrentControlSet\Services\IPRIP\Parameters\ServiceDll:
"z:\Lab03-02.d11"
HKIM\SYSTEM\CurrentControlSet\Services\IPRIP\ImagePath:
"%SystemRoot%\System32\svchost.exe -k netsvcs" H|
HKLM\SYSTEM\CurrentControlSet\Services\IPRIP\DisplayName:
"Intranet Network Awareness (INA+)" E]
HKLM\SYSTEM\CurrentControlSet\Services\IPRIP\Description:
"Depends INAt+, Collects and stores network configuration and location
information, and notifies applications when this information changes." [

FIGURE 21 EXPECTED OUTPUT FROM REGSHOT LAB 03-02

s-x86 - Notepad Q@@
Fle Edt Format View Help

Regshot 1.9.0 x86 unicode

Comments :

Datetime: 2018/7/13 16:47:53 , 2018/7/13 16:52:32
Computer: MALWARETEST , MALWARETEST

Username: Malware , Malware

|

Keys added: 14

HKLM\SYSTEM\Controlset001\ENum\ROOT \LEGACY_PROCEXP152
HKLM\SYSTEM\Controlset001\ENum\ROOT \LEGACY_PROCEXPL52\0000
HKLM\SYSTEM\CONtrol5et001\ENUM\ROOT \LEGACY_PROCEXP152\0000N\Control
HKLM\SYSTEM\Controlset001l\Services\IPRIP
HKLM\SYSTEM\Controlset001l\Services\IPRIP\Parameters
HKLM\SYSTEM\Controlset00l\services\IPRIP\Security
HKLM\SYSTEM\CurrentControlset\Enum\ROOTt\LEGACY_PROCEXPL152
HKLM\SYSTEM\CurrentControlset\Enum\ROOt\LEGACY_PROCEXPL52%\0000
ntcontrol Set um\RDOt\LEGACV_FROCEXPl 52\0000\Control

Currentcontru Se Parameters
HKLM\SYSTEM\CurrentControlset\Services\IPRIP\Seci
HKUN\S-1-5-21-1708537768-2111687655-1060284298- 1003\Softwar e\sysinternals
HKUN\S-1-5-21-1708537768-2111687655-1060284298-1003\software\sysinternals\Process Explorer

<

2

FIGURE 22 PROJECT OUTPUT FROM REGSHOT (A) LAB 03-02

L 86 - Notepad (=]
File Edt Format View Help
HKLM\SYSTEM\CurrentControlSet\Enum\RoOT \LEGACY_PROCEXP152\0000\Legacy: 0x00000001 ~

HKLM\SYSTEM\CurrentControlset\Enum\ROOt\LEGACY_PROCEXPL523\0000N\Confi gF'\ ags: 0x00000000
HKLM\SYSTEM\CurrentcontrolSet\Enum\RoOT \LEGACY_PROCEXP152\0000\C]ass: "LegacyDriver"
HKLM\SYSTEM\CurrentControlset\Enum\ROOt\LEGACY_PROCEXPL52%0000N\CTassGUID: "{BECCO55D-047F-11D1~
A537-0000F8753EDL}"

HKLM\SYSTEM\CurrentControlset\Enum\RoOOT\LEGACY_PROCEXPL52%0000\DeviceDesc: "PROCEXPL52"
HKLM\SYSTEM\Cur rentControlset\Enum\ROOT\LEGACY_PROCEXPL52\0000N\Control\*NewlyCreated¥:
0x00000000

HKLM\SVSTEM\Cur‘ rentControlset\Enum\ROOT\LEGACY_PROCEXPL52\0000\Control\Activeservice:
"PROCEXPL52

HKLM\SYSTEM\CUI‘ rentControlset\services\IPRIP\Type: 0x00000020
HKLM\SYSTEM\CurrentControlset\Services\IPRIP\Start: 0x00000002
HKLM\SYSTEM\CurrentControlset\services\IPRIP\Errorcontrol: 0x00000001
HKLM\SYSTEM\CurrentControlset\services\IPRIP\ImagePath: "¥systemrRoot¥\system32\svchost.exe -k
netsvcs'
HKLMA\SYSTEM\CurrentControlset\services\IPRIP\DisplayName:
HKLMY\SYSTEM\CurrentControlset\services\IPRIP\Ob] ecthame: ocalsystem
HKLM\SYSTEM\CurrentControlset\Services\IPRIF\Description: "Depends INA+, Collects and stores
nﬁtwur‘k configuration and location information, and notifies applications when this information
changes

HKLM\SYSTEM\CurrentCuntru'l set\services\IPRIP\Dependonservice: 52 00 70 00 63 00 53 00 73 00 00
00 00 00

"Intranet Networ‘k Awareness (INA+)"

HKLM\SYSTEM\Curr‘entcuntmﬂSet\ser\nces\IPRIP\Paramatars\ser\nceDﬂ "C:\Documents and
settings\Malware\Desktopi\Lab03-02.d11
HKLMA\SYSTEM\CurrentControlset\services\IPRIP\Security\security: 01 00 14 80 90 00 00 00 9C 00

00 00 14 00 00 00 30 00 00 00 02 00 1C 00 01 00 00 00 02 80 14 00 FF 01 OF 00 01 01 00 00 00 00

FIGURE 23 PROJECT OUTPUT FROM REGSHOT (B) LAB 03-02

Previous analysis showed that this particular artifact was installed as a part of the IPRIP
service, due to registry locations and installation functions, to run the malware, the analyst must
run the IPRIP services. Once the service has been started the analyst can confirm that the malicious
element is in use through Process Explorer. Searching for the name of the malicious artifact results

in selecting the associated process, in this case an orphaned instance of svchost.exe. The expected



output shows that INA is operating and that the malicious DLL has been loaded. Both of these

results were duplicated in the project’s virtual environment.

Process PID I CPU ' Description
[Fsvchost exe 896 Generic Host Process
[Fsvchost exe 980 Generic Host Process

[=]mi svchost.exe 1024 256 Generic Host Process
iscntfy exe 204 Windows Security Cel
LCAWINDOWS\system32\svchost .exe q
[Fs|Services L
E o Automatic Updates
COM=+ Event System
B Computer Browser 4
[IH Cryptographic Services
\ DHCP Client '
3 Distributed Link Tracking Client o
Emor Reporting Service
[Flsass

Help and Support
B 4§ explorerexe Intranet Network Awareness (INA<) |:|
@VMwareTray.e ical Disk Manager

ork Connections

Name ¢ |g ork Location Awareness (NLA) i
iphipapi di I Secondary Logon -
ipnathip dll M gecumy Center :
kemel32.dl = W o P
L System Event Notification

FIGURE 24 EXPECTED OUTPUT FROM PROCESS EXPLORER LAB 03-02

__|wmiprvse.exe 1,904 N AT-CY NP2
[ wmiprvse.exe 2,300K B.580K 1088 WMl
[ svchost.exe 1924 K 4604K 988 Generic Host Process fory
[ |svchost exe 13656 K 24592K 1104 Generic Host Process for Y
[ wscnthy.exe BEB K 2572K 488 Windows Security Center |
[ svehost.exe Command Line: ocess fory
[ svechost exe CAWINDOWSASystem32\svehost. exe -k netsves jocess fory
- lorer Path:
2§ cpioiele CAWINDOWS system32\svechost.exe [netsves) i
Name ~ Description Si"’:c“f fic Updates [ I
5 utomatic Updates [wuausery
kemel32.dll Windows NT Cryptographic Services [CryptSve] stem32ike
kmddsp.tsp TAPI Kemel  COM+ Event System [EventSystem] stem324kr
Lab03-02.dll Computer Browser [Browser] H Settings’
locale.nls DHCP Client [Dhep] stem325lor
Ipk.dl Language Pal [E)istlil::‘uted I;inks'l'laqkinlgEgisenl ETkaks] stem324Ip!
. : rror Reporting Service ve]
mprapi.di W]ndoWS NT Fast User Switching Compatibility [FastU serSwitchingCompatibility] stem3Zim
msacm32.dil Microsoft AC stem324m
| Help and Support [helpsve]
ms_asn1 di AS_N-1 Runtinl  |ntranet Network Awareness (INA+) [IPRIP] stem32m
msi.dl Windows Instl  Logical Disk Manager [dmserver] stem324m:
msidle.dll Userldie Mor] - Network Location Awareness (NLA] [Nla] stem32hm:
mspatcha.di Microsoft[R) ff - Network Connections [Netman] stem324m
msvl_0.dl Microsoft sut] Remote Access Connection Manager [Rashan] stem32\m:
msvepB0.di Micrasoft (F) System Restore Service [srservice] stem32\m
I Wi NT Secondary Logon [seclogon] \
msveitd findows NT | 5\ stem Event Notification [SENS] T
mswsock.di Microsoft Wir|  Security Center [wsesvel stem324m
mtzclu.dil M5 DTC amd| Shell Hardware Detection [ShellHwDetection] stem324ml
CPU Usage: 4.81%  Commit Chard ?ﬁgj;&?’;’gfn"eif”e']

FIGURE 25 PROJECT OUTPUT FROM PROCESS EXPLORER LAB 03-02

Figure 26 shows the expected result of the malware utilizing port 80 (HTTP) and preforms
a GET request. Using iNetSim, the project’s network simulation was able to gather the proof that

HTTP was being used and that a GET request was sent.



c:\>nc -1 -p 80

GET /serve.html HTTP/1.1

Accept: */*

User—-Agent: MalwareAnalysis2 Windows XP 6.11
Host: practicalmalwareanalysis.com

FIGURE 26 EXPECTED OUTPUT FROM NETCAT LAB 03-02

2018-07-13 15:13:01 HTTP connection, method: GET, URL: http://practicalffalw

areanalysis.com/serve.html, file name: data/http/fakefiles/sample.html
FIGURE 27 PROJECT OUTPUT FROM INETSIM LAB 03-02

3. Lab 03-03

The same process as above was conducted to ensure that analysis yields expected results. After
running the malicious executable and observing activity in Process Explorer, the analyst can see
the Lab03-03.exe process appear, create a child process, and then disappear, leaving the child
process (svchost.exe) running. The expected output of a deeper analysis of the orphaned process
shows relevant strings including the name of a log file, and notable strings which are typical of

keyloggers. Replicating this process in the project’s virtual environment produced identical results.

Image ] Peformance ] Performance Graph | Threads |
TCPAP | Secuty | Environment Strings

Printable strings found in the scan

=

€ image & Memory S Find

FIGURE 28 EXPECTED OUTPUT FROM PROCESS EXPLORER LAB 03-03

To confirm the suspicion of whether the malware is operating as a key logger further testing can
be conducted. Opening a program such as Notepad while having Process Monitor running can

instigate the logging and typing a few strokes should result in enough processes to obtain proof of



whether a log file has been created from the strokes the analysist typed. Filtering results based on
the PID found in the previous test shows the CreateFile operation being used to create a logfile
and a WriteFile operation being used at ever instance of a key stroke to the same file location.

Running the same test in the project’s environment yielded the same type of results.

Image Performance Performance Graph \ Disk and Metwork.
Threads TCP{IP Security | Environment ‘ Strings

Printable strings found in the scan:

GetOEMCP ~
Virtualdlloc

HeapRedlloc

GetProcAddress

LoadLibraryé,

MultiByteT owideChar

LCMapStrings,

LCMapString's

GetStingTyped

GetStringType\w

[window:

ConsoleWindowClass
practicalmalwareanalysis.log

[SHIFT]

[ENTER]

[BACKSPACE]

BACKSPACE

[T4B)

[CTRL]

[DEL]

[CAPS LOCK]

[CAPS LOCK]

C:AWINDOWS \system324svchost. exe
abedefghijkimnopgrstuvisyz
ABCDEFGHIKLMNOPQRSTUVWXYZ @

v
FIGURE 29 PROJECT OUTPUT FROM PROCESS EXPLORER LAB 03-03

PID | Operation

388 CreatefFile C:AWINDOWS\practicalmalwareanalysis.log

388 = QueryStandardinformationFile  C:\WINDOWS\practicalmalwareanalysis.log
[~ \svchostexe 388 5\WliteFie C:AWINDOWS\practicalmalwareanalysis.log
[“Jsvchostexe 388 =hWiiteFile C:AWINDOWS\practicalmalwareanalysis.log
[“Jsvchostexe 388 =hWiiteFile CAWINDOWS\practicalmalwareanalysis.log
[Fsvchostexe 388 =hWiiteFile C:AWINDOWS\practicalmalwareanalysis.log
Slsvchostexe 388 hWiiteFile C:AWINDOWS \practicaimalwareanalysis.log
[“Jsvchostexe 388 =k CloseFile C:AWINDOWS\practicalmalwareanalysis. log
[“Jsvchostexe 388 =k CreateFile C:AWINDOWS\practicalmalwareanalysis.log
Fsvchostexe 388 Sk QueryStandardinformationFile  C:\WINDOWS\practicalmalwareanalysis.log
[~Jsvchostexe 388 =hWiiteFile C:AWINDOWS\practicalmalwareanalysis.log
SJsvchostexe 388 hCloseFile C:AWINDOWS \practicalmalwareanalysis.log
[Tlsvchostexe 388 hCreatefile C:AWINDOWS \practicalmaiwareanalysis.log

FIGURE 30 EXPECTED OUTPUT FROM PROCESS MONITOR LAB 03-03

12:35... "svchost.exe 2696 @fReqCloseKey  HKCU SUCCES

Msvchost.exe 2696 ‘HegDpenKey HKLMASOFTWARE \Microsoft\CTF% SUCCE¢
Slsvchost.exe 2696 @ Regluenialue HKLM\SOFTWARE \Microsoft\CTFA\EnableAnchorContext NAME b
2636 @ ReaCloseKey  HKLM\SOFTWARE\Microsoft\CTF SUCCE

26¢ CreateFile C:\Documents and Settings\Malware\Desktop'practic. wareanalysis.log  SUCCE]

2696 =A QueryStandardl... C:\Documents and Settings'iMal Desktophpractic lysis.log SUCCE¢

2696 Sk WiteFile C:ADocuments and Settings'Malware\Desktop\practicalmalwareanalysis.log ~ SUCCE!

2696 SR wiiteFile C:\Documents and Settings\Malware\Desktop\practicalmalwareanalysis.log ~ SUCCE¢

2696 A WiiteFile C:\Documents and Settings\Malware\Desktop\practicalmalwareanalysis.log ~ SUCCE¢

2696 SR WiiteFile C:\Documents and Settings\Malware\Desktop\practicalmalwareanalysis.log ~ SUCCES

2696 SA CloseFile C:\Documents and Settings\Malware\Desktop\practicalmalwareanalysis.log ~ SUCCE¢

2696 A CreateFile C:\Documents and Settings\Malware\Desktop\practicalmalwareanalysis.log ~ SUCCE¢

. 2696 Bl}ueryStandavdL..C:\Documents and Settings\Malware\Desktophpracticalmal walysis.log  SUCCE!
12:35... Tsvchost.exe 2696 §~WrileFiIe C:\Documents and Settings\Malware\Desktop\practicalmalwareanalysis.log ~ SUCCE¢

FIGURE 31 PROJECT OUTPUT FROM PROCESS MONITOR 03-03

4. Lab 03-04



The same process as above was conducted to ensure that analysis yields expected results.
Examination of Lab 03-04 begins with a review of relevant imports and strings from strings.exe.
Notable imports include networking capabilities as well as access and manipulation of registry
locations and services. These imports and strings were similarly found during an analysis occurring

within the project’s virtual environment.

FIGURE 32 EXPECTED OUTPUT FROM STRINGS LAB 03-04

-

o< C:\WINDOWS\system32\cmd.exe - [ox

Conf iguration
SOFTWARE\Microsoft \XPS
1

thttp://wuwu.practicalmalwareanalysis.com
Manager Service

liC:\Documents and Settings\Malware\Desktop>
FIGURE 33 PROJECT OUTPUT FROM STRINGS LAB 03-04

Running this malware while observing it in Process Explorer shows the process starting,
stopping and then results in the deletion of the file. To further explore the origin of this behavior
the analyst will use a filter in Process Monitor based on the name of the process to find relevant
operations. The expected output is an operation which calls itself “Process Create” and when
reviewing the details of the operation, displays the command for deleting the originating file.

Replicating the process in the project’s environment yields duplicate results.



-Ioix

Event |Process | stack |

Date: 4/26/2011 8:46:08 PM
Thread: 804
Class: Process
Operation: Process Create
Result: SUCCESS
Path: C:\WINDOWS\system32\cmd.exe
Duration: 0.0000000
PID: 256 =
Command line: m "C: \WINDOWS \system32\cmd.exe” /c del Z:\Lab03-04.exe >> NUL
i

Jed B4

™ Next Highlighted Copy Al I Close |

FIGURE 34 EXPECTED OUTPUT FROM PROCESS MONITOR LAB 03-04

&) Event Properties

Event | Process | ﬁl
Date: 7/13/2018 12:44:24.6430120 PM
Thread: 2836
Class: Process
Operation: Process Create
Result: SUCCESS
Path: CAWINDOWS!system32icmd. exe
Duration: 0.0000000
PID: 2844
Command line: "CWINDOWS\system32icmd. exe” [c del C:\DOCUME~1\Malware\DesktopiLab03-04.exe > NUL

FIGURE 35 PROJECT OUTPUT FROM PROCESS MONITOR LAB 03-04



CONCLUSION

More personal, financial, and sensitive information is being stored on computers and the
benefits to obtaining these private files has become more enticing to hackers and malicious entities.
These realities translate into organizations having a vested interest in devoting more time and
attention towards producing more robust solutions in security. Having the infrastructure and
processes in place to conduct a comprehensive analysis could be a considerable benefit as
conducting malware analysis in-house can lead to more customizable solutions for that particular
network.

As organizations begin to seek out more security experts to assist in maintaining
compliance, the need to minimize the gap between desired workforce and available talent becomes
more obvious. Part of the reason there is a disparity between economic need for security
professionals and the number of individuals who are trained in security is that there are many
avenues of skill development within the software career path, many of which are not heavily
publicized, incredibly popular, or even frequently offered as areas of study within universities or
vocational institutions. This project helps to provide some basic solutions to both assisting
organizations conduct additional security measures and introducing interested individuals to the
concepts of malware analysis.

Providing documentation on how to produce a safe environment for malware analysis will
allow for individuals to gain a comprehensive understanding of several fundamental concepts
including, the importance of process (i.e. SOPs), the importance of technological security controls
(i.e. firewalls), basic network configuration, and the importance of network segregation. The
project is designed to communicate these ideals, and the environment is configured to have layers

of security attached to it.



One of the main pitfalls of this project is the fact that there is a heavy burden placed on
analysts who are subject to human error. While this is a concern, the SOPs which have been
developed, if followed, should allow for a fairly straightforward utilization of the constructed tools

without forcing too much critical thinking or placing too many expectations on the analyst.



FUTURE WORK

The future of malicious software is always advancing. While Ransomware was the most
popular attack, and remains a threat to organizations to this day, the popularity of crypto mining
is increasing steadily. Crypto mining is the process of hijacking processing power of a computer
and using it to mine for crypto currency. While the act of crypto mining in and of itself is neither
illegal or an undesirable pursuit, the act of using another individual’s electricity and processing
power is equivalent to stealing, especially considering the possibility of the crypto mining process
taking up such a large percentage of a computer’s resources that it is no longer able to conduct

critical, or even non-critical, functions [6].

The project environment developed here provides a base in which analysis of crypto mining
could be analyzed, however, there are features which are missing. Mainly, the SOPs which were
developed, as well as the tutorial tips for conducting the analysis, do not address reviewing
malware to look for signs or indications that the artifact is intending to crypto mine. This would

be a valuable improvement as the increase of crypto mining attacks progresses.

Adding additional tools, especially those which map networks and the location of artifacts
within those networks, would be especially helpful. Some crypto mining artifacts, similar to other
more traditional malware, has the capacity to spread throughout a network. Utilizing network
monitoring tools as a part of the analysis process and including it as a part of both the SOPs and

tutorial would be a helpful addition.

Another issue, which was a prominent discovery during the testing process, was the
reliance on human discretion to implement many of the security controls. While security
professionals may have the best of intentions in conducting processes by the books and make

minimal mistakes when handling their work, the fact is that humans make errors. This requires



even more human effort in the form of a supervisory role to ensure that processes are being
conducted in the fashion in which the processes were designed. Additional technical features

which can operate as the security control for some of the previous goals would be a welcome tool.

Developing a system which would simultaneously house the VMs, allow for the
construction of multiple internal networks, and control for special circumstances, such as only
allowing one network adapter to be in use at a time, would decrease the security burden on human
analysts and result in a more efficient process. Another feature of this extended system would
include a control to limit all network configuration settings, unless the administrator/owner of the
system gave approval. That process could be added to the SOP to ensure that users are not making

updates to the settings unless they are certain to be necessary and/or an improvement.

Additionally, there are ethical, economic, and environmental considerations that
organizations must take into account in conjunction with implementing any cyber security
measures. While not addressed within the scope of this project, adding insight into these
considerations throughout the tutorials would provide learners of malware analysis with a more
nuanced understanding of the area. In, “Doctrine for Cyber Security,” the authors discuss other
considerations such as human engagement with technology (considered to be the primary cause of
most malware coming into access with organizational data and devices) and legal and ethical
considerations of both physical and digital assets [7]. This topic could be expanded on further and

included in future iterations of this project.

One of the most important theories relating to the development and creation cycle of cyber
threats is the concept of the cyber kill chain. Cyber kill chain discusses the process from concept
to completion of Advanced Persistent Threats (APT), or threats where the perpetrator will continue

to attack through different vectors until they have successfully completed their objective. The



cyber kill chain demonstrates the background work and other resources that hackers and bad actors
must obtain in order to move further through the cyber kill chain [8]. In “Intelligence-Driven
Computer Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill
Chains,” the authors attempt to define the typical structure of components reviewed by Malware
Analysists in addition to the chain of activity conducted by hackers. “Intelligence-Driven,”
describes intrusion indicators across three different types: (1) atomic, which includes the smallest
unseparated information possible like IP addresses or email addresses; (2) computed, which might
contain information like hash values or regular expressions; and (3) behavioral, which contains
insights which are qualified from a combination of atomic and computed intrusion parameters.

Kill chain phases during a computer network attack include:

1) Reconnaissance — acquiring information about potential targets.

2) Weaponization — creating weaponized files that are typically delivered as trojans masked

as a legitimate file to targets.
3) Delivery — the transmission of the weaponized file to the victim.
4) Exploitation — either exploiting an already known vulnerability or operating feature.
5) Installation —installing the malware to maintain access to the victim machine.

6) Command and Control — establish a channel connection between victim machine and

intruder machine.

7) Action on Objectives — obtain desired resources or tools from victim.

Hackers and bad actors spend time researching how businesses handle cyber security, they
look for individuals who may have complaint with their organization, and they have an
understanding of the types of accidental mistakes employees might be prone to fall victim to which

could make them susceptible to downloading or acquiring malware.



This understanding of human behavior is a huge benefit to hackers, and in order to maintain
proper defenses Malware and Security Analysists should be well-versed in the human components
as well. The benefits to understanding the typical pitfalls employees often encounter can allow for
better anti-virus and other automating tools to be developed which stops cyber kill chain at the
attempted delivery stage, instead of needing to address it at the exploitation stage, or worse [9].
Analysts should also make special note of the fact that challenges can occur in the detection stages
throughout an antivirus system, and as more systems and services are utilizing cloud-based
infrastructure, these challenges can bring additional complications in malware detection and
analysis [10]. Addressing how possessing a competency in these issues can add depth to the
understanding of not only the process of analyzing malware, but also to developing comprehensive
solutions that look to address solving the root of the attack, as opposed to simply patching a
vulnerability. These are topics that are not covered within the scope of the project but could add

valuable insight for future learners.



APPENDIX A (FIREWALL AND VIRTUAL NETWORK TUTORIAL)

Appendix A contains the list of all tutorials discussing the creation of the virtual environment. This
document is long and has been split into the following subsections:

Introduction

Create Your First Virtual Machine in VirtualBox
Create Ubuntu Analysis Machine

Create Firewall

Firewall Configuration

Internal Network Configuration

Final pfSense Settings

Create Shared Folder

Final Configuration and Transfer Checklist

WXk WD =

(Tutorials with tips on basic malware analysis use is in Appendix B)

1. INTRODUCTION: VIRTUALBOX DOWNLOAD AND INSTALLATION
WELCOME

This tutorial will be using VirtualBox to create and set up Virtual Machines, manage network
segregation, and create a functional system for downloading, distributing and isolating malware
so that it can be analyzed in a "secure" environment. While this tutorial attempts to provide you
with sufficient layers of protection, anytime you interact with malware there is a possibility of
escape from your environment and ultimately destruction or exposure of your host system or data.
That being said, please be sure to exercise caution, double-check all of your steps, and if possible,
use a computer that you have no problems reimaging should the worst occur.

While this tutorial attempts to be easy to understand and use, even with limited background
knowledge of networks or malware tools, there may be missing explanations. If you encounter an
unknown term, a quick google search or a Wikipedia article should be sufficient to fill in the gaps.

The host machine used for this tutorial utilizes a Linux operating system (Ubuntu 64bit), and the
instructions written here are for that machine. If you are using a Windows machine, you should
still be able to follow along, as most of the work happens within the virtual environment, which
exist in the VirtualBox program.

Having relied on a variety of tutorials, books, and other resources to configure this network, you
may encounter situations where these instructions may not work. The goal is to provide enough
information about why we are doing each step so that if you encounter issues, you will at least
know what sort of questions and research you need to do in order to find a solution.



INSTALLATION

Note: Before getting started make sure that your operating system is up to date. Run apt-
get-update from Linux terminal or if using Windows, check for updates.

Regardless of your operating system, you can go to https://www.virtualbox.org/ and click on the

big box commanding you to download its latest version (see image below).

VirtualBox

Welcome to VirtualBox.org!

VirtualBox Is a powerful x86 and AMD64/Intel64 virtualization product for enterprise as well as home use. Not only is VirtualBox an extremely feature rich,
high performance product for enterprise customers, it is also the only professional solution that is freely available as Open Source Software under the terms of
the GNU General Public License (GPL) version 2. See "About VirtualBox" for an introduction.

Presently, VirtualBox runs on Windows, Linux, Macintosh, and Solaris hosts and supports a large number of guest operating systems including but not limited
to Windows (NT 4.0, 2000, XP, Server 2003, Vista, Windows 7, Windows 8, Windows 10), DOS/Windows 3.x, Linux (2.4, 2.6, 3.x and 4.x), Solaris and
OpenSolaris, 05/2, and OpenBSD.

VirtualBox Is being actively developed with frequent releases and has an ever growing list of feamres supported guest operating systems and platforms it
runs on. VirtualBox is a community effort backed by 2.4g @hoMpany: everyone is encg Rlg while Oracle ensures the product always
meets professional quality criteria.

Download
VirtualBoX

This will take you to a screen allowing you to select which operating system is on your host
machine. The Windows link will automatically download an executable which will run you
through the installation process. For Linux, you will have the option to download based on the
version of Linux you are running (as well as processor) or you can download a version for all
distributions as well. A list of Linux commands can also be found on this page to help with the
installation of VirtualBox.

Once installed, you will be able to open VirtualBox which will have a similar screen as below:

W9 Oracle VM VirtualBox Manager - [u] X

File Machine Help

@ o il .

New Settings Discard Start, Machine Tools  Global Tools
Welcome to VirtualBox!
The left part of this window lists all virtual Q
machines and virtual machine groups on your -

computer. The list is empty now because you
haven't created any virtual machines yet.

In order to create a new virtual machine, press ¢
the New button in the main tool bar located at ‘?
the top of the window.

You can press the F1 key to get instant help, or
visit yavavevirtualbox.org for more information
and latest news.

If you're in, great! Let's move on to the next tutorial to get started with creating your first VM.



TROUBLESHOOTING

Troubleshooting: If you do encounter any issues during installation here are a couple of
things to double check before banging your head against the wall.

Do you have another version of VirtualBox already installed on your computer?

Did you have too many other processes running during your VirtualBox installation?
Is your computer up to date?

Do you have any firewall or other constraints that are blocking the download of
VirtualBox?

If the answer to any of the above questions is, "yes," uninstall all VirtualBox software from your
machine, fix the issue, restart your computer, and attempt the installation again. Note: All of the
Virtual Optical Disks, and Virtual Hard Disks take up space on your personal computer/host
computer. Make sure before you start this project that you have the hardware capability and enough
memory space to properly conduct the installation and configuration.



2. CREATE YOUR FIRST VIRTUAL MACHINE IN VIRTUALBOX
BACKGROUND & RESOURCES

Microsoft offers Windows 7 Virtual Machines (VM) configured for a variety of virtual
environments. These VMs are authenticated for 30 days of use for developers who are testing web
features on past versions of Windows and Internet Explorer/Edge. These VMs can be downloaded
by going to the following website: https://developer.microsoft.com/en-us/microsoft-
edge/tools/vms/.

On this site, you will have the options of virtual machine and platform. For virtual machine, select
one of the Windows 7 options. It does not matter which version of IE you choose to use (we will
be installing another browser later anyway), but I used the most recent version, IE11 on Win7
(x86). For platform, select VirtualBox and click the DOWNLOAD .ZIP button.

VM CREATION AND CONFIGURATION

1. Open up your VirtualBox software (downloaded in the previous step).
2. On the top menu, click "File" and then select "Import Appliance"

VirtualE File Machine Help

Tutorials - OneDrive X | wi Set-Up for Linux A

14 CAPUILAPPUANCE.::
1 Virtual Media Manager... Ctrl+D @ Details| @ Snapshots
Network Operations Manager...
\ | Reset All Warnings & preview
E,;( e e: File Share
@Powere . System
| | Operating System: Windows 7
FlreEye -Win7(Cleanl..) (32-bit)
@ Powered OFff 5 File Share System
System
2 GatewayAnalysis Y:
f @ Powered Off Base Memory: 4096 MB
Boot Order: Hard Disk, Optical
Tutorial Victim Acceleration:  VT-x/AMD-V,
/| @ Powered Off Nested Paging,
Ubuntu Analysis Clone i:gxr):u:l}s:é:n
@ Powered Off
?f Ubuntu Victim Clone Display
@ Powered OFf Video Memory: sMB
pfSense Firewall Remote Desktop Server Port: 5989
( —) “ @ Powered OFf Video Capture: Disabled
Storage
Controller: IDE Controller
" P o e IDE Primary Master: IE11 - Win7-disk001.vmdk (Normal, 40.00 GB)
" @ Powered Off % Audio

3. Click the file icon that pops up on the next screen and navigate to the location where you
saved your download



@ & Import Virtual Appliance

Appliance to import

VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import
below.

(/home/itsec/Desktop/WinDev1805Eval,ova] K’

Expert Mode | Next> | Cancel

4. Click "Next", check the box marked "Reinitialize the MAC address of all network cards,"
then click "Import"

Note: we reinitialize the MAC address for the VMs because we are creating a
network which needs to have unique machines with unique identification features
for them to be able to communicate with each other. Each device has a unique MAC
address and making sure these are different will allow them to be recognized as
unique machines within our virtual environment.

5. Once the previous step is complete, RIGHT click on the newly created VM in VirtualBox
and select the "clone" option

Note: we want multiple computers on our network as each of them will be
designated to handle a unique task, which will allow us to segregate.

6. Again, be sure to check the "Reinitialize MAC address of network cards," option, click
"Next" then click "Import"

7. Create distinct names for each of the machines. I chose the names File Share System and
FakeNet Network Machine. You should now have 2 VMs creating in your environment.

8. Before moving on, create a snapshot of both VMs. (1) Select the File Share System and
(2) click the Snapshot icon, then (3) click the create snapshot icon. (4) Name it something
like "Original Blank State" so you know this is after you downloaded it and have changed
nothing. (5) Finally, click OK. Note: this is important in case you accidentally
download something funky before securing your network or machines.

Repeat the above process for the second VM (FakeNet Network Machine).



(000 onclevmvirvalsoxManager |
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New Settings
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FireEye - Win 7 (Clean I...)
Li7d @ Powered Off X Take Snapshot of Virtual Machine

GatewayAnalysis | Gra
] @ powered Off (
° |original Blank Slate]

Tutorial Victim > 4

/] @ pPowered Off
Ubuntu Analysis Clone

/] @ Powered Off
Ubuntu Victim Clone
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‘1 @ Powered Off

Snapshot Description
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L)75 @ Powered Off 5

Help Cancel} | | OK
&I winDev1805Eval
@ Powered Off

9. After that has completed, open the File Share System you created, by highlighting the
VM and clicking the green arrow that says "Start" at the top of VirtualBox.

Note: the default settings upon installation of this machine should have your VM
connecting to the internet through your host machine, we'll change these settings
later to connect to an internal network and a firewall.

Additionally, we are using the File Share System NOT the FakeNet Network
Machine to download all of our malware analysis tools from the internet. Doing this
allows the FakeNet Network Machine to have never accessed the internet, as we can
later use a shared folder on an internal network to transfer the files from the File
Share System to the FakeNet Network Machine.



Oracle VM VirtualBox Manager
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10. Optional: Once your VM has finished booting, you may want to install a different
browser (in this tutorial, Firefox is used). The reason for doing this is not all websites will
allow you to download from IE11due to the fact the TLS handshake in IE11 for Windows
7 has known bugs. Alternatively, you could attempt to fix IE11 with a patch, but a
different browser tends to work better.

LIST OF MALWARE ANALYSIS SOFTWARE TO DOWNLOAD ON THE FILE SHARE SYSTEM

Here is a list of other URLs and the name of the software that you should download on your File
Share System. I will go into a more depth in a later tutorial where I discuss what each of these
programs do and how to use it during malware analysis.

Note: the operating system downloaded for VirtualBox from Windows is a 32-bit OS, NOT
64-bit, so be sure to download the appropriate OS version if there are multiple options. Many
of the programs work the same regardless of the OS, but there are some that do not. Also, if
a link is broken, you may have to search for another location. All of this software is freeware
and should be available somewhere online, although you are urged to exercise caution and
go to reputable download sites like CNET or sourceforge.

BASIC ANALYSIS TOOLS

e  WinMDS5 - http://winmd5.com/

o PEid - http://www.softpedia.com/get/Programming/Packers-Crypters-Protectors/PEiD-
updated.shtml

e Dependency Walker (also used in dynamic analysis) - http://dependencywalker.com/

o PEview - https://www.aldeid.com/wiki/PEView

e Resource Hacker - http://angusj.com/resourcehacker/




DYNAMIC ANALYSIS TOOLS

e Process Monitor (procmon) - https://docs.microsoft.com/en-
us/sysinternals/downloads/procmon

e Process Explorer - https://docs.microsoft.com/en-us/sysinternals/downloads/process-

explorer

Regshot - https://sourceforge.net/projects/regshot/

ApateDNS - https://www.fireeye.com/services/freeware/apatedns.html

Netcat - https://sourceforge.net/projects/nc110/
e Wireshark - https://www.wireshark.org/download.html

TROUBLESHOOTING

Malware Analysis Tools: If you encounter any links that do not direct you to a viable website with
a functioning download link, you should be able to conduct a search to find the software. All of
this is freeware, offered to the public without cost, and most of the listed software can be found
hosted on different websites.

Windows VM: If you are having difficulties importing the Windows appliance, try closing
VirtualBox, restarting your computer, and re-importing the Windows VM while no other programs
are running on your host machine. If that fails again, go back to the Microsoft Developer’s page
(https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/) to download the Windows 7
VM and attempt a fresh download and try to import the new copy into VirtualBox.

VM Internet Connection Issues: If your File Share System fails to connect to the internet, check
the following:

e Make sure your host machine is connected to the internet and that you can access all of
the links on your host machine. If not, fix your network connectivity issues on the host
machine before continuing.

e Look at the network settings in VirtualBox for the File Share System VM. Select the VM
and click on "Settings" then choose the "Network" tab on the left.

o Make sure the "Enabled Network Adapter" option is selected
o Make sure the "Attached to: " selection is set to "NAT." If changes were made,
click the "OK" button to save the setting updates.

Note: NAT stands for Network Address Translation, which means that the
VM is adopting the host machine's IP address and assigning it to itself. This
tutorial was created using a University's network resources, which required
the use of NAT during later configuration steps when working with the
firewall, as the University had network security controls in place to restrict
additional DHCP IP addresses from being assigned outside of the
University's control. NAT was the solution to this problem and can
sometimes assist in troubleshooting other connectivity circumstances.



If you have worked your way through these issues and are still encountering problems, you may
have to do some internet searching. Reference the software and operating system you are using in
your search, i.e. connectivity issues with VirtualBox VM on Windows 7. This will tend to yield
the most succinct descriptions for your issue

3. CREATE UBUNTU ANALYSIS MACHINE
BACKGROUND & RESOURCES

During this section of the tutorial you will be creating and configuring the Ubuntu Analysis
Machine. This VM’s purpose is to be used as a monitoring tool, and a network simulation tool.
Through the use of software including iNetSim, which monitors activity on all ports within your
network, and Burp, software used to simulate CA certificates, required for accessing HTTPS sites,
you will be able to properly simulate network activity to fool malware into behaving as usual,
allowing you to review the activity happening.

To obtain a copy of the Ubuntu OS, which you will need before beginning this tutorial visit
http://cdimage.ubuntu.com/netboot/16.04/ and select the option for amd/intel 64-bit processors.
This tutorial relies heavily upon the work of Christophe Tafani-Dereeper. You can find his blog
post here: https://blog.christophetd.fr/malware-analysis-lab-with-virtualbox-inetsim-and-burp/.

SET-UP UBUNTU ANALYSIS MACHINE

1. Click “New”
a. Name VirtualBox Machine — Ubuntu Analysis Machine
b. Select OS — Linux
c. Select Version — Ubuntu 64-bit

N~

v

g“”g ? X
New

pttings Discard Sff

S Y

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install on
it. The name you choose will be used throughout VirtualBox to
identify this machine.

T— el

Name: lUbuntu Analysig] ]

Type: |Linux v E
Version: | Ubuntu (64-bit) v

d. Click next



2. Choose Memory (4096MB) and click next
3. Create Virtual Hard Disk and click next
4. Select VDI option

Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual hard
disk. If you do not need to use it with other virtualization software you can leave
this setting unchanged.

(®) VDI (VirtualBox Disk Image)
() VHD (virtual Hard Disk)
() vMDK (Virtual Machine Disk)

5. Dynamically allocated and click next

6. Select hard disk size (12G) click create

7. Highlight the machine and click settings in the main VirtualBox portal
8. Click the Storage tab on the left menu bar

9. Select the word Empty under the Controller: IDE section

10. On the right menu click on the disk icon and select the OS

. L m .

New art Machine Toals___ Global Tools !
L NPRTPE RS () Ubuntu Analysis - Settings ?
@© Fowered Off
&l General Storage
1 & system Storage Devices Attributes
S . Optical Drive:  IDE Secondary Maste §
=l Displa
& storage ‘ —
| -
P Audio & ubuntu ;%‘.a‘ ::
- 3'work Location:
po Attached to
O serial Ports
& use

[l Shared Folders

g User Interface
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11. Click OK to save
12. Highlight the Ubuntu Analysis machine in Virtual Box and press the green start arrow
13. Choose to install the full version of ubuntu




14.
15.
16.
17.
18.
19.
20.
21.
22.

23.

@ Install (as superuser)
Welcome
Espanol o
Esperanto
Euskara
Francais
Gaeilge
Galego
Hrvatski

islenska —
Italiano

Kurdi Try Ubuntu Install Ubuntu

Latviski

Lietuviskai

Magyar You can try Ubuntu without making any changes to your computer, directly from

this CD.

...........

e. Select the option to install updates while installing, this will save you time later

Select the option to erase disk and install Ubuntu

g. The installation setup will ask you several configuration questions regarding your
preferences including time zone, language, and username and password

lmz)

Who are you?

Your name: | Analysis L

Your computer's name: | analysis-VirtualBox »;’

The name it uses when it talks to other computers.

Pick a username: | analysis v
Choose a password: | 00000000 Weak password
Confirm your password: ........| L

Log in automatically
© Require my password to log in
Encrypt my home folder

Back Continue

h. Work through these questions and complete the installation
After installation has completed you will be asked to restart the virtual machine. Restart
and press enter if prompted.
First thing you’ll do is update your computer. Open the Terminal (click top left icon and
start typing terminal in the search box to find the application)
Open Terminal and type: sudo apt-get update
Type: sudo apt-get install virtualbox
Type: sudo su
i. If prompted provide password
Type: echo "deb http://www.inetsim.org/debian/ binary/" >
/etc/apt/sources.list.d/inetsim.list
Type: wget -O - http://www.inetsim.org/inetsim-archive-signing-key.asc | apt-key add -
j. Note: Don’t forget the dash at the end!!!
Type: apt update
Type: apt install inetsim
k. Note: if any above instructions fail, look at the official inetsim installation
instructions here: http://www.inetsim.org/packages.html
You’ve now completed your basic set up




24. Power down your virtual machine by clicking the power icon and selecting shut down

INSTALL AND CONFIGURE BURP
1. Power on your analysis machine
Open mozilla firefox
Navigate to https://portswigger.net/burp/communitydownload
Download the 64-bit Linux version
Go to the downloads file in your VM and double click the .sh file from
burpsuite_community

bl

*burpsuite_community_linux_v1_7_35.sh (~/Downloads) - gedit

Open ¥ M

Cancel

Allow it to finish downloading

Open terminal and type: cd /BurpSuiteCommunity

Type: sudo /home/analysis/BurpSuiteCommunity/BurpSuiteCommunity
Select: Temporary project

10 For the initial set up use Burp defaults > click start Burp

11. Navigate to Proxy

a. Turn off Intercept

0 %0 N o

Burp Intruder Repeater Window Help

omparer T Extender T Project options T Use
Spider T Scanner Intruder

Sequencer

Target

Intercept |

HTTP history | WebSockets history T Options ]

Forward Drop Intercept is on Action Comment {

Raw Hex

Select the options tab

Click on the only listed Proxy Listener and click the edit button
Bind to port 443

Bind to address all interfaces

Edit proxy listener

_[ Binding T Request handling T Certificate ]

opo o

L?J These settings control how Burp binds the proxy listener.
Bind to port: 443

Bind to address: () Loopback only
@ All interfaces

O Specific address: | 10.0.0.1 v




f. Navigate to Request Handling tab and ensure that the "Support invisible
proxying" option is enabled
i. Click OK
g. Save the settings to use in the future by clicking Burp > Project options > Save
project options

5{1ly:} Intruder Repeater Window Help

Search [Pro version only] Extender T Project options

Save copy of project [Pro version only] T Scanner T Intro
H Import project [Pro version only]

Rename project ptions |

Restore defaults >
Load project options
Save project options

User options >
Passwords >

S€

Burp Clickbandit
Burp Collaborator client [Pro version only] Invisible | Redirect
v

Exit

NETWORK CONFIGURATION
In the VirtualBox Manager select the analysis machine and click settings
In the left toolbar select Network
In the dropdown next to “Attached to:” select internal network
Create a name for your new network (I chose virtual-malware-network)
Complete this process for each of your virtual machines within the network
Start the analysis machine and open Terminal
Type: ifconfig
. Verify that the first file printed is enpOs.
m. If it is not, replace the word enpOs3 with the file name listed for all future steps
Type: cd /etc/network
9. Type: sudo nano interfaces
n. Provide password
o. Note: I am using nano because it is a very simple command line text editor. If you
prefer using vim, emacs, or any other editor then you should use that instead.
10. Scroll to the bottom of the document and add the last four lines so that your document
looks like:

Nk =

x>

# interfaces(5) file used by ifup(8) and ifdown(8)
«auto lo

iface lo inet loopback

auto enp0Os3

iface enpOs3 inet static
address 10.0.0.1
netmask 255.255.255.0

p. Then Type: ctrl+o
q. Make sure that the file name is interfaces



11.

12.
13.
14.
15.
16.
17.
18.
19.
. Change the service bin_address from 10.0.0.1 to 0.0.0.0 and delete the #

21.
22.
23.

24.

25.
26.

File Name to Write: interfaces
a¥ Get Help DOS Format . Append 8:] Backup File

M Cancel Mac Format - PREE gl To Files

r. Hitenter
Go back to Terminal and type: sudo ifup enp0Os3

s. This puts your updated settings into effect

1. Note: if this causes an error, open up your interfaces file and look for
typos.

Keep the analysis machine on, turn on the ubuntu victim, and open terminal
Open a new terminal in the analysis machine and type: mkdir analysis
Type: mkdir analysis/test-analysis
Type: cp /etc/inetsim/inetsim.conf analysis/test-analysis
Type: sudo cp —r /var/lib/inetsim analysis/test-analysis/data
Type: sudo chmod —R 777 data
Type: cd analysis/test-analysis
Type: sudo nano inetsim.conf

# Bervice bind_address

z IP address to bind services to

z Syntax: service_bind_address <IP address>
z Default: 127.0.0.1

service_bind_address 0.0.0.0

Open a new terminal window and type: sudo systemctl disable systemd-resolved.service
Type: sudo service systemd.resolved stop

Back in the configuration document comment the line that says "dns_defualt ip 10.0.0.1"
by deleting the #

fi2:2:2:2:2:3:2:23:818:3:8:23:8:8:3:8:3131813:2:21318:2:8:813:5:23:3:813:5:2:3:5:3:2:3

# dns_default_1ip

#

# Default IP address to return with DNS replies
#

# Syntax: dns_default_ip <IP address>
#

# Default: 127.0.0.1

7

dns_default_1ip

Change #https_bind port 443 to: https_bind port 8443
fi2:2:2:2:3:5:3:8:3:8:3:8:3:8:2:3:3:3:3:3:2:3:2123:513:2:3:5:3:5:3:8:3:3:3:3:3:3:31

# https_bind_port

#

# Port number to bind HTTPS service to

#

# Syntax: https_bind_port <port number>
#
# Default: 443

https_bind_port

Save the configuration file
In terminal type: sudo inetsim —data data —conf inetsim.conf



27. This should run inetsim
28. Type: ctrl + C to stop running inetsim
29. This should result in a statement telling you the location of the log report

TROUBLESHOOTING

If you encounter any difficulty in the installation of Ubuntu onto your VM, double check the
following:

e Make sure you have enough space on your host computer for the VM

e Make sure the OS you downloaded from the ubuntu website managed the type of processor
you selected within VirtualBox

e Ifyou are still encountering problems, restart the host machine and make sure you are not
conducting any other processes during the installation process

If you encounter any challenges with the installation or configuration of iNetSim or Burp, navigate
to  their installation  archives at  https:/www.inetsim.org/downloads.html  and
https://portswigger.net/burp/communitydownload respectively.

4. CREATE FIREWALL
BACKGROUND & RESOURCES

This section of the tutorial will be used to provide an added layer of protection between the File
Share VM and any websites you attempt to access from the File Share VM. The File Share VM
will be used to acquire any malicious artifacts from the internet, or to download any additional
software at this point. By adding in a firewall, which will restrict access to the VM from remote
servers online, we can limit the potential harm caused as well. The firewall and these rules are not
a foolproof way of eliminating all threats, as you will still be able to download malware, but it can
limit some unknown threats.

This tutorial steps through the installation and set-up process for establishing a pfSense firewall,
which is a free to access tool found at pfsense.org/download.

INITIALIZING VM IN VIRTUALBOX FOR FIREWALL

1. Download the most recent version of PFsense from https://www.pfsense.org/download/
on your host machine

2. Use the following configuration:
o Architecture: AMD 64 Note: The architecture isn't hugely important, but you
should remember which option you select as it will affect the configuration
process of the VM you will be making later in VirtualBox.



o Installer: CD Image ISO Note: the ISO is a readable drive format that your
VirtualBox VM can use to install the pfSense software
o Mirror: Select the appropriate time zone for your location

flisense . ...

Ei RELEASE NOTES # SOURCE CODE

Select Image To Download
Version: 243 v

Architecture:  AMD64 (64-bit) v ©
Installer CD Image (ISO) Installer v
Mirror: New York City, USA v

Supported by

i hetgate

Extract the file onto your computer (Hint: Be sure you know where it is saved. During the
configuration process you may want to keep it saved somewhere on your desktop for ease
of access)

Open VirtualBox and click New and use the following configuration:
o Name: PFSense Firewall (or whatever you prefer)
o Type: BSD

o Version: FreeBSD (64-bit) Note: if the architecture you selected for download
does not use 64-bit, select another appropriate option for your version

o This does not need to have as much memory as the virtual computers. Using 512
MB will be plenty, but if you're running low on space you can go down to 256MB

Select "Create a virtual hard disk now" and click the "Create" button

Select "VDI (VirtualBox Disk Image)" Note: remember how we select the CD Image
ISO above, the VirtualBox Disk Image is going to allow us to read the ISO file and
boot from the pfsense download once it is attached to the VM

Select "Dynamically allocated"

Choose File location and Size (I left my file location at the default pathway)--> Again the
size does not have to be as large as the virtual machines, but 4 GB is recommended,
although 2GB can suffice. Go ahead and click "Create" when you're ready.



9. Select the newly created VM and click "settings" in VirtualBox
10. Go to the Storage tab on the left panel

11. Make sure "Controller: IDE" is selected

12. Hit the Add Optical Drive" button (see image below)

pfsense Virtual Firewall - Settings

@ General Storage
System Storage Tree Attributes
Display « Controller: IDE e 5 Name: |IDE
S G . i
Storage pfsense Virtual Firewall.vhd Type: | PiiXa
: @ Empty
ﬁ Audio ® Use Host 1/O Cache
(ifj Network
@ Serial Ports
& uss
[ shared Folders
E User Interface
Qe
cancel | [ OK
pfsense Virtual Firewall - Settings
S General Storage
System Storage Tree Attributes N
@ Display @ controller: IDE Optical Drive: ¢
storage pfsense Virtual Firewall.vhd [ Live CD/DVD
P Audio © pfSense-CE-2.4.3-RELEASE-am... [T SSEEtss
= Type: Image
@ Network Size: 578.85MB
@ Serial Ports Location: /home/itsec/Desktop/pfSens..
ﬁ use Attached to: pfsense Virtual Firewall
lﬁ Shared Folders
E User Interface

Cancel ~ OK

13. Go to the location where the pfSense ISO is saved and select the ISO file.
14. Select the pfSense Firewall VM in VirtualBox and then click "Settings" in VirtualBox

15. Click the "Network" in the toolbar to the left and ONLY change the following (Note:
names of adapters and adapter types may differ on your computer)



16. Attached to: NAT Note: We went over how a NAT functions in the previous tutorial
if you're interested in learning more about it.

8 General Network

System
@ Display
@ Storage
p Audio

O° Network
@ Serial Ports
& uss

[j Shared Folders

Adapter 1 | Adapter2 Adapter3 Adapter 4
& Enable Network Adapter

Attached to:  NAT

& Advanced

ﬁ User Interface

Cancel OK
17. In the same Network setting screen, click the "Adapter 2" tab at the top of the screen

18. Check the Enable box, and update Attached to: Internal Network

19. Note: the default internal network in VirtualBox is intnet, which is what we'll use for
now.

PFSENSE INSTALLATION WITHIN VM

1. In VirtualBox, select your pfSense firewall and click "Start"
2. Accept any of the user agreement software conditions by pressing enter on your keyboard

3. Click enter to install pfSense



File Machine View Input Devices Help
pfSense Installer

Welcome

Welcome to pfSense!?

nstall prSencel
Rescue Shell Launch a shell for rescue operations

Recover config.xml  Recover config.xml from a previous install

<Cancel>

ROFP LS E @ @ @ Right ctrl
Select the default keymap and Auto Guided Disk Setup

You do not need to open the shell unless you want to customize any additional
configuration settings which is not required for this tutorial

After the installation is complete, the VM will automatically reboot. At this point we can
shut down the VM by clicking "Machine" and then "ACPI Shutdown"

In the VirtualBox main menu select your pfSense VM and click the settings icon

©) Oracle VM VirtualBox Manager

& Details| @ Snapshots
New J Settings Start

W (Clean State 2) |- =
@ Powered Off & General = preview

Name: pfSense
I FireEye - Win7 (Cleanl..) Firewall
@ Powered Off Operating System: FreeBSD (64-
] GatewayAnalysis bit) .
# 7] ® Powered OFf & system pfSense Firewall
9| Tutorial Victim Base Memory: 512 MB
@ powered Off Boot Order:  Optical, Hard Disk
V Ubuntu Analysis Clone Acceleration: VT'x/%MPD_Y'
/] @ Powered Off Nested Paging
Ubuntu Victim Clone © pisplay
4 e Video Memory: 16 MB
Remote Desktop Server: Disabled
@ ® Video Capture: Disabled
@_ﬁﬂe Share System SLOtRge
@ Powered Off Controller: IDE
IDE Primary Master: pfSense Firewall.vdi (Normal, 5.00 GB)
™F FakeNet Network Mach... : N . A
# @ Powered Off IDE Primary Slave:  [Optical Drive] Empty
EJJ4 winDev1805Eval & Audio
iﬁ @ Powered Off 7 | Disabled

Follow the steps below to remove the ISO: (1) Click on the storage tab on the left and (2)
select the optical drive under the Storage Tree part of the screen (see below). Finally, (3)
click the disk icon next to the Optical Drive selection under Attributes and select
"Remove from Drive" Note: If you do not remove the ISO, the next time you start the



pfSense VM it will continue to try and install the software on a loop, so ejecting it is
an important step

P

pfSense Firewall - Settings

@ General Storage 3
E’ System 1 Storage Tree Attributes
=] Display @ controller: IDE Optical Drive: | IDE Primary Slave @
Storage i ' Live CD/DVD
P" Audio | - EmpYy. Information
Type: -

LI? Network 2 size: -
@ Serial Ports Location: -

Attached to: -
& uss
[ shared Folders
E User Interface

& &
Cancel OK

Now that the firewall has been installed we can move on to the next step: configuration.

TROUBLESHOOTING

If you had trouble with the installation of the pfSense software from the website:

I remember at one point when I clicked on the download button on the pfSense site it
took me to a long list of links instead of automatically the download that I requested. If
this happens to you, look over the link names, most of the naming conventions include
the architecture type in the name, which is what you should use to select

Remember that once the download is completed the ISO can only be used, or is designed
to be used in a VM environment, so opening it on your host machine won't work

If the download fails, I would attempt to restart my computer, and if it continues to fail, it
may be a temporary issue with the pfSense site. I recommend waiting a few hours before
trying again

If you had trouble configuring the pfSense VM or installing the software:

Make sure that the VM you selected when you went to create the new VM has the
compatibility to run on the architecture of the pfSense software you downloaded, if
they're not the same it won't operate

Make sure that the Optical Drive was properly added, and that the ISO was mounted
appropriately

Make sure that once the download was completed that you shut down the VM, and then
remove the ISO from the optical drive

If you're still encountering issues, try downloading a fresh copy of the pfSense software
and try the install on the VM again with the fresh download



5. FIREWALL CONFIGURATION

BACKGROUND

Now we are going to set up the configuration of the firewall. Some of this we are going to do
within the VM and some we are going to do in the VM that we will configure to be on the same
internal network (the "File Share System VM created in an earlier tutorial). (Another option is to
do all of the configuration settings within the pfSense VM but should only be attempted by those
who have experience with pfSense).

ASSIGN NETWORK ADAPTERS AND [P ADDRESSES

1. Check the MAC addresses assigned to each of the network adapters in the pfSense VM.

Note: The MAC address is a unique ID that most electronic devices have. The MAC
address of the adapters will dictate how the pfSense interfaces will be assigned

2. In the VirtualBox main menu, highlight the pfSense VM and select "Settings"
3. Click on the "Network" tab on the left

4. Select the "Advanced" option and review/write down the MAC address for both Adapter
1 (NAT - and WAN interface) and Adapter 2 (internal network - and LAN interface)

@ @ pfsense Firewall - Settings

= General Network
Ee System
-
Display
& storage

Attached to: NAT
b Audio

¥ Advanced

¢» Serial Ports

& uss
[E& shared Folders I "I

ﬁ User Interface

& cable Connected

Port Forwarding

Cancel | | OK

5. In the VirtualBox main menu, select the pfSense VM and select "Start"

6. Wait a minute until the menu screen pops up, it should look like this:



Logout (SSH only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults

Reboot system
Halt system
Ping host
Shell

Enter an option:

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

@ © & £ = @& @ @ @ Right Ctrl

Note: If it is attempting to reinstall the software go back into VirtualBox and ensure
that the ISO is not attached to the optical drive in the pfSense VM (more detailed

instructions in previous tutorial)

to the following:

o

File Machine View Input Devices Help

Select option 8 (Shell) and press enter on your keyboard

Type the command: ifconfig -a | egrep "em|ether" and your output should look similar

pfSense Firewall [Running] - Oracle VM VirtualBox

%% Welcome to pfSense 2.4.3-RELEASE (amd64) on pfSense xxx

WAN (wan)
LAN (lan)

-> em0®
-> eml -> v4: 172.
0)
1)
2)
3)
4)
5)
6)
)
8)

Logout (SSH only)

fissign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

9)
10)
11)
12)
13)
14)
15)
16)

[Enter an option: 8
[2.4.3-RELEASE][root@pfSense.
emO: flags=8843<UP,BROADCAST,
ether 08:00:27:c5:68:57
inet6 feB80::a00:27ff
f lags=8843<UP,BROADCAST,
ether 08:00:27:fc:ab:84
inet6 feB0::a00:27ff
[2.4.3-RELEASE][rootepfSense.

eml :

-> v4/DHCP4:

localdomainl/root:
RUNNING,SIMPLEX,MULTICAST>

fec5:68577em0 prefixlen 64
RUNNING,SIMPLEX,MULTICAST>

:fefc:abB84zeml prefixlen 64
localdomainl/root:

10.0.2.15/24
16.1.1,/24

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

ifconfig -a | egrep "emiether"”
metric O mtu 1500

scopeid Ox1
metric O mtu 1500

scopeid Ox2

& = @& @ ©@ @ Right ctrl

9.

Take note of which MAC address is connected to which em. If you followed the steps

above in the configuration process, the MAC associated with the NAT will be connected
to em0 and the MAC associated with the internal network will be em1

10. Next, we'll be assigning the interfaces, so type "exit" and you should see the main menu
again. Type 1 (Assign Interfaces), if you're asked about needing to connect VLANS you

can say no "n"

11. Next, it will ask about the WAN interface.
your NAT adapter, which should be em0.

Type the correct em that was associated with

Note: Again, the NAT basically adopts the host machines IP address within the
network as its own IP in order to access WAN resources. The firewall we are
establishing will eventually allow us to control what sort of traffic we accept by



12.

13.

14.

15.

filtering out all traffic except for approved destinations or port traffic, more
details later.

Next type the em associated with the LAN which should be em1.

Note: the other network adapter we had set up with the internal network. This
network connects only the pfSense firewall machine and the File Share System
machine to each other. The File Share System is not connected to the Wide Area
Network, it is only connected to the filtered results from the WAN accepted
through the firewall, or that will be the case once configuration has been
completed.

@ © @ pfsense Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
08:00:27:fc:ab:84 (up) Intel(R) PRO/1000 Legacy Network Connection 1.

Do ULANs need to be set up first?
If ULANs will not be used, or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure ULANs later, if required.

Bhould ULANs be set up now [yinl? “I n
If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all

interfaces before pressing ’a’ to begin the process.

nter the WAN interface name or "a’ for auto-detection
(em® eml or a): em®

nter the LAN interface name or "a’ for auto-detection
OTE: this enables full Firewalling/NAT mode.
(eml a or nothing if finished): eml

he interfaces will be assigned as follows:

AN  -> emO
AN -> eml

Do you want to proceed [yinl?

B © & £ = & @ © @ Rright ctrl

When asked if you want to proceed, type "y" and wait for the configuration to take place.

The next step is to set the interface IP for the WAN and LAN. After the menu screen
appears select option 2 (Set interface(s) IP address).

The prompt will ask which interface to set. The WAN IP should already be configured to
DHCP, if it is not, type 1. When asked if you would like to configure the IPv4 address
WAN interface via DHCP, type "y". When asked the same for IPv6 you can type "n" and
then hit enter when asked for the new WAN IPv6 address. You should say, "n" to
reverting to HTTP protocol

Note: There are two major differences between HTTP protocol and HTTPS
protocol, which in itself is just the standard for how to initiate a transfer of
information over the web. Point one being, that they occur on different ports, HTTP
on port 80, and HTTPS on port 443. This will be something we need to take note of
during the final configuration of the firewall. The other main difference is that
HTTPS is transferred with encryption while HTTP is not.



16.

17.

18.

19.

20.

21.

@ © @ pfsense Firewall (Clean state) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM
Shell

nter an option: 2

vailable interfaces:

L - WAN (em® - dhcp)
P - LAN (eml - static)

Enter the number of the interface you wish to configure: 1
Conf igure IPu4 address WAN interface via DHCP? (ysn) y
Conf igure IPu6 address WAN interface via DHCP6? (y/n) n

nter the new WAN IPub address. Press <ENTER> for none:

0 you want to revert to HTTP as the webConfigurator protocol? (y/n) n

B © & 0= @& @ @ @ Right Ctrl
Press <Enter> to continue, this should take you back to the main menu
Select option 2 (Set interface(s) IP address) again, so that we can configure the LAN IP

Select the second interface (2 — Lan (em1 — static)). Set the IP address to 172.16.1.1 (note
that this can be set to anything, just make sure you remember it, because this IP will be

used as a gateway on our other VM in a moment). It will then ask for the subnet value,
choose 24.

Note: This means that the network includes all IP addresses from 172.16.1.1 to
172.16.1.224. If you were to choose the subnet value of 16, your range would change
from 172.16.1.1 to 172.16.255.254

Leave the upstream address blank and press enter. Do the same for IPv6, leave blank

Type "n" for enabling DHCP server as you do not want to enable DHCP for the LAN
interface Enabling DHCP would destroy some of our manual configuration settings we
have implemented.

Type "n" for revert to HTTP protocol



@ © @ pfsense Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:

[Enter the new LAN IPub address. Press <ENTER> for none:

Do you want to enable the DHCP server on LAN? (y/n) n

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) n

Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...route: writing to routing socket:
mreachable

route: writing to routing socket: Network is unreachable

Network is

DHCPD. ..

he IPv4 LAN address has been set to 172.16.1.1,24
ou can now access the webConfigurator by opening the following URL in your web

https:,/r172.16.1.1/

Press <ENTER> to continue.

B © & 0= @ @ © @ Right ctrl

22. See that web address posted at the bottom of the screenshot? That allows you to access

the online web configuration portal. We will be able to access that from the File Share
System VM after we complete the configuration process for that.

23. Close pfSense VM. In VirtualBox, create a snapshot of the current state of the VM,

"Clean state"

TROUBLESHOOTING

If you had any issues during the configuration process here are some things to double check:

Make sure that the pfSense network settings are configured properly in VirtualBox.

Adapter 1 should be connected to NAT, adapter 2 should be connected to an internal
network named, intnet

Make sure that you're connected to the internet on your host machine and that your host
machine is having no connectivity issues



6. INTERNAL NETWORK CONFIGURATION

BACKGROUND

Now that we've set up the configuration of the pfSense VM, we need to make sure that the machine
which we'll be using to access the internet (The "File Share System" VM) is properly configured
on the internal network. This will connect the File Share System to the firewall, and the firewall is
connected to the internet and will filter only accepted traffic through to the File Share System. We
will also be setting up the connection between the File Share System VM (which will be used to
acquire but not to run malware) and the FakeNet Machine, which will access the malware from a
shared folder in the File Share System.

INITIAL SET-UP

1. On the VirtualBox main page select the File Share System VM and click the "Settings"
option
2. Navigate to the "Networks" tab on the left side of the screen and under the Adapter 1 tab
select "Internal Network." This should default to selecting the network intnet, or press the
down arrow and select intnet, the same network put on Adapter 2 of the pfSense VM
3. Navigate to the Adapter 2 tab and select "Internal Network"
4. Type "virtual-malware-network" in the name box
S General Network
[# system
Display
@ Storage
[> Audio
@?/ Network
@ Serial Ports
& uss

[l shared Folders

Adapter 1  Adapter2 | Adapter3 Adapter 4
& Enable Network Adapter
Attached to: | Internal Network 2

Name: | virtual-malware-network v

&> Advanced

ﬁ User Interface

Invalid settings detected & Cancel OK

Clock "OK" to save your settings and head back to the VirtualBox main page

Select FakeNet Network Machine VM and click Settings

Navigate to the "Networks" tab on the left of the screen

Under the Adapter 1 tab select Attached to: "Internal Network"

If you click the down arrow on the right side of the Name box "virtual-malware-network"
should be an option

10. Select the "virtual-malware-network" and click OK

11. Back at the VirtualBox main page we are going to want the pfSense VM, the File Share
System VM and the FakeNet Network Machine VM all up and running.

O 0 =W



12. After everything has completed booting, we will select the File Share System first
13. Open up the control panel > Network and Internet > Network and Sharing Center >
Change adapter settings (link found on the left)

File Share System [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Host Name:

v (&3 | search ControlPanel

Control Panel Home View your basic network information and set up connections

p = See ful map
Change adapter settings ,L\ s' 0
Change advanced sharing settings IEWIN? Multiple networks Internet
(This computer)
View your actve networks Connect or disconnect
S5 network Accesstype:  Internet
T pubic network Connections: I Local Avea Connection
SS9 unidentified network Accesstype:  Nonetwork access
T pusicnetwork Connections: [J Local Area Connection 2
Change your networking settings

{iGH Setup a new connection or network
=" Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; o set up 3 router or access
point.

W Comectto anetwork
Connect o reconnect to 3 wireless, wired, dial-up, or VPN network connection.
See also > a Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
HomeGroup
Internet Options =] Troubleshoot problems

Vindows Frewal " Diagnose and repair network problems, or get troubleshooting information.

FOBO sm

B¢ 0@ @ S @ right ctrl

s 0]

14. You should see two options showing up. Local Area Connection, and Local Area
Connection 2

15. Right click on the first Local Area Connection and select properties

16. Highlight Internet Protocol version 4 and select properties

17. Select "Use the following IP address"

18. Tused the IP address 172.16.1.2 (you can use any IP within the range you determined in
the previous section based on the subnet value and the pfSense LAN IP)

19. Tused 24 subnet value again for this one, which translates to 255.255.255.0 as a subnet
mask Note: This should be consistent with the mask value you set up during the
pfSense configuration in the previous tutorial

20. Default gateway is going to be the IP of the pfSense machine, here we used 172.16.1.1

21. Select "Use the following DNS server address"

22. The preferred DNS server should also be the pfSense IP (172.16.1.1)



File Share System [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Host Name:
Rreoorcomeor —oix|

[@7(\/\ [ 7+ Network and Intemet ~ Network Connections ~ = KB [ Scorch Network Connectons Qj

(wnsniva w  Nirshla thie natinrd daiica  Meannnna this sannastinn O this connection  » B v (1l @
x
- onnection 2
Networkng | Shang | network
—— 171000 17 Desktop Adsp...
I. Internet Protocol Version 4 (TCP/IPv4) Properties 2] x]
General I

You can get IP settings assigned automatically if your network supports
' this capabilty. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

€ Obtain an IP address automatically

1P address: 172. 16 . 1 . 2

g e g B ot
Subnet mask: 255.255.255. 0
Default gateway: 172.16 . 1 . 1
N IO D o eeryer e dr s, Boomatceny,
(' Usg the follows server
Preferred DNS server: 172. 16 . 1 . 1
Alternate DNS server: .«

I validate settings upon exit Adyanced... I

s O

A RHEBD g™

B & =& O S B Right ctrl

. Click OK, then click Close

. Next, we'll configure LAN 2. Right click on the name and select properties. Then,
highlight IPv4 and click properties

. Here we are setting up a unique network just for the File Share System and the FakeNet
Network Machine to communicate

. Select Use the following IP address. We are going to want to use a different range for this
network for clarity. I made the IP address for this one 10.0.0.6, subnet mask:
255.255.255.0, Default gateway: 10.0.0.1.

. Select the "Use the following DNS server address" option and put preferred DNS server
10.0.0.1 Note: gateway and DNS server aren't really needed in this section for this
tutorial, I had this set up as an expansion of the original process, but it doesn't hurt
anything to have it configured this way
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File Machine View Input Devices Help

o

Host Name:

‘éuos [ 57"+ Network and Internet + Network Connections + = K23 [ Search Network Comectons

(wrsrive w  Nicehle Hir nehunt derice  MNisnnnce Hhic smnartinn O, this connection  » 3=y 0 ®

Networkng | Sharng | | 2
H intermet protocol version 4 (1CP/1pv4) Properties 3|
[ Gelerall

You can get IP assigned if your rk supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

(& Use the following IP address:

1P address: [10.0.0.6
Subnet mask: [2ss.2s5.255. 0
Default gateway: [0.0.0.1

% 1Ottt DI5 sery erisddress entomaticaly
5 Use the following DNS server addresses:

Preferred DNS server: | 0.0 .0 .1
Alternate DNS server: | . . .
I™  Vaiidate settings upon exit Advanced... I

ARG PO g™

@@ 0E& 0 @ @ rightctrl

28. Now navigate to the FakeNet Network Machine, open up the control panel > Network
and Internet > Network and Sharing Center > Change adapter settings (found on the left)

29. Here there should only be one LAN option. Right click, choose properties, highlight IPv4
and click "Properties"

30. Select Use the following IP address. I made the IP address for this one 10.0.0.5, subnet
mask: 255.255.255.0, Default gateway: 10.0.0.1.

31. Select the "Use the following DNS server address" option and put preferred DNS server
10.0.0.1

32. Click OK and then Close

TESTING CONNECTIONS

Let's make sure that all of our VMs are talking to each other properly now. If at any point you
don't have a connection go back and try working through the steps again to troubleshoot any
possible issues. Again, make sure you have all three VMs up, including the FakeNet Network
Machine, the File Share System, and the pfSense VM. Make sure that the correct internal network
names are all associated with the correct adapter and associated IP addresses.

1. Navigate to the FakeNet Network Machine and open the command prompt application



2. Type: ping 10.0.0.6
3. You should receive a similar output to what the image shows below
I ministrator: Command Prompt il 9 [=] B3

HMicrosoft Windows [Ue on 6.1.76011
Copyright (c> 2809 Mi soft Corporation. All rights reserved.

C:\Users\IEUser>ping 160.6.06.6

Pinging 10.0.8.6 ulth 32 bytes of data:
g =32 time<ims TTL=128
time<ims TTL=128
H 2 time<ims TTL=128
Reply from 10.0.8.6: hytes=32 time<ims TTL=128

Ping statistics for 10.0.08.6:

Packets: Sent = 4. Received = 4, Lost = B (Bxz loss).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = @ms,. Average = Bms

C:\Users\IEUser>_

Let's go to the File Share System and open command prompt

Type: ping 10.0.0.5

You should receive a similar output to the previous one

Type: ping 172.16.1.1

Again, you should get an output of the reply from with the number of bytes and the time
Note: Occasionally, during testing after the completed firewall configuration was set
up, I noticed that I would not get a ping from 172.16.1.1 on the File Share System,
but the firewall was still operating functionally. If you aren't getting a response
here, check the next step, pinging FROM the pfSense VM. If that works, you're
good to go B

c.| Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76611]
Copyright (c)> 2809 Microsoft Corporation. All rights reserved.

® N0k

C:\Users\IEUser>ping 10.08.08.5

.08.8.5 with 32 hytes of data:
-0.8.5: hytes=32 time<ims

N s time<ims
Reply from . .5z 2 time<{ims TTL=128

Ping statistics for 160.6.6.5:

Packets: Sent = 4, Received = 4, Lost = B (8% loss)>.
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Bms

C:\Users\IEUser>ping 172.16.1.1

.1.1 with 32 bytes of data:
P L 1 bytes=32 time<ims TTL=64
2 time<ims TTL=64
. H 2 time<ims TTL=64
Reply from 172.16.1.1: bytes=32 time<{ims TTL=64

Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received = 4, Lost = B (8% loss)>.
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

C:\Users\IEUser>

9. Navigate to the pfSense VM

10. At the menu screen, select option 8 to open shell

11. Type: ping 172.16.1.2

12. You should get similar outputs to the one above. Type: ctrl + ¢ this stops the pinging



@ © @ pfsense Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
Logout (SSH only) pfTop
Assign Interfaces Filter Logs
Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console
Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM
Shell

Enter an option: 8

[2.4.3-RELEASE][rootepfSense.localdomainl/root: ping 172.16.1.2

.16.1.2 (172.16.1.2): 56 data bytes

from 172.16.1.2: icmp_seq=0 tt1=128 time=1.734 ms

from 172.16.1.2: icmp_seq=1 tt1=128 time=0.827 ms

from 172.16.1.2: icmp_seq=2 tt1=128 time=0.993 ms

from 172.16.1.2: icmp_seq=3 tt1=128 time=0.851 ms

from 172.16.1.2: icmp_seq=4 tt1=128 time=0.889

from 172.16.1.2: icmp_seq=5 tt1=128 time=0.839

-—— 172.16.1.2 ping statistics ——
6 packets transmitted, 6 packets received, 0.0z packet loss
round-trip min/avg/max/stddev = 0.827,1.022,1.734,0.323 ms
[2.4.3-RELEASE][root@pfSense.localdomainl/root:
BOLEOEHF @ @ @ right ctrl

TROUBLESHOOTING

I briefly mentioned some troubleshooting tips earlier, but if you're having trouble with getting
connections between the VMs double check these settings:

e Make sure that the pfSense VM network settings in VirtualBox are set to Adapter 1:
NAT, Adapter 2: Internal Network named: intnet

e Check that the File Share System VM network settings in VirtualBox are set to Adapter
1: Internal Network named: intnet, Adapter 2: Internal Network named: virtual-malware-
network

e Check the Windows network configuration settings for the File Share System in the
adapter settings section of the control panel and double check that the values for IPv4
match the screenshot and instructions posted above

e Make sure that the FakeNet Network Machine VM network settings in VirtualBox are set
to Adapter 1: Internal Network named: virtual-malware-network

e Check the Windows network configuration settings for the FakeNet Network Machine in
the adapter settings section of the control panel and double check that the values for IPv4
match the screenshot and instructions posted above

7. FINAL PFSENSE SETTINGS

BACKGROUND

We are going to go into the web Configuration portal for pfSense to finalize our configuration
settings. This includes creating the rules which will limit access to the VM, by allowing only traffic
over certain ports to be viable and blocking all other traffic. Make sure you have both the pfSense
VM running and the File Share System VM running.

CREATING FIREWALL RULES



3.

5.

Take note of the LAN interface IP address on the pfSense VM. You can find this
information listed right before the main menu populates, if you are strictly following this
tutorial it should be 172.16.1.1

Everything before the /24 is the IP address you need

@ @ @ pfsense Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
64 bytes from 172.16.1.2: icmp_seq=5 tt1=128 time=0.839 ms

C

-- 1?72.16.1.2 ping statistics ———
b packets transmitted, 6 packets received, 0.0x packet loss
lround-trip minsavg/max/stddev = 0.827,1.022,/1.734/0.323 ms
[2.4.3-RELEASE]l[root@pfSense.localdomainl/root: exit
exit

irtualBox Virtual Machine - Netgate Device ID: 9e12467c8ea36637905c

%% Welcome to pfSense 2.4.3-RELEASE (amd64) on pfSense xxx

WAN (wan) -> em® -> v4/DHCP4: 10 0.2 .15/24
LAN (lan) -> eml -> v4: 172.16.1.1,24

0) Logout (SSH only) 9) pfTop

1) Assign Interfaces 10) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option:

& [ = @& @ @ (@ Right ctrl

Now navigate to the File Share System VM, open a browser window and type
http://172.16.1.1 (or whatever the LAN IP is for your system)

Note: you may be blocked from accessing the site due to a certificate error. You are
basically connecting to the pfSense VM from your File Share System VM, which
never obtained a certificate from the CA (Certificate Authority) as it is a local
machine that we just finished setting up, so as long as you didn't put anything
malicious on your VM, it's safe to proceed

@ @ @ File Share System [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
/2 Certificate Error: Navigation Blocked - Internet Explorer

:@’\ A 172.16.1.1 =] +2| D1 MSN | Outiook, Offce, Sk... |/ Certiicate Error: Navi... x |

g\ There is a problem with this website’s security certificate.

&/

We recommend that you close this webpage and do not continue to this website.

& Click here t

¥ More information

Just click the red shield and continue to this website (not recommended) Note: I'm
assuming you're using the VM installed from Microsoft's website, which only has
Internet Explorer on it. If you aren't using IE, this screen will look a little different.
We will be able to download another browser



=

10.
11.

12.

13.

14.

To sign in for the first time your credentials are username: admin password: pfsense
Start the setup wizard to get the basic configuration set up

We are going to leave all settings set to their default state unless noted in one of the
following steps

Set primary DNS server to 8.8.8.8 and secondary DNS to 4.2.2.2

File Share System (Clean state) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
6 pfSense.localdomain - Wizard: pfSense Setup: General Information - Internet Explorer

G [T it oo P2 ' Cerbcate ere] 7| 1] pfSense locadomain -Wiaar... % ||

Flisense

Wizard / pfSense Setup/ General Information (]

General Information

On this screen the general pfSense parameters will be set.

Hostname

Domain

The defauit behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS
servers directly, To use the manually configured DNS servers below for client queries, visit Services > DNS Resolver and

enable DNS Query Forwarding after completing the wizard

Primory NS Server 8888

Secondary DNS 4222
Server

Override DNS )

o= O ®]5 "OHG e

B& =& D @ B Right ctrl

Select the appropriate time zone, you can leave the time server hostname as is

In step 4 make sure both the Block RFC1918 Private Networks option and the Block
bogon networks options are deselected

Continue working through the set-up wizard, leaving default values as they are. Note:
Step 6 asks you to make a new password for access, you should fill this out and
make sure you remember your password

After the set-up has completed and pfSense has reloaded with the updated changes click
Firewall > Rules

There should be no rules listed under the WAN page you landed on, if there are any, click
on the setting icons and deselect the option. Having no rules listed should look like the
following graphic

Flisense system - intero

Firewall / Rules/ WAN =30
Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions




15.

16.

17.

18.

19.

20.

21.

Click on the LAN link
Rlisense

Firewall / Rules/ LAN = B

Floating WAN LAN

Click on the trash icon, deleting the two rules at the bottom of the screen Note: these
rules are designed to let all traffic through on the LAN. What we are going to do
now, is start with allowing no traffic, and then build up the type of traffic we want
to have come through

Firewall / Rules/ LAN = Ee

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

v 314 = - B LAN 443 * - Anti-Lockout Rule
E Address 80

&
O v 0/08 Pva* AN e . - none Ddauha\‘o-'fLANtoar1u‘= m*r@
net

O v 0/08 Pv6* AN .. . ~ none Default allow LAN IPv6 to any 4dm{%]
t ?

rule
(8 o

(!

(1]

Navigate back to the Firewall > Rules page and press the green "Apply Changes" button
at the top of the screen Note: None of the changes you make to the firewall in the
rules section are implemented until this button has been pressed

Just to test, in a new tab attempt to navigate to a known website you trust, I used
https://www.netflix.com

You should not be able to load the page. If your traffic is currently being blocked
continue forward, if not, double check that there are no rules set up on your pfSense
Firewall and that you have applied all changes

Click on the add button. Choose the one with the upward facing arrow which will add the
rule to the top of the list (selecting the downward facing arrow will put it at the end of the
list)

Fill out the form so that Action: Pass; Protocol: TCP/UDP; Source: LAN net;
Destination: LAN address; Destination port range: From DNS (53) To DNS (53);
Description: DNS Rule Note: Port 53 (DNS) is the information that allows the
translation between the URL you are inputting to the actual IP address of the server
housing the information you're requesting




Plisense

Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action Pass El

Cho

Disabled [ Disable this rule

et this option to disable this rule without removing it from the list
Interface LAN B
e the b st come t e
Address Family 1Pv4 EI
S Internet P rul t
Protocol TCP/UDP E|

Source [ Invert match LAN net M / ]

The Source Port Range fo

this setting must remain at its default value, any.

Destination [ Invert match. LAN address 9 / 3
Destination Port DNS (53) ‘1] DNS (53) :]
Range From Custorr To

Specify the destination port or port range for this rule. The "To" field may be left empty if only filterin

22. After filling out this form click "Save" at the bottom of the screen,

23. Click the green "Add" arrow with a downward facing arrow and fill out the following;
Action: Pass; Protocol: TCP/UDP; Source: Single host or alias: 172.16.1.2; Destination:
any; Destination Port Range From: HTTPS (443) To: HTTPS (443). Everything else can
be left as default values Note: HTTPS is a secure way of transferring the data you're
requesting through an encrypted connection



Edit Firewall Rule

Action Pass El

Choose what to do with packets that match the criteria specified below

Hint: the difference

block and reject is that with reject, a packet ST or ICMP port unreachable for UDP) is

returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled O Disable this rule

Set this option to disable this rule without removing it from the list

Interface LAN EI
Choose the interface from which packets must come to match this rule.
Address Family Pv4 EI

Select the Internet Protocol version this rule applies to

Protocol TCP/UDP E'

Choose which IP protocol this rule should match.

Source

Source  [J Invert match Single host or alias 172.16.1.2

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases

etting must remain at its default value, any

Destination O Invert match. any
Destination Port HTTPS (443) ¥ HTTPS (443) [¥]
Range  From Custom To Custom

Specify the destination port or port range for this rule. The “To" field may be left empty if only filtering a single port

24. After filling out this form click "Save" at the bottom of the screen, once the page reloads
be sure to press the "Apply Changes" button

25. Next, navigate to the Firewall > Aliases section and click on IP and click Add

26. Fill out the form with the setting listed below

Name RFC1918

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _
Description An alias for all RFC1918 networks
A description may be entered here for administrative reference (not parsed)
Type Network(s) B

Hint Networks are specified in CIDR format. Select the CIDR mask that pertains to each entry. /32 specifies a single IPv4
host, /128 specifies a single IPv6 host, /24 specifies 255.255.255.0, /64 specifies a normal IPv6 network, etc. Hostnames
(FQDNs) may also be specified, using a /32 mask for IPv4 or /128 for IPv6. An IP range such as 192.168.1.1-192.168.1.254
may also be entered and a list of CIDR networks will be derived to fill the range

Networkor FQDN | 10.0.0.0 AERY Entry added Tue, 22 May 2018 17:32:54 -040
172.16.0.0 /12§ Entry added Tue, 22 May 2018 17:32:54 040
192.168.0.0 /168 Entry added Wed, 13 Jun 2018 16:33:07 -040

27. Click Save at the bottom of the screen and then Apply Changes

28. You should now be able to open a new tab and try to access a known website (using
https, not http), most popular sites should be using https. You can try accessing Netflix
again, https://www.netflix.com

TROUBLESHOOTING



If you're struggling to access the Internet from the File Share System VM after following the
instructions check these things:

Double check the network settings in VirtualBox for the pfSense VM. Adapter 1 should
be enabled and set to: NAT; Adapter 2 should be enabled and set to Internal Network
named: intnet

Double check the network settings in VirtualBox for the File Share System VM. Adapter
1 should be enabled and set to Internal Network named: intnet

In the File Share System VM the adapter settings must be configured properly, refer to
this tutorial for more details

Your host machine must be connected and able to access the internet

The pfSense LAN IP address and the address in the File Share System VM browser
window must match

If you're still experiencing technical troubles go to pfSense's troubleshooting page
https://www.netgate.com/docs/pfsense/routing/connectivity-troubleshooting.html.

8. CREATE SHARED FOLDER

BACKGROUND

For this step we are going to want the File Share System VM and the FakeNet Network Machine
VM up and running. This folder is going to allow the malware to get from the VM connected to
the Internet to transfer files via an isolated network to the machine where we can safely run and
test the malware.

CREATE AND SHARE ACCESS TO A SHARED FOLDER FOR FILE TRANSFER

N

A

Open up the network settings in VirtualBox for the File Share System VM

Navigate to the Adapter 2 tab, make sure it is enabled and that it is attached to an Internal
Network named: virtual-malware-network

Click Ok

Open up the network settings in VirtualBox for the FakeNet Network Machine VM

The Adapter 1 setting should be enabled and attached to Internal Network named: intnet
Boot up both the File Share System VM and the FakeNet Network Machine VM
Navigate to the File Share System VM and access the folder we created in an earlier
tutorial to be used as a shared folder with the FakeNet VM, I called mine Shared
Malware Folder. If you skipped that step or haven't made one yet, you can create a new
folder now

Right click the folder and click "Share with" and "Specific people"
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slmgr /rearm

m (Windows XP only). Note that no e
rundll32.exe syssetup,SetupOob
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9. Type Everyone in the bar and click "Add"
[E: File Sharing _ O] x|
23, File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

I Everyone _ﬂ Add

10. Select permissions and change to read/write

11. Click "Share" at the bottom of the page

12. Click Done

13. Open up the FakeNet Network Machine and open File Explorer

14. In the search bar type: \\10.0.0.6 (Note: don't forget the \\. Also, if you used a different IP
address for LAN 2 on the File Share System IP address, you'll need to use that instead.)

o

FakeNet Network Machine [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Ak Wi

€IOSR T =]k

Organize ¥  Network and Sharing Center ~ View remote printers
{ Favorites } Everyone , Users
Bl Desktop Share Share
& Downloads

/=1l Recent Places



15. Click on the Folder labeled Everyone > IEUser (or whatever username is associated with
your File Share System) > Desktop (or whatever file location you used to save your
shared folder

TROUBLESHOOTING

If you're having trouble accessing the shared folder from the FakeNet Network Machine VM
double check the following:

o In the network settings in VirtualBox for the File Share System VM make sure Adapter 2
is enabled and set to Internal Network named: virtual-malware-network

e In the network settings in VirtualBox for the FakeNet Network Machine VM make sure
Adapter 1 is enabled and set to Internal Network named: intnet

e Make sure the adapter settings within the VM are accurate and consistent with the
previous tutorial found here

9. FINAL CONFIGURATION AND TRANSFER CHECKLIST
FINAL CONFIGURATION SETTINGS

There are a few steps you'll want to take to prep your FakeNet Network Machine before you
actually start the process of analyzing your malware. In addition to changing your security settings
so that Windows does not automatically get rid of your malware before you have a chance to look
at it, you'll also want to come up with a procedure that you'll follow each and every time you start
the malware analysis process.

This provides you with a way to ensure that you are consistently approaching malware analysis
safely. Instead of relying on your memory to make sure you're going through the steps
appropriately you can print out or pull up your procedure and use it as a guide to ensure you do
the same thing every time and minimize the risk of causing harm to your host computer.

DISABLE SECURITY FUNCTIONALITY

Let's start with the process of eliminating Windows security features as an obstacle in our analysis
process:

1. Start the File Share System VM in VirtualBox
2. Once finished loading, click the "Start" button and type Windows Defender, click on the
application in the search results



Vindows Defender

e P —— > 4
A3 oMl other poteNtially unwanted software

2 see more results

52
q0 €

Click the "Tools" icon, then "Options", and select the "Administrator" tab on the left tool
bar
Deselect the "Use this program" option and click "Save"

Windows Defender

€ @)y Home /= Scan | v (’ Histon Q Tools l?) |+

Protection against spyware and potentially unwanted software

', Options
e

Automatic scanning

Default actions r Ut this 4"‘
Real-time protection the setting is on, this program will alert all users if spyware or other potentially unwanted

Exduded files and folders software attempts to run or install itself on this computer.

Exduded file types [~ Display items from all users of this computer

Administrator When the setting is on, this program will allow you to see the History, Allowed items, and
Quarantined items from all users. Items are hidden by default to protect user privacy.




You'll probably also want to turn of user account notifications of security settings.

1. Go into control panel > User Accounts and Family Safety > User Accounts and select
Change User Account Control Settings

_lofx|
& |2 - controlPane - User Accounts and Famiy Safety ~ User Accounts |+ (23 [[Search Convarpane (2]
®

Control Panel Home

Make changes to your user account

Manage your credentials Change your password

Create a password reset disk Remove your password m File Share
|
P protected

Link online IDs Change your picture

Manage your file encryption # Change your account name
certificates =
# Change your account type

I ‘p Change User Account Control settings I

Configure advanced user profile
properties

Change my environment variables

2. Make sure the settings are set to "Never Notify" and click OK

@ User Account Control Settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
e more about User Account Cont

Always notify

- - Never notify me when:

® Programs try to install software or make changes to my
computer

e Imake changes to Windows settings

@ Not recommended. Choose this only if you need to use
programs that are not certified for Windows 7 because
— - they do not support User Account Control.

Never notify

[oc ) cone

You'll also want to turn off the firewall.

1. Search for firewall in the start menu search and open "Windows Firewall"
2. Select the "Turn Windows Firewall on or off" link on the left, and turn both public and
private firewalls off



@Ov [ - system and Security ~ Windows Firewall ~ Customize Settings

v [@J I Search Control Panel

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use.

What are network locations?

Home or work (private) network location settings

01 € Turn on Windows Firewall

J¥ Black all incoming connections, including those in the list of allowed programs

J# riotify me when Windows Firewall blocks a new proc

am

| gl & Turn off Windows Firewall (not recommended)
ey

1

€ Turn on Windows Firewall

ax

J¥ Block all incoming connections,

¥ notify me whes

@l & Turn off Windows Firewall (not recommended)

including those in the list of allowed programs

indows Firewall blocks a new program

2

3 [ e

Now that the network configuration steps have been completed, what we're going to do is come
up with a list of must-dos each time we access the Internet or need to transfer documents between

our File Share VM and the FakeNet VM.

MALWARE TRANSFER PROCEDURE

1. Open VirtualBox.

2. Change network settings in VirtualBox for File Share System VM to disable Adapter 2
and that Adapter 1 is set to an Internal Network named: intnet.

3. Open pfSense VM network settings in VirtualBox.

4. Double check that Adapter 1 is enabled and set to NAT, and that Adapter 2 is set to an
Internal Network named: intnet.

5. Start pfSense VM.

6. Start File Share VM.

7. Log in to pfSense web portal through the File Share machine to ensure it is up and
running.

8. Navigate to pre-approved website for acquisition of compressed folder containing
malicious artifact.

9. Download artifact directly into the Shared malware folder.

10. As soon as download has completed, power off the File Share VM.

11. Power off pfSense VM.

12. Go into File Share System VM network settings and disable Adapter 1.

13. Enable Adapter 2 in File Share's network settings and make sure it is set to an Internal
Network named: virtual-malware-network

14. Go into the FakeNet Network Machine VM network settings and ensure that Adapter 1 is
set to an Internal Network named: virtual-malware-network

15. Start File Share VM.



16. Start FakeNet VM.

17. Access the shared folder from FakeNet VM.

18. Move the downloaded artifact in the shared folder, without opening or editing it any way,
onto the local FakeNet machine by dragging it onto the desktop.

19. Once it has been copied onto the desktop, delete the file in the shared folder and ensure
that there is no copy of the malicious artifact in the shared folder.

20. Power off the File Share Machine by pressing the x in the top corner and selecting
"Power off the machine" and selecting the check box that says, "Restore current snapshot
'Clean state' before clicking OK.

21. Open malicious artifact and run any applicable testing or review of the artifact.

22. Power down FakeNet machine by pressing the x in the top corner and selecting "Power
off the machine" and selecting the check box that says, "Restore current snapshot 'Clean
state' before clicking OK.

If at any time the transfer or analysis process is interrupted or must be stopped before completion
of all steps, user MUST destroy all progress and return both the File Share and FakeNet VMs to
their original clean state before leaving the workstation.

Note: These are simple reminders, in only some detail, intended to help you not forget steps
to ensure the acquisition process remains segmented and secure. If you will be sharing the
task of analyzing malware with others you should make a more detailed set of instructions
and include a failsafe at multiple points to assist in case something goes wrong.



APPENDIX B (MALWARE ANALYSIS TUTORIAL)

BASIC STATIC MALWARE ANALYSIS

Malware analysis is complex and requires lots of critical thinking. It takes a long time to build up
the skills and knowledge which serves as the foundation to conduct high level analysis. That being
said, I attempt to provide some basic structure for how to begin the analysis process. As you are
working through analyzing your own malware, take notes, improve your processes and add in tools
you find useful through your review process. This tutorial uses malware and strategies that can be
found in the comprehensive book, Practical Malware Analysis, a book that I highly recommend
for further investigation into malware analysis. The malware is available through their website
(https://www.practicalmalwareanalysis.com).

1. First thing, you'll want to acquire and transfer the malicious file(s) to your FakeNet
machine. If you're downloading them from online, you'll want to use the File Share
System VM we set up in the previous tutorials and transfer them to your FakeNet VM
through the shared folder we set up previously. Once you have the malware on your
FakeNet Network Machine you can continue progressing through this list

2. In VirtualBox click on the FakeNet Network Machine VM (make sure its current state is
"Clean state" Note: You can determine whether it is in a Clean state, or changed
from that state by clicking on the snapshots tab and reviewing whether you see
(changed) next to the current state

3. Ifthe current state is changed, select the "Clean state" option and select the "Restore"
icon to revert the machine back to its "Clean state"

® © @ oracle VM VirtualBox Manager

3 o
"w} ébu} ;9 v 4 Bgsals @ snapshots (1)
New Settings Start
&4 GatewayAnalysis
@ Powered Off

(&) Tutorial Victim
@ Powered Off

)~ ubuntu Analysis ...
@ Powered Off

& Ubuntu Victim C...
@ Powered Off

@ pfSense Fire... (...)
@ Powered Off

% File Share Sy... (...)
Li74 @ powered Off

4. Note: You can choose to create a snapshot of the Current State, which you may
want to do if you would like to further run analysis on malware on that machine.
For safety and consistency, however, I would get rid of any copies of your FakeNet
Network Machine which have malware on it



9.

10.

Select the FakeNet Network Machine VM and select "Start"

Open PEview

Navigate to the location of the malware you are wanting to analyze and select the file you
want to review

After selecting a piece of malware, you should get a similar view to this:

\ PEview - C:\Users\IEUser\Desktop\PracticalMalwareAnalysis-Labs-master\Practical Malware Analysis Labs\BinaryCollection\C... [8[=] 54
Fie View Go Help

5[ s 2 B =

pFile | Raw Data [ Value J i'
IMAGE_DOS_HEAD | 00000000 4D 5A 90 00 03 00 00 00 04 00 00 00 FFFF 00 00 MZ. ... ..........
MS-DOS Stub Progr:| 00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ........@ ......

@ IMAGE_NT_HEADEF| 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
IMAGE_SECTION_H| 00000030 00 00 00 00 00 00 00 00 00 00 00 00 E8 00 00 00

IMAGE_SECTION_H| 00000040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 '..L.!Th
IMAGE_SECTION_H|| 00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is program canno
SECTION .text 00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS
- SECTION .rdata 00000070 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 mode .$ i
SECTION .data 00000080 29 89 36 89 6D E8 58 DA 6D E8 58 DAGD E8 58 DA ).6.m. X.m. X.m.X
00000090 16 F4 54 DA 6C E8 58 DA 85 F7 52 DA 66 E8 58 DA . .T.1.X R.f.X

000000A0 EE F4 56 DA 6C E8 58 DA 85 F7 5C DA6F E8 58 DA . .V.1.X \.o.X

00000080 6D E8 59 DA 76 E8 58 DA OF F7 4BDAGE E8 58 DA m.Y.v.X.. . K.n.X

000000C0 85 F7 53 DA 6F E8 58 DA 52 69 63 68 6D E8 58 DA . .S.o0.X.Richm.X

000000D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

000000E0 00 00 00 00 00 00 00 00 50 45 00 00 4C 01 03 00 PE..L
000000F0 D3 2F OE 4D 00 00 00 00 00 00 00 00 E0 00 OF 01 ./.M

00000100 0B 01 06 00 00 10 00 00 00 20 00 00 00 00 00 00 ..... : .
00000110 20 18 00 00 00 10 00 00 00 20 00 00 00 00 40 00 @
00000120 00 10 00 00 00 10 00 00 04 00 00 00 00 00 00 OO .........

00000130 04 00 00 00 00 00 00 00 00 40 00 00 00 10 00 00 @

00000140 00 00 00 00 03 00 00 00 00 00 10 00 00 10 00 00

00000150 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00

.ﬂ—l L‘ nNNNN1AN NN AN NN NN NN NN AN AN 7C. 20 NN 0N 3C NN NN NN | < ﬂ
\Viewing Lab01-01.exe Y/

This is going to give you a look at a lot of information, one of which is the string values
found in the PE header Note: PE means Portable Executable, which is a file type. This
file type contains headers which have valuable information including strings, and
imported functions which can be used in determining the function of the malware
The first thing we want to determine is whether the file is packed or not. The first thing to
review is whether the IMAGE SECTION HEADER sizes are consistent between Virtual
Size and Size of RAW DATA. There is likely to be some difference, but they should be
similar in size, the example below indicates a Virtual Size of 970 and a Raw Data Size of
1000, so this is an indicator that it may not be packed

’Ti\, PEview - C:\Users\IEUser\Desktop\PracticalMalwareAnalysis-Labs-master\Practical Malware Analysis Labs\BinaryCollec... =] B3
File View Go Help

s BRG]

[=-Lab01-01.exe ile I Data \ Description \ Value
IMAGE_DOS_HEADER 000001E0 2E 74 65 78 Name text
MS-DOS Stub Program 000001E4 74 00_00_00

= IMAGE_NT_HEADERS 000001E8
Signature 000001EC 00O T
IMAGE_FILE_HEADER 000001F0
IMAGE_OPTIONAL HEADER 000001F4 00001000 Pointer to Raw Data

000001F8 00000000 Pointer to Relocations

IMAGE_SECTION_HEADER rdata 000001FC 00000000 Pointer to Line Numbers

IMAGE_SECTION_HEADER .data 00000200 0000 Number of Relocations

SECTION text 00000202 0000 Number of Line Numbers

SECTION .rdata 00000204 60000020 Characteristics

SECTION .data 00000020 IMAGE_SCN_CNT_COC
20000000 IMAGE_SCN_MEM_EXE
40000000 IMAGE_SCN_MEM_RE.

| |

N

Viewing IMAGE_SECTION_HEADER .text



11.

12.

13.

The example below shows a file with a virtual size of 4000 but a raw data size of 0. This
is an indication that the file is packed. The highlighted IMAGE SECTION_ HEADER
UPXO is titled with UPX, which is type of packer/compiler. Knowing that the file uses
UPX can help with unpacking later.

., PEview - C:\Users\IEUser\Desktop\PracticalMalwareAnalysis-Labs-master\Practical Malware Analysis Labs\BinaryCollection\Chapter_... M [=] B3
File View Go Help

OO S[= =B

[=-Lab01-02_exe pFile I Data ] Description [ Value
IMAGE_DOS_HEADER 000001D8 55 50 58 30 Name UPX0
MS-DOS Stub Program 000001DC  00_000uld
& IMAGE_NT HEADERS 000001E0
IMAGE_SECTION HEADER UPXO i IV VViR| =23 0O T
IMAGE_SECTION_HEADER UPX1 | 000001E8 €200000000 Size of Raw Datg
IMAGE_SECTION_HEADER UPX2 | 000001EC 00000400 Pointer to Raw Data
SECTION UPX0 000001F0 00000000 Pointer to Relocations
SECTION UPX1 000001F4 00000000 Pointer to Line Numbers
- SECTION UPX2 000001F8 0000 Number of Relocations
000001FA 0000 Number of Line Numbers
000001FC E0000080  Characteristics
00000080 IMAGE_SCN_CNT_UNINITIALIZED_DATA
20000000 IMAGE_SCN_MEM_EXECUTE
40000000 IMAGE_SCN_MEM_READ
80000000 IMAGE_SCN_MEM_WRITE
| | |
Viewing IMAGE_SECTION_HEADER UPX0 4

Note that using PEid can also assist in determining what the file is wrapped with. If it is
wrapped in a compiler PEid will tell you what type, if it is able to determine it. PEid, just
like any other step in the analysis process, is not foolproof. We have to review it as if it
were another clue and make sure the surrounding information backs up our hypothesis.
The image below shows that FSG is used to pack the program. PEid may show that they
are unable to find what the file is wrapped in, or it may accurately or inaccurately
indicate that it is simply compiled with Microsoft Visual C++.

PE PEID v0.95

File: |C:\Users\IEUser\Desktop\PracticalMalwareAnalysis-Labs-master\Prac |_|

Entrypoint: [00005000 EP Section:
File Offset: [00000EOD First Bytes: [BB,00,01,40
Linker Info: |0.0 Subsystem: |Win32 console

|FSG 1.0 -> dulek/xt
| MutiScan | | TaskViewer | | oOptions | | About || Exit |

[V stay on top

If the file you're reviewing is packed, you can attempt to unpack the malware. If you can
identify it as being packed with UPX we can attempt to unpack it. You'll want to
download UPX onto your File Shared System and transfer it to your FakeNet Network
Machine first (https://upx.github.io/). You can open up Command Prompt and type: upx -
o newFileName -d originalFileName Note: You must be in the file location that the
upx.exe is located in to run the upx command.




[&+] Administrator: C:\Windows\system32\cmd.exe

C:\Users\IEUser\Desktop\upx3?4udupx —o unpackedLahB1-82 —-d "C:\Users\IEUser\Desk
top\PracticalMalwarefAnalysis—Labs—master\Practical Malware Analysis Lahs\BinaryC|
ollection\Chapter_1IL\Lah®#1-82.exe"

16384 <- 3072 18.75% win32/pe unpackedLah®1-82
Unpacked 1 file.
C:\Users\IEUser\Desktop\upx394u>_

14. After this you can run the analysis on the newly created file as usual. Note: the output
file will save in the current open directory you are using in Command Prompt
unless otherwise specified. For me it is in the upx394w folder located on my
Desktop.

15. We then want to review strings and imports. PEview, the program we began with has a
column named 'Value' which shows string values included in the PE header. We can use
this to look for helpful hints in determining the function and type of file we are looking
at. Another way to review the strings in the PE header is to use the Strings program
(offered by Microsoft) you can run it in Command Prompt by writing "strings
'file_location' as seen below Note: Remember you need to be in the same folder
location as the Strings application is when you are running the strings command in
Command prompt. For me this was on my desktop (see below). If you need to learn
some Command Prompt commands (like change directory (cd) or listing files in a
folder (Is) you can find a list of Windows 7 commands at this site:
https://www.lifewire.com/list-of-windows-7-command-prompt-commands-4107370.
Also, note that you can use File Explorer to navigate to the file location of the
executable you're analyzing and press SHIFT + right mouse click and select "Copy
as path" you can paste that into Command Prompt (after navigating to the correct
directory with the strings application, and after typing out 'strings ' and simply
pressing the right mouse button, that will paste the file location

[&+] Administrator: Command Prompt

C:\Users\IEUser\Desktop>strings ”C:\Usex-s\lEUse1~\Deskt:|::1:t\Prat:t:it:a1I‘1a1\-15\1-eﬂnalys:i=:I
s—Lahs—master\Practical Malware Analysis Labhs\BinaryCollection\Chapter_1L\Lah#1—
A1 .exe"

Strings v2.53 — Search for ANSI and Unicode strings in bhinary images.
Copyright (C> 1999-2016 Mark Russinovich
Sysinternals — www.sysinternals.com

*This program cannot he run in DOS mode.
Richm

16. You can note that most of the strings are gibberish, but the first line says that ! This
program cannot be run in DOS mode. This is just a standard input in dll (dynamically
linked lists) files. Note: Dynamically linked lists are files which store imports that are
already on the host machine. When needed, the dll calls the function and it is run in
the location it is already stored in.



17. Further down in the list of strings we received from our Command Prompt statement, we
see a list of imported functions that denote certain activities. Strings like "FindNextFile"
"CopyFile" and "CreateFile" shows this program has the capacity to read and manipulate
files.

Ad istrator: Command Prompt

CloseHandle
UnmapUiewOfFile
IsBadReadPtr
MapUiewOfFile
CreateFileMappingf
CreateFilefA
FindClose
FindNextFilef
FindFirstFileA
CopyFileA
KERNEL32.d11
malloc

exit

MSUCRT .d11

_exit

_XcptFilter

__p___initenv

__getmainargs

_initterm

__setusermatherr

_adjust_fdiv
__commode

__set_app_type
_except_handler3
_controlfp
_stricmp
kernel32.d11l
kernel32.d1l

C:\windows\system32\kernel132.d1l1l
Kernel32.

Labh@1-81.d11
C:\Windows\System32\Kernel32.d1l1l
WARNING_THIS_WILL_DESTROY_YOUR_MACHINE

18. Another way to find imports is using Dependency Walker. Clicking on the dll shows all
the functions imported reflecting the capabilities of the artifact you're reviewing. The data
output in Dependency Walker matches the functions we reviewed in the strings output
above.

Dependency Walker - [Lab01-01.exe] _[O] x]
W Fle Edit View Options Profle Window Help =181 x|
SH SR A= LA SQEEFBEDN
= [ LABO1-0LEXE PI Ordinal ~ Hint Function Entry Point
- @ [=HED 27 (0x001B) | CloseHandle Not Bound
#-- [0] MSVCRT.DLL D |na 40 (0x0028) | CopyFileA Not Bound
B3 |na 52 (0x0034) | CreateFileA Not Bound
B3 |nA 53 (0x0035) | CreateFileMappingA Not Bound
N/A 144 (0x0090) | FindClose Not Bound
B3 |nja 148 (0x0094) | FindFirstFileA Not Bound
B3 |na 157 (0x009D) | FindNextFileA Not Bound
B3 |na 437 (0x01B5) | IsBadReadPtr Not Bound
B3 |na 470 (0x0 1D86) | MapViewOfFile Not Bound
N/A 688 (0x02B0) | UnmapViewOfFile Not Bound
<| 2
E [ Ordinal ~ Hint Function EntryPoint 4|
c 220 (0x00DC) | 218 (0x00DA) | DeleteTimerQueueEx 0x00061737
€3 | 221(0x00DD) | 219 (0x00DB) | DeleteTimerQueueTimer 0x00038E7D =
) 222 (0x00DE) | 220 (0x00DC) | DeleteVolumeMountPointA 0x00095575
| 223 (0x00DF) | 221 (0x00DD) | DeleteVolumeMountPointW 0x0009038F
c 224 (0x00ED) | 222 (0x00DE) | DeviceloControl 0x0004BB75
c 225 (0x00E1) | 223 (0x00DF) | DisableThreadLibraryCalls 0x0004DCCC
(] 226 (0x00E2) | 224 (0xO0EO) | DisableThreadProfiling 0x00098FEC
Iﬁ__r%. 227 (0x00E3) | 225 (0x00E 1) ousassocuatchrremThreadF!romCanback mDLL.ToousaﬁLl
< »
~ | Module File Time Stamy Link Time Stamy File Size Attr. Link Checksum Real Checksum 4
[ | APIMS-WIN-CORE-CONSOLE-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,072 [ HA 0x0000509E 0x0000509E
O | API-MS-WIN-CORE-DATETIME-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,072 [ HA 0x000060BE 0x000060BE
[ | API4MS-WIN-CORE-DEBUG-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,072 | HA 0x00004D95 0x00004D95
[ | API-MS-WIN-CORE-ERRORHANDLING-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,072 (HA 0x00004F9A 0x00004F3A
[ | APIMS-WIN-CORE-FIBERS-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,072 [HA 0x0000E949 0x0000E949
O | APIMS-WIN-COREFILE-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 5,120 [HA 0x000079DB 0x000079DB
O | APIMS-WIN-CORE-HANDLE-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,072 | HA 0x00005478 0x00005478
O | API-MS-WIN-CORE-HEAP-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,584 | HA 0x00004DBS 0x00004DB S
[ | API4MS-WIN-CORE-INTERLOCKED-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 3,584 [HA 0x00007A43 0x00007A43 &
< | LI_I
I =
For Help, press F1 7

19. We can also use Resource Hacker to review resources for PE-formatted binaries. This
tool is able to capably extract any binary resources without needing to run the malware.



The file below shows one example of an extracted binary, which is actually an
executable, as it has the same header format as the previous examples "!This program
cannot be run in DOS mode." Not all malware has binary files saved this way. For
additional review select "Action" > "Save as BIN file" and review further to determine
the network functions it accesses.

RH Resource Hacker - Lab01-04.exe _[O] x]
File Edit View Help BIN: 101: 1033
D GOTIRIE F& -' rj Dxalog |
‘& Save *.*resource... + W Merg h @ o
=) BIN Save Resource to aRES fle ... 04 00 00 00 FF FF 00 00 i‘ Mz
2 ol Jb 20 00 00 00 00 00 00 00 e
00 00 00 00 00 00 00 00
e 00 00 00 00 E8 00 00 00
Save [BIN] group to anRC fil ... 21 B8 01 4C CD 21 54 68 ! LT
Save ALL Resources to a RES file ... 61 6D 20 63 61 6E 6E 6F is program canno
Save ALL Resources to an RC file ... E 20 69 6E 20 44 4F 53 20 t be run in DOS
24 00 00 00 00 00 00 00 mode. §
Replace Resource ... iR 7F A7 6C DA 7F A7 6C DA : 101 1
P oo frEamnyen ool
Add an Image or Other Binary Resource ... Ctrl+M 10 B8 7; DA 7C 27 &C DR nl1 11
Add using Script Template .. Ctrl+T 52 69 63 68 7F A7 6C DA z} 1Rich 1
Add from a Resource file (*.res, *.mui, =.dl,*.exe) ... 00 00 00 00 00 00 00 00
50 45 00 00 4C 01 03 00 PE L
iEEE L 00 00 00 00 EO 00 OF 01 iM
Y ——— F2 20 20 00 00 00 00 00 02
e — g 00 20 00 00 00 00 40 00 2 e
o gafaukem&s 04 00 00 00 00 00 00 00
nige anguage 00 40 00 00 00 10 00 00 e
00004180 [ 00 00 00 00 02 00 00 00 00 00 10 00 00 10 00 00
00004180 {00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 |
EdiorView Binary View |
[4000/4060 | |Selection - Offset: 66 Length: 0 4

20. You can see that URLDownloadToFile is an import which is a part of the binary file we
saved to review. This function can be used to access and download more malware onto
the host machine.

Dependency Walker - [BIN101.bin] _ (O] x| I
B File Edit View Options Profle Window Help =8 il
A =l e E S = n L
S (] BINIOLBIN PI_ | Ordinal ~ | Hint | Function [ Entry Point
] KERNEL32.DLL B3 [naA | 62 (0x003E) | URLDownloadToFileA | Not Bound
o
@ [ MSVCRT.DLL
4 | &
E Ordinal ~ Hint Function Entry Poin’ &
100 (0x0064) | N/A N/A 0x000C4
101 (0x0065) | N/A N/A 0x0003CE
@ | 102 (0x0066) | N/A N/A 0x00099E
@3 |103(0x0067) | N/A N/A 0x00099E
104 (0x0068) | N/A N/A 0x00099¢C
@® | 105 (0x0069) | N/A N/A 0x00033C,.
1 POty YA o ononod
i | _I—I
~ | Module File Time Stamp Link Time Stamp. File Size Attr. Link Checksum | Real Che¢ 4
3@ API-MS-WIN-CORE-WINRT-ERRORL 1-1-0.DLL Error opening file. The system cannot find the file specified (2).
3@ API-MS-WIN-CORE-WINRT-L1-1-0.DLL Error opening file. The system cannot find the file specified (
3.@ API-MS-WIN-CORE-WINRT-ROBUFFER-1-1-0.DLL Error opening file. The system cannot find the file specified (:
2@ API-MS-WIN-CORE-WINRT-STRING-L1-1-0.DLL Error opening file. The system cannot find the file specified (
2@ | bcomp.DLL Error opening file. The system cannot find the file specified (
2@ | ESHIMS.DLL Error opening file. The system cannot find the file specified (2). =
Mme aam el AR s A 4 4 A mqimminnan a4 am | aainminnin e oam | LY o mmsmrann | o mmnne
e 1 v |J

SUMMARY

Hopefully this gives you a bit of help starting a process of reviewing malware to determine what
the malware's intent is. After determining the malware is not packed, or unpacking the malware if
at all possible, review the malware for strings and imported functions which may communicate
the intent of the malware. Use Resource Hacker to look for any additional files, if those files
happen to be a PE, you can conduct further analysis with the software we reviewed in this section.



BASIC DYNAMIC MALWARE ANALYSIS

Every time you review malware you'll want to begin with the static analysis. This will give you a
good starting to point to understand of the type of malware you're looking at, and its capabilities.
You should keep those in mind as you review the malicious software during dynamic analysis,
where you run the malware in a virtual environment and monitor the changes that take place within
the machine and network.

e Click on the FakeNet Network Machine in VirtualBox and press Start.

e In VirtualBox select the Ubuntu Analysis machine and press Start.

e Begin your analysis with some of the Basic Static Malware Analysis Tips that were
covered in the previous tutorial. You'll want to know: whether the malware is packed;
what sort of strings and imports it uses; if there are any additional binary files to be
discovered.

o First, you'll want to open Regshot and save a "Ist shot" of the current registry. Select the
option to "Shot". After we run the malware we'll take the 2nd shot and compare the two.

| Resshot 1902 =l
Compare logssaveas: — | 1st shot |

& PlainTXT ¢ HTML document

Zoid Ishiot

V' Scan dir1[;dir2;dir3;...;dir nn]: GOIEETE I
\\W/i W
IC.\\ Vindows I Glear

—Output path: Quit I

I C:\Users\IEUser\Desktop\R = ... | R

—Add comment into the log:

IBefore running malicious artifact 3

English v

e Next, you'll start Process Monitor, procmon.exe. A bunch of current processes should
show up on the screen right away. We only care about the new processes that occur after
the malware has been run or executed. So, to start we'll clear all the current procmon
events by selecting Edit > Clear Display



Tools Options Help

@ = ¢ 5B AW

840

840

|_Path | Result

| Detail

ACreateFile
h File SystemControl C:
C:\Windows\System32\mssrch dil

Control C:

rityFile C:\Program Files\Mozilla Firefox\firefox.e...
icnfor...C:\Program Files\Mozilla Firefox\firefox.e...
A CloseFile C:\Windows\AppPatch\sysmain.sdb
A CreateFile C:\Program Files\Mozilla Firefox\firefox.e...
LCreaieFlleMapp.v.C:\nglam Files\Mozilla Firefox firefox.e...
LCredeFlleMapp.v.C:\Proglam Files\Mozilla Firefox firefox.e...

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCKED WI...

B
840 3
3
3

840

840 &% Load Image
240 @¢RegOpenkey
240 @8 RegQuenyValue
240 @¢RegCloseKey
240 B Createfile

A CreateFileMapp...C:\Program Files\Mozilla Firefox firefox.e...
C:\Program Files\Mozilla Firefox\firefox.e...
HKLM\Software \Microsoft \Windows\C...

HKLM\SOFTWARE\Microsoft\Window...
HKLM\SOFTWARE\Microsoft\Window...
C:\Program Files\Mozilla Firefox\firefox.e...

SUCCESS
SUCCESS
SUCCESS

SUCCESS

840 BhQueryBasiclnfor...C:\Program Files\Mozilla Firefox\firefox.e...SUCCESS

380 @¢RegQuenyValue HKLM\SOFTWARE\Microsoft\Window... SUCCESS

840 BhCloseFile C:\Program Files\Mozilla Firefox firefox.¢... SUCCESS

840 BhCloseFile C:\Program Files\Mozilla Firefox firefox ¢... SUCCESS

840 BhCloseFile C:\Users\IEUser\AppData'\Roaming\Mi... SUCCESS

840 BhCreatefile C:\Program Files\Mozilla Firefox firefox ¢... SUCCESS

840 BhQueryBasicinfor...C:\Program Files\Mozilla Firefox \firefox ... SUCCESS

840 :_ELCloseFlle C:\Program Files\Mozilla Firefox\firefox.e...SUCCESS

840 :-leteateFlle C:\Program Files\Mozilla Firefox\firefox.e...SUCCESS

840 :_5kQueryBasAcInfor...C:\Frogram Files\Mozilla Firefox firefox.e...SUCCESS

G 840 Es\CloseFlIe C:\Program Files\Mozilla Firefox\firefox.e...SUCCESS
i Explorer. EXE 840 :_gkC:eateFlIe C:\Program Files\Mozilla Firefox\firefox.e...SUCCESS
7:58:1... [ Explorer. EXE 840 E_gkOueryBaschrﬂor...C:\Frogram Files\Mozilla Firefox\firefox.e...SUCCESS

| -
C:\Program Files\Java\jre1.6.0\bin\jpins...PATH NOT FOUND Desired Access: R...
Control: FSCTL_R...
Offset: 640,000, Le...
Control: FSCTL_R...
Information: Owner...
CreationTime: 6/26...

Desired Access: G...
SyncType: SyncTy...
SyncType: SyncTy...
SyncType: SyncTy...
Image Base: (x315...
Desired Access: R...
NAME NOT FOUND Length: 20

NAME NOT FOUND Desired Access: G...
CreationTime: 6/26...
Type: REG_QWO...

Desired Access: R...
CreationTime: 6/26...

Desired Access: R...
CreationTime: 6/26...

Desired Access: R...
CreationTime: 6/26...

Showing 16,184 of 80,881 events (20%)

Open Process Explorer

|Badcedbyv’rbalmemory

N KIE

Open ApateDNS. Fill out DNS Reply IP with the Ubuntu Analysis Machine IP address
(10.0.0.1). Click Start Server. You should see a comment about stating that the server has
started successfully in the dialogue box. ApateDNS functions as a tool which manages
traffic on port 53 (DNS). The traffic occurring over this port translate web addresses to
the IP address of the server where the information is housed on. By utilizing ApateDNS,
we can find which websites, if any, are attempting to be reached by the malicious artifact.

[M ApateDNS
Capture Window ‘m‘

EEX

Time Domain Requested

DNS Retur...

+] Using 10.

# of NXDOMAIN's:

Selected Interface:

0127.0.0.17 on Inte
%] Sending valid DNS response of first request’
+] Server started at 10:00:10 successfully.

DNS Reply IP (Default: Current Gatway/DNS

T Serv%:lapter - Packet Scheduler Miniport.

10001
E ]

llnleI[F!] PRO/1000 T Server Adapter - Packet Schedu v‘

Stop Server

Open Wireshark. Make sure the Local Area Connection is selected (it should be the only

option). Click Start.



£ The Wireshark Network Analyzer, [Wireshark 1.10.0. (SVN Rev 49790 from /trunk-1.10)] (=13
Tools Internals Help

Edit View Go Capture Analyze Statistics Telephony
PAE L BERXT AT LIEE QaaQaAE @EDMWR »

Filter: Expression...

The World's Most Popular Network Protocol Analyzer

_— .
WIRESHARK  ‘ersion 1.10.0 (v Rev 45790 from /trunk-1.10)

Capture Files I
® Interface List = Open @ Websit:
Live list of the capture interfaces Open a previously captured file Wisit the proj
(counts incoming packets)
Open Recent: a User's
Start Q
‘ The User's G
Choose one or more interfaces to capture from, then Start Sample Captures
DesilereaTeonratton A rich assortment of example capture fles on the wiki @ Securit
Work with W
@ Capture Options
Start a capture with detailed options
Capture Hel
@ How to Capture
Sran har cran ta 3 cuccacchil cantiva catin b/
>
Ready to load or capture Mo Packets Profile: Default

o Navigate to the Ubuntu Analysis machine. Open up terminal and type: cd analysis/test-
analysis then type: sudo inetsim -- data data --conf inetsim.conf This will start
monitoring traffic on all ports and produce a report of any attempt to use the network
based on the malware. Note: Don’t have any other browser windows open during this
time, as that will add traffic which is not the direct result of the malware.
Additionally, Microsoft may attempt to reach out to the network, possibly for the
purpose of updating. You can ignore those calls. We will be comparing our notes
from ApateDNS with the inetsim logs later.

analysis@analysis-VirtualBox: ~/analysis/test-analysis

analysis@analysis-VirtualBox:~$ cd analysis/test-analysis/
analysis@analysis-VirtualBox:~/analysis/test-analysis$ sudo inetsim --data d
ata --conf inetsim.conf

Note: Before continuing on to the next step, read through the following instructions. A few
things should happen within quick succession, otherwise you may not have the best
information to work with. Read through and make sure you know the steps you need to take
before progressing.

e Make sure you have your Process Explorer window front and center before going to run
the malware. If the malware is an executable (.exe) you should be able to simply double
click to run it. If it is a .dll (Doubly Linked List) you may have to conduct additional
research to determine how to install or run the malware. When you’re ready (and after
reviewing the following steps first), run the malware.

e Pay attention to the Process Explorer screen. Does the malware pop up as a process and
then immediately disappear? Does the process not show up at all? Does the executable
file disappear (delete itself) after being run? All of these are important observations that
can contribute to knowing what to further research next. If, however, the malware shows
up as a process and remains active, you can select it in Process Explorer. Then navigate
to View > Lower Pane > Handles. This shows you an array of valuable information about



what activity the malware has conducted. Noting the file locations that the malware
accesses, any events that occur, and whether any files, or mutants were created can give

us hints as to what the malware was attempting to do.

8 Procesr T:;'s:c: - Sy<internals: www.sysinternals.com [MALWARETES T\Malware]

File Optior I View Iﬂ beesg] Find Handle Users Help
A 2 vstem Information. .. Ctrl+1 Eéﬁ : ‘ _J : | ‘ l M l : ‘ ‘ | ‘
Process Working Set PID  Description Company Name o]
ctfme v Show Column Heatmaps 3528K 2024 CTF Loader Microsoft Corporation
@b Reas  scrollto New Processes 27,712K 1060 Regshot 1.9.0 86 Unicode  Regshot Team
£ Proct  show Unnamed Handles and Mappings 29,344K 488 Process Monitor Sysinternals - www.sysinter...
Ly proce v Show Processes From All Users 22436 K 1240 Sysinternals Process Explorer  Sysinternals - www. sysinter...
=] ‘ Wire: 77156 K 564 Wireshark The Wireshark developer ...
MAd O 4 4,920K 1232 Dumpcap The Wireshark developer ...
I¥ apate 24,224 K 3124 Mandiant Mandiant
FE:R — 5 §
[ spofisv. CoteEanelien) ofler@MESystem App Microsoft Corporation
| v Handles Ctri+H i:3l Process for Wi... Microsoft Corporation
[Fmscorsv  |pdate speed » ALBSK 426 Runtime Optimization S... Microsoft Corporation
[T alg.exe 3.712K 1696 Application Layer Gateway S... Microsoft Corporation
Organize Column Sets...
Save Column Set...
Type Load Column Set 4 ~
F!Ie Select Columns...
File
File \Device\Tcp
File ‘Device\Tcp
Key HKLM
Key HKLMYSYSTEMAControlS et0014\S ervices\winS ock2YParameters\Protocol_Catalogd
Key HKLM4YSYSTEMAControlSet0014S ervices\winSock2YParameters\NameSpace_Catalogh
Key HKLMASYSTEMAControlSet001\ServiceshTepipiLinkage
Key HKLMYSYSTEMAControlS et0014\S ervices\T cpip\Parameters
Key HKLM4YSYSTEMAControlSet0014Services\NetB T \ParametersInterfaces
Key HKLMASYSTEM\ControlSet0014\Services\NetBT\Parameters
m ‘KepfjObiects\CritSecOutOfMemoryE vent
utant \B4amed0biects\WinVM><32
“BaseNamedObiectshshell {448F1432:4340-11D1-BCEB-0040CI0312E 1}
Thread Lab03-01.exe(3748): 3752
Thaad L 2b02.01 auala7481 3762 ™
CPU Usage: 0.00% Commit Charge: 12.98% Processes: 28 Physical Usage: 15.81%

After noting the behavior of the malware in Process Explorer, but before analyzing the
malicious software, navigate back to RegShot, click 2nd Shot (make sure you’re scanning
your hard drive) and then click Compare. You can review the comparison later, but I’'m
going to explain how this is helpful now. This shows all the values, keys, and files that
were added and modified. Modifications made in the services folder may show what sort

of access the malware is attempting to procure.

I -res-x86 - Notepad
File Edit Format View Help
Regshot 1.9.0 x86 Unicode
Comments :
2018/7/13 16:47:53 2018/7/13 16:52:32

Datetime:
MALWARETEST , MALWARETEST

Ccomputer:
Username: Malware , Malware

Keys added: 14

HKLM\SYSTEM\CONtrolSet001\ENUM\ROOT \LEGACY_PROCEXPL52
HKLM\SYSTEM\ControlSset001\ENUm\ROOT \LEGACY_PROCEXP152\0000
HKLM\SYSTEM\ControlSet001\ENUm\ROOT \LEGACY_PROCEXP152\0000N\Control
HKLMA\SYSTEMN\Controlset001l\services\IPRIP
HKLMA\SYSTEMN\Controlset001\Services\IPRIP\Parameters
HKLM\SYSTEM\Controlset00l\Services\IPRIP\Security
HKLMA\SYSTEM\CUrrentControlset\ENum\ROOT\LEGACY_PROCEXPL152
HKLM\SYSTEMN\CUrrentControlset\Enum\ROOT\LEGACY_PROCEXPL52\0000
HKLM\SYSTEM\CurrentControlset\Enum\Root\LEGACY_PROCEXP152\0000N\Control
HKLM SYSTEM\CUrrentContro set Seryvices\IPRIP|

HKLM\SYSTEM\CUrrentControl Set\Services \IPRIP\Parameters
HKLM\SYSTEMN\CuUrrentControlset\services\IPRIP\Security
HKU\S-1-5-21-1708537768-2111687655-1060284298-1003\50ftware\sysinternals
HKUNS-1-5-21-1708537768-2111687655-1060284298-1003\50ftware\sysinternals\Process Explorer
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Looking at Process Monitor we see a lot of activity, so we need to filter it out. Select
Filter > Filter. Here you can filter by a whole bunch of different factors. To start it’s best
to filter by the Process Name (the name of the executable or DLL) or PID (you can find
the PID through basic dynamic analysis, or looking at the Process Explorer line with the
malicious process). You can add more filters, for example filtering by Operation:
CreatFile, or even through excluding certain operations. It may be helpful to start with



just filtering based on the PID, or process name to start, and slowly looking at a narrower
scope after reviewing the general operations the malware was attempting to perform.

I Process Monitor Filter

Disp 7 in

2 =14

riteFile| ¥ | then |Include

Column Relation Value Action o
IFID is 3748 Include
8 Process ... s Procmon.exe Exclude
@ Process... is Procexp.exe Exclude
@ Process ... s Autoruns.exe Exclude
8 Process... s System Exclude
8 Operation  begins with IRP_MJ_ Exclude v

[ OK ]! Cancel ]

Navigate back to the Ubuntu Analysis machine and the terminal which is operating the
inetsim monitor. Type: ctrl + C this should result in the stopping the simulation. The
terminal should also have information about where the inetsim report was saved to type:
sudo vi “file location’ be sure to include the .txt at the end of the file name. This opens
up the log in Vim, you can search for strings in this view by typing: /*search term’ for
example, if I am interested in whether my computer attempted traffic over port 80
(HTTP) I will type: /HTTP and if I want to scroll through all occurrences of traffic I can
type: n to find the next location. If you want to search for something new, you can just
type: / again and it will search your new term. Note: if you want to search for HTTP
traffic and exclude HTTPS just include a space after HTTP.

analysis@analysis-VirtualBox: ~/analysis/test-analysis

BE== Report for session '6915' ==

Real start date ¢ 2018-07-13 13:02:55
Fimulated start date : 2018-07-13 13:02:55
ime difference on startup : none

PO18-07-13 13:03:25 First simulated date in log file

: DNS connection, type: PTR, class: IN, requested name: 1
0.0.10.1n-addr.arpa
PO18-07-13 13:03:25 DNS connection, type: A, class: IN, requested name: www
inetsim.org
PO18-07-13 13:03:25 DNS connection, type: AAAA, class: IN, requested name:
ww.inetsim.org
P018-07-13 13:03:25 HTTPS connection, method: GET, URL: https://portswigger
net/Burp/Releases/CheckForUpdates?product=community&version=1.7.33, file na
e: data/http/fakefiles/sample.html
p018-07-13 13:03:25 DNS connection, type: PTR, class: IN, requested name: 1
0.0.10.1n-addr.arpa
P018-07-13 13:03:25 HTTPS connection, method: GET, URL: https://portswigger
net/Burp/Releases/CheckForUpdates?product=community&version=1.7.33, file na

Go back to the VM running the malware and open up ApateDNS. ApateDNS will
provide you with the desired location of the malware. It may be used as a location to grab
and then download additional malicious add-ons to the machine, or it may be reporting
information to that location, or setting up a connection between that server and your
machine.



[M ApateDNS =[=(E3

Capture Window ‘ml

Time Domain Requested DNS Retur...
10:04:25 255.0.0.10.in-addr.arpa FOUND
10:04:26 practicalmalwareanalysis.com FOUND
10:04:27 1.0.0.10.in-addr.arpa FOUND

e Open Wireshark and review all traffic occurring on the LAN network. You can filter by
http traffic, tcp, dns or any other filter expression which you can find by clicking on the
“Expression” tab. Wireshark gives you more detail about the packet transfer happening
over the virtual network.

_o Capturing from Local Area Connection [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10)]
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e Whenever you’re done with your analysis, you should close it out by “x”-ing out of the
window and selecting to power off the machine and restore the current snapshot. You
should do this for both of your Virtual Machines

I I~

= You want to:
4 () Save the machine state
@ O send the shutdown signal
# @ Power off the machine

& Restore current snapshot 'Pre-Analysis’

Help cancel || OK |




SUMMARY

These tips are organized in a way to provide some structure to beginning your malware analysis.
As you develop more skills and obtain a broader knowledge of how to navigate to deeper
understanding of malicious software, you'll be able to use a more intuitive sense of how to review
and further delve into malware analysis.



APPENDIX C (SOP FOR ACQUISITION OF MALWARE SAMPLE)

A University of North Carolina Wilmington Standard
Operating

Information Technology Services
Procedure

[JNCN IT Security 0 1 0

MALWARE ACQUISITION AND TRANSFER
Outline the proper steps to obtaining malicious artifacts, transferring those artifacts to an
isolated virtual machine, and restoring the virtual machine to its original clean state.

l. General Information

Malware, or malicious software, is a program that infiltrates a computer or system and has the
capacity to cause harm to a system or network. Malware may affect the integrity of data, may
monitor your activity and share that with an external entity, or can limit the functionality of
your hardware. One way to limit the effectiveness of malware is to conduct a proper analysis of
the software. By doing this, malware analysts are able to see which vulnerabilities within the
system are being targeted and can recommend solutions to assist in limiting the possibility of
having a similar breach occur in the future.

I. Scope
This procedure applies to any malware acquisition from an external source and must be
conducted prior to any malware analysis.

I1. Applicable Definitions
A. Virtual Machine (VM)
A virtual computer which can be configured to conduct processes in an isolated
environment, minimizing risk to the home network.
B. VirtualBox
Software that allows you to create, restore, and destroy VMs and virtual networks. The
version being used in this document is 5.1.34_Ubuntu and all instructions are
compatible with this version of VirtualBox.

V. Procedures

*If at any time the transfer or acquisition process is interrupted or must be stopped before
completion of all steps, OR there is a failure of success of the firewall or shared folders, OR
there is a failure to complete one of the steps, OR you notice suspicious or unexpected
behavior from the host machine user MUST destroy all progress and return both the File
Share System and FakeNet VMs to their original clean state before leaving the workstation.



** If at any time you notice suspicious or unexpected behavior from the host machine contact
the endpoint administrator to have the host machine reimaged. DO NOT CONNECT THE HOST
MACHINE TO THE UNCW NETWORK OR THE INTERNET. Reset all UNCW accounts used on the

host machine.

A. Acquisition of a malicious artifact from an external source online

Open VirtualBox software

Select the VM named “File Share System” and open Settings > Network
a) On the Adapter 1 tab double check that “Enable Network
Adapter” is selected and that it is attached to an Internal Network named
“intent”

1.
2.

o

(5] Details| @ Snapshots (1)

Ne
N 1E1 in7 (Clean State 2) (-
® red OFF S General S preview
File Share
FireEye - Win 7 (Clean I...) System
75 @ Powered OFf Operating System: Windows 7

GatewayAnalysis (32-bit)
J @ Powered Off

[E%] System
Tutorial Victim
J @ Powered OFf

Name:

File Share System

File Share System - Settings

m )| Ubuntu Analysis Clone @ General Network
@ Powered OFf
@ System
(’?‘F Ubuntu Victim Clone Adapter 1 | Adapter2 = Adapter3 Adapter 4
/] @ Powereg Off J Display
pFsense Flfewall (Clea..) & s . @nable Network Adapter]
powered off 3 Attached toTaEernal Network >
© Powered Off Nepel{Thiner™ M
FakeNet Network M... (...) y SgacanceC
E)75 @ Powered Off
WinDev1805Eval ) ﬂ & uss
iﬁ P d Off
© Powere v/ |j Shared Folders
\f] User Interface
Invalid settings detected Cancel || OK

b) Navigate to Adapter 2 tab and deselect the “Enable Network
Adapter” option if it is checked. If it is already unchecked, leave it

c) Check to make sure Adapter 3 and 4 are also unchecked

d) Click OK

Select the VM named “pfSense Firewall” and open Settings > Network
a) Double check that Adapter 1 is selected for “Enable Network

Adapter” and that it is attached to: NAT

b) Click on the Adapter 2 tab and ensure that the “Enable Network
Adapter” option is selected, that it is attached to an Internal Network
named “intent”

c) Check Adapter 2 and 3 to make sure that both are NOT enabled
d) Click OK

Select “pfSense Firewall” and click “Start”

Select “File Share System” and click “Start”

Wait until both VMs have completed booting and loading



7. Using the Windows interface that opened after starting the “File Share
System” open a web browser and navigate to https://172.16.1.1
a) If a window pops up informing you of an insecure or untrusted
network, select the option to continue on to the site
b) Log in to the pfSense portal

(1) Username: admin
(2) Password: malware123
c) After logging in, make sure that both WAN and LAN interfaces are
up
Interfaces OO0
&2 WAN 2 1000baseT <full-duplex> 10.0.2.15
ata LAN 4 1000baseT <full-duplex> 172.16.1.1

d) Navigate to rules page, then click the LAN tab and ensure that the
“DNS Config” rule is listed at the top of the page and the “Malware
Analysis” rule is directly under it and that all other rules are disabled

< - C o ‘(i)i‘ hitps://172.16.1.1 ﬁ‘ I
Rlisense

COMMUNITY EDITION

System ~

Interfaces ~

Firewall ~

Aliases

Rules

chedules

Traffic Shaper

Virtual IPs

Help ~

8. Navigate to a pre-approved website in the “File Share System’s” browser
a) Initiate the download of the malicious artifact, choose to select
the destination for the download to the folder named “Shared MW
Folder” (it should download to this location by default) DO NOT OPEN
THE DOWNLOAD AT THIS TIME! - IF OPENING OCCURS (OR ANY OTHER
SUSPICOIUS ACTIVITY OR BEHAVIOR) EXIT OUT OF THE VM WINDOW
VIA THE ‘X’ AND SELECT “POWER OFF MACHINE” AND CHECK THE



w* Secungs... Host+S

“RESTORE CURRENT SNAPSHOT ‘CLEAN STATE’” IMMEDIATELY

riie  Machine View Input Devices Help
® Close Virtual Machine

You want to:

4 () Save the machine state

@ O send the shutdown signal

b) After download has occurred, and no suspicious behavior is
observed, and the file or document has NOT been opened, power off the
machine by clicking Start > Shut down

Power off the “pfSense Firewall” by selecting Machine > ACPI Shutdown

pfSense Firewall (Clean state) [Running] - Oracle VM VirtualBox
Machine View Input Devices Help

)
B Take Snapshot... Host+T

® Session Information... Host+N °© i el

Host+P 4) on pfSense sxx

SestiRNy: 10.£-2.15/24
B 16.1.1,/24

B. Transfer of malicious artifact to “FakeNet Network Machine” VM

1.

P w

Select “File Share System” and select Settings > Network

a) Deselect “Enable Network Adapter” in Adapter 1 tab

b) Select “Enable Network Adapter” in Adapter 2 tab

c) Ensure that the Adapter 2 tab is attached to an Internal Network
named “virtual-malware-network”

d) Click OK

Select “FakeNet Network Machine” and select Settings > Network

a) Make sure that Adapter 1 is enabled and attached to an Internal

Network named, “virtual-malware-network”

b) Check Adapters 2, 3, and 4 to make sure they are NOT enabled
c) Click OK

Disconnect the host machine from the internet

Select “File Share System” and click Start

Select “FakeNet Network Machine” and click Start



6. In the window displaying the Windows interface of the “FakeNet Network
Machine” open Windows File Explorer and in the file location bar type \\10.0.0.6
FakeNet Network Machine (Clean state) [Running] - Oracle VM Vir{

o

File Machine View Input Devices Help

D [= oo o

Organize ¥  Network and Sharing Center  View remote printers

~{ Favorites Everyone } Users
Desktop o’ J - Share
& Downloads -
| Recent Places
a) Open the folder Everyone > IEUser > Desktop > Shared Malware
Folder
b) Grab the file containing the malicious artifact and drag it to a
location on the Desktop
c) Right click on the file, still located in the “Shared Malware Folder”
and delete the file
7. Immediately power down the “File Share System” by clicking the ‘X’ in

the top corner of the window and selecting “Power off the machine” option
while checking the “Restore current snapshot ‘Clean state’”

8. In VirtualBox immediately restore the “File Share System” to a clean state
a) Highlight the “File Share System” VM and click on Snapshots
b) Click the “Clean state” snapshot and then click the restore icon
c) Deselect the “Create a snapshot of the current machine state”

option before clicking Restore

b e
i‘:} / E& v 4 2etails Snapshots (1)
New Settings Start

iﬁﬂ% @ Powered OFf e =
FireEye - Win 7 (Clean I...)
E)7 @ Powered Off
?’;r GatewayAnalysis
,‘ @ Powered OFf
Tutorial Victim
J @ Powered Off
Ubuntu Analysis Clone
J @ Powered Off

(&3] Ubuntu Victim Clone
,‘ @ Powered Off

63 fSense Firewall (Clea...)
& | P
LS ‘ @ powe

FakeNet Network M... (...
@ Powered Off

I winDev1805Eval
@ Powered OFf

9. Refer to Standard Operating Procedure #xx for instructions regarding
analyzing malware THROUGHOUT THE ANALYSIS PROCESS YOU MUST REMAIN



V.

VI.

VII.

AT THE WORKSTATION AT ALL TIMES. YOU MUST CONTINUE TO MONITOR THE

VM AND HOST MACHINES FOR SUSPICIOUS BEHAVIOR. IF AT ANY TIME YOU

NOTICE SUSPICIOUS ACTIVITY, OR YOU MUST LEAVE YOUR WORK STATION,

CLOSE OUT OF THE VM BY SAVING MACHINE STATE AND RESTORE PREVIOUS

CLEAN STATE SNAPSHOTS. IF HOST MACHINE HAS BEEN AFFECTED BY

MALWARE CONTACT AN ADMINISTRATOR AND REIMAGE HOST MACHINE. DO

NOT CONNECT HOST MACHINE TO THE UNCW NETWORK OR INTERNET.

10. Upon completion of analysis, or needing to stop the analysis process for

any reason, close down the “FakeNet Network Machine” by clicking the “X” in

the top corner and selecting “Save machine state”

11. In VirtualBox immediately restore the “File Share System to a clean state
a) Highlight the “FakeNet Network Machine” VM and click on
Snapshots
b) Click the “Clean state” snapshot and then click the restore icon
c) Deselect the “Create a snapshot of the current machine state”
option before clicking Restore

References to Other Applicable SOPs

Title SOP #

Analysis of Malicious Software in Isolated Environment XXXX

Responsibilities

Title Responsibility

Information Security Administrator Operations

Revisions

Date Description

06/25/2018 Creation of SOP document




APPENDIX D (SOP FOR ANALYSIS OF MALWARE)

A University of North Carolina Wilmington Standard
Operating

Information Technology Services

l |P |( i‘ ,\7 Procedure
® IT Security

011

MALWARE ANALYSIS
Outline the proper steps to conduct a preliminary analysis of malicious artifacts on an isolated
virtual network while maintaining network segregation and security.

VI. General Information

Malware, or malicious software, is a program that infiltrates a computer or system and has the
capacity to cause harm to a system or network. Malware may affect the integrity of data, may
monitor your activity and share that with an external entity, or can limit the functionality of
your hardware. One way to limit the effectiveness of malware is to conduct a proper analysis of
the software. By doing this, malware analysts are able to see which vulnerabilities within the
system are being targeted and can recommend solutions to assist in limiting the possibility of
having a similar breach occur in the future.

VIl.  Scope
This procedure applies to any malware which has been properly acquired and transferred to the
appropriate virtual machine as defined in SOP for Malware Acquisition and Transfer.

VIIl.  Applicable Definitions
A. Portable Executable (PE)
Includes valuable information which can be read by Windows OS Loader and can be
reviewed with PE analysis software.
B. Virtual Machine (VM)
A virtual computer which can be configured to conduct processes in an isolated
environment, minimizing risk to the home network.
C. ApateDNS
Software which monitors traffic over port 53 and collects data on URL information being
sent over that port.
D. Wireshark
Software which monitors packets being transferred over a network.

E. PEview
Software responsible for looking at details within a PE.
F. PEid

Software responsible for looking at details within a PE.
G. Process Monitor



Software which shows every operation occurring on the machine. Users can use filters
to view only operations which are relevant to a particular process or may filter based on
other criteria.

H. Process Explorer

Software that provides detailed analysis of processes and key functions and operations
occurring within the processes.

l. Burp Community Suite

Software used for simulating online security certificates from the Certificate Authority
(CA).

J. iNetSim

Software used to monitor traffic on all ports within a network.

K. Dependency Walker

Provides detailed explanation of DLL functions and imports.

L. Resource Hacker

Software which allows users to access and analyze extracted binary files within
malware, allowing these files to be exported and further reviewed.

M. Dynamically Linked Lists (DLL)

Used to grab libraries already stored on the host machine and runs the required libraries
in their home location without having to load them into the executable.

N. VirtualBox

Software that allows you to create, restore, and destroy VMs and virtual networks. The
version being used in this document is 5.1.34_Ubuntu and all instructions are
compatible with this version of VirtualBox.

Procedures

*If at any time during the analysis of the malware the analyzer must break or take leave of
the malware analysis machine they must close out of any open virtual machines through
clicking the “x” in the top corner and selecting “Power off machine” and checking the
“Restore previous snapshot” option.

** Familiarize yourself with all steps before beginning the analysis process.

A. Basic Static Analysis
1. Before conducting any malware, analysis turn off all networking
capabilities of the host machine
2. Open VirtualBox software
3. Select the VM victim that matches the operating system the malware is
designed to target and click the “Settings” option on the top bar
a) Navigate to the Network tab

b) Confirm that the Adapter 1 is “Enabled,” that it is attached to an
“Internal Network,” and that the name of that network is “malware-
analysis-network”



5.

c) Ensure that Adapter 2, 3, and 4 are NOT “Enabled”
d) Click OK
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With your victim VM still selected, navigate to the Snapshots section

a) Ensure that the “Current state” is unchanged from the Pre-
Analysis snapshot

b) If it is changed, boot from the Pre-Analysis snapshot by selecting
that option

c) Click the “Start” icon in the top tool bar

Oracle VM VirtualBox Manager

{:} {:;;} \ 4 4 & Details || @ snapshots (2)

New Settings Start
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v &3 Pre-Analysis (3 days ago)
@ current State

XP Malware ...
@) Do

Select the VM named “Ubuntu Analysis Machine” and open Settings >

Network

a) Double check that Adapter 1 is selected for “Enable Network
Adapter” and that it is attached to an “Internal Network” named:
“malware-analysis-network”



b) Click on the Adapter 2, 3 and 4 and ensure that all of them are
NOT “Enabled:

c) Click OK
d) Navigate to the snapshot section and select the “Pre-Analysis”
snapshot
e) Click Start
6. Open PEView
a) Navigate to the location of the malware you wish to analyze

b) Select the IMAGE_SECTION_HEADER option and review the virtual
size vs the raw data size
(1) If these two sizes are similar, the malware is most likely
not packed, otherwise it is probably packed
c) If possible, expand the SECTION option to review imports, select
the imports to review any processes being imported
‘ €% PEview - C:\Documents and Settings\Malware\Desktop\L.ab03-02. dIl

File View Go Help

SECTION .text »~ pFile Data Description Value

= SECTION .rdata 00004D28 00004706  Function RVA 0001 Install
IMPORT Address Table 00004D2C 00003196 Function RVA 0002 ServiceMain
IMPORT Directory Table 00004D30 00004B18  Function RVA 0003 UninstallService
IMPORT Name Table 00004D34 00004BOB  Function RVA 0004 installA
IMPORT Hints/Names & D 00004D38 00004C2B  Function RVA 0005 uninstallA
IMAGE_EXPORT_DIRECT
EXPORT Name Pointer Ta
EXPORT Ordinal Table
EXPORT Names W

< > < >

Viewing EXPORT Address Table
7. Open PEid to see what the value was wrapped or compiled in (Note: UPX
wrapping can be unwrapped by downloading (https://upx.github.io/) via the

same process as the SOP covering Malware Acquisition and Transfer)
a) If unpacking via UPX you can open Command Prompt, navigate to
the directory containing the UPX download and type: upx -o

newFileName -d originalFileName
ministrator: C:\Windows\system32\cmd.exe

C:\Users\IEUser\Desktop\upx3?4u>upx —o unpackedLahB1-02 —-d “"C:\Users\IEUser\Desk
top\PracticalMalwvarefAnalysis—Labs—master\Practical Malware Analysis Labs\BinaryC
ollection\Chapter_1L\Lah#1-02.exe"

16384 <- 3072 18.75% win32/pe unpackedLah81-02
Unpacked 1 file.

C:\Users\IEUser\Desktop\upx394u>_




8. Open Command Prompt and navigate to the Desktop (or the location of
the “strings.exe” file
a) Type: strings in the command prompt, accept any terms and
conditions
b) Type: strings fileName
c) Review all strings and imports, take special note of WriteFile
CreateFile, URLs, Drivers, access to network services, or other areas of
access the malware attempts to import
9. Open Dependency Walker (Depends), open the malicious artifact, review
the functions associated with any DLLs inherent in the malware

Dependency Walker - [Lab01-01.exe] _ O] x]
B File Edit View Options Profle Window Help -8 x|
BH O R AT LTS EF RO
B [ LABO1-0LEXE PI Ordinal ~ Hint Function Entry Point
a B3 |nja 27 (0x00 1B) | CloseHandle Not Bound
[ MSVCRT.DLL B3 |nja 40 (0x0028) | CopyFileA Not Bound
B3 [N 52 (0x0034) | CreateFileA Not Bound
B3 |nja 53 (0x0035) | CreateFileMappingA Not Bound
B3 |nja 144 (0x0090) | FindClose Not Bound
B3 |nja 148 (0x0094) | FindFirstFileA Not Bound
B3 [n/a 157 (0x009D) | FindNextFileA Not Bound
B3 [n/A 437 (0x0 1B5) | IsBadReadPtr Not Bound
B3 [n/a 470 (0x0 1D6) | MapViewOfFile Not Bound
B3 |nja 688 (0x02B0) | UnmapViewOfFile Not Bound
< | |
E Ordinal ~ Hint Function Entry Point B
=] 220 (0x00DC) | 218 (0x00DA) | DeleteTimerQueueEx 0x00061737
[} 221 (0x00DD) | 219 (0x00DB) | DeleteTimerQueueTimer 0x00038E7D  —!
(] 222 (0x00DE) | 220 (0x00DC) | DeleteVolumeMountPointA 0x00095575
(=] 223 (0x00DF) | 221 (0x00DD) | DeleteVolumeMountPointW 0x0009038F
(] 224 (0x00E0) | 222 (0x00DE) | DeviceloControl 0x0004BB75
& 225 (0x00E1) | 223 (0x00DF) | DisableThreadLibraryCalls 0x0004DCCC
=] 226 (0x00E2) | 224 (0x00EO) | DisableThreadProfiing 0x00098FEC
|Q|—_r§ 227 (0x00E3) | 225 (0x00E 1) | DisassodiateCurrentThreadFromCallback NTDLL.TDDisasiolﬂ
4 »
~ | Module File Time Stamp Link Time Si Real Checksum 4
[ | API-MS-WIN-CORE-CONSOLE-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x0000508E 0x0000509E
[ | API-MS-WIN-CORE-DATETIME-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x000060BE 0x000060BE
O | API-MS-WIN-CORE-DEBUG-L1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x00004D35 0x00004DS5
] | API-MS-WIN-CORE-ERRORHANDLING-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x00004F39A 0x00004F3SA
1 | API-MS-WIN-CORE-FIBERSL1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x0000E949 | 0x0000ES4S
O | API-MS-WIN-CORE-FILE-1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x000079DB 0x000079DB
[ | API-MS-WIN-CORE-HANDLE-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x00005478 0x00005478
[ | API-MS-WIN-CORE-HEAP-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x00004DB5 0x00004DB5
[ | API-MS-WIN-CORE-INTERLOCKED-L 1-1-0.DLL 04/22/2018 4:40p | 04/22/2018 4:41p 0x00007A43 0x00007A43 -
<[ | LI—I
I =
For Help, press F1 Z
10. Open Resource Hacker, navigate to the file location of the malicious

artifact, there may or may not be an extracted binary file for review
a) If there is a binary file for review select Action > Save as BIN file
b) Conduct an analysis on this file by opening Dependency Walker
and reviewing imports associated with the DLLs within the extracted



binary file

File Edit View Help BIN: 101: 1033
e[ =3 2
[ 8 LR D> @O
Save *.*resource... + +*
=} BIN Save Resource to aRES file .. 04 00 00 00 FF FF 00 00 [af Mz
2 [l Jb 20 00 00 00 00 00 00 00 e
00 00 00 00 00 00 00 00
SR TR RS 20 00 00 00 00 E28 00 00 00
Save [BIN] group to anRC file .. 21 BE 01 4C CD 21 54 68 1 L iTh
Save ALL Resources to aRES file ... 2 61 6D 20 63 61 6E 6E 6F is program canno
Save ALL Resources to an RC file ... £ 20 69 6E 20 44 4F 53 20 t be run in DOS
L 24 00 00 00 00 00 00 00 mode. %
Replace Resource ... CuliR & 7F a7 6C DA 7F A7 6C DA ; 101 1
Ak from Brk St . Rl |
Sl e e Bl e Ctl#M % 1D Be 7F DA 7C A7 6C DA mll 1
Add using Script Template ... Col+T b 57 69 63 68 7F A7 6C DA z} 1Rich 1
Add from a Resource file (*.res, *.mui, *.dl,*.exe) ... 00 00 00 00 00 00 00 00
50 45 00 00 4C 01 03 00 PE L
Pz 00 00 00 00 EO 00 OF 01 iM
P F2 00 20 00 00 00 00 00 00
Change Language for this Resource ... = 00 20 00 00 00 00 40 00 2 e
- s 04 00 00 00 00 00 00 00
Change Language == 00 40 00 00 00 10 00 00 @
00004120 |00 00 00 00 02 00 00 00 00 00 10 00 00 10 00 00
00004180 |00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 ¥
Editor View Binary View |
|4000 / 4060 | | Selection - Offset: 66 Length: 0 4

B. Basic Dynamic Analysis

1.
2.

Open P

rocess Explorer

Navigate to the Ubuntu Analysis VM

a)
b)

Open a terminal window and type: cd BurpSuiteCommunity
Type: sudo

/home/analysis/BurpSuiteCommunity/BurpSuiteCommunity

c)

The Burp program should open a GUI program

(1)
(2)

Select “Temporary Project” and click Next
Select “Load from configuration file” select the

burpSettings.json file and click “Start Burp”

(3)
(4)

Click the “Proxy” tab
Deselect the “Intercept is on” button so that the button

reads “Intercept is off

(5)

Navigate to the sub-tab “Options”

(a) Ensure that the “Running” checkbox is enabled
(b) That Interface*.443 is selected, that it is invisible,
that it redirects to localhost:8443 and the Certificate is
Per-host

Burp Intruder Repeater1indow Help

uencer o T nparer Eader I Project options I User options IAIerts ]

Proxy L Spider Scanner T Intruder T Repeater ]

Intercept TTP history I WebSockets histol T Options ]

i

[

. . [x]
w Proxy Listeners N

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure you
proxy server.

[ M Running | Interface | Invisible | Redirect | Certificate
57 @ *:443 v localhost:8443 Per-host
E:
T ——
Remove »

4




d) Open a new terminal window and type: cd analysis/test-analysis
e) Type: sudo inetsim --data data --conf inetsim.conf

P

analysis@analysis-VirtualBox: ~/analysis/test-analysis
analysis@analysis-VirtualBox: $ cd analySIS/test analySIS/

analysis@analysis-VirtualBox:~/analysis/test-ana Ls$ sudo inetsim --data d
ata --conf inetsim.conf

3. Navigate back to the victim VM
4, Open ApateDNS and type 10.0.0.1 into the DNS reply IP and click “Start
server”

a) Ensure that the server started successfully

[M ApateDNS Q\E\@

Capture Window | DNS Hex View

Time Domain Requested DNS Retur...

.0.01
%] Sending vahd DNS response of first request”
[+] Server started at 10:00:10 successfully.

N—

T Servﬁlaple( - Packet Scheduler Miniport.

DNS Reply IP [Default: Current Gatway/DNSR  (10.0.0.1
Start Server
—

# of NXDOMAIN's: L
Selected Interface: [InteI[R]PRUHUUDT Server Adapter - Packet Schedu v‘ l AEDIERES ‘
5. Open Wireshark
a) Select the Local Area Network and click the “Start” button
6. Open RegShot, select the “Scan dir” option and ensure that it is grabbing

the entirety of the hard drive

a) Select 1°t Shot and then select the “Shot” option
7. Open Process Monitor (procmon)

a) Click Edit > Clear screen

& Tiuucss iitor - Sysinternals: www.sysinternals.com

K mm Tools Options Help
sl LGN R NN

z:: Highlight glﬂ -’ Ll |_Path [ Resut [ Detail T 0|
d oo K D BhCreateFile C:\Program Files\Java\jre1.6.0\bin\jpins...PATH NOT FOUND Desired Access: R...
_ FindBookmark F6 b B3, FieSystemControlC: SUCCESS Control: FSCTL_R...

2 rﬂ\F{eadFlle C:\Windows\System32\mssrch.dll SUCCESS Offset: 640,000, Le...

Control C: SUCCESS Control: FSCTL_R...
guntyﬁle C:\Program Files\Mozilla Firefox\firefox.e...SUCCESS Information: Owner...
icinfor...C:\Program Files\Mozilla Firefox firefox.e...SUCCESS CreationTime: 6/26...
. 820 =hCloseFile C:\Windows\AppPatch\sysmain.sdb SUCCESS
',.,, Explorer EXE 840 ﬂ\CreateFlle C \Proglarn Flles\Mozllla Frefox\flrefox €. §U(E(E§§§ EJesire_d AccAess: 9
8. Make sure that Process Eprorer is open and visible
9. Run the malware Note: Ensure that the host machine is not connected

to the UNCW network, or any external network before running malware



Look at the Process Explorer and note the behavior of the process
(1) If it appears as though the process starts, and remains
running for more than 10 seconds, navigate to RegShot and click
2" Shot and select “Shot” Note: This step should be completed
quickly so as not to collect unnecessary data

(2) You can click “Compare” once the scan has completed to
review added or altered files, keys, and values

(3) Go back to Process Explorer and select the process and
select View > Lower Pane View > Handles. Review any Mutant

files, accessed Keys/Files
85 Procesr T:;'o:2: - Syeinternals: www.sysinternals.com [MALWARETEST\Malware]

#} Find Handle Users Help
d S " I JH |
Process orking Set PID Description Company Name
ctfme v Show Column Heatmaps 3528K 2024 CTF Loader Microsoft Corporation
@u Reas  scroll to New Processes 27,712K 1060 Regshot 1.9.0 x86 Unicode ~ Regshot Team
ZJPoct  Show Unnamed Handles and Mappings 29.344K 488 Process Monitor Sysinternals - www. spsinter...
9 Proct |, show Processes From All Users 22436K 1240 Sysinternals Process Explorer  Sysintemnals - www.sysinter...
= ‘ Wire: 77156 K 564 Wireshark The Wireshark developer ...
4 4,920K 1232 Dumpcap The Wireshark developer ...
¥ apate 24,224 K 3124 Mandiant Mandiant
| ab0 eE— ™ i .
[ spoflsv. Ly R odlerdMiSystem App Microsoft Corporation
‘j S v Handles Ctri+H ial Process for Wi... Microsoft Corporation
ﬁ MSCOISY  |Jpdate Speed » 4 (8K 4768 _NEN Runtime Optimization S... Microsoft Corporation
[Falg.exe 3712K 1696 Application Layer Gateway S... Microsoft Corporation
Organize Column Sets...
L—————  Save Column Set...
Type Load Column Set »
File Select Columns...
File
File “Device\Tcp
File \Device\Tcp
Key HKLM
Key HKLMASYSTEMAControlSet0014\S ervices\winSock 2\Parameters\Protocol_Catalogd
Key HKLMASYSTEMA\ControlSet0014\S ervices\winSock2\Parameters\NameSpace_Catalogh
Key HKLMASYSTEMA\ControlSet0014\Servicesh T cpipiLinkage
Key HKLMASYSTEMAControlSet001\S ervices\T cpip\Parameters
Key HKLMASYSTEMAControlSet0014\S ervices\NetB T\Parameters\Interfaces
Key HKLMASYSTEMA\ControlSet0014\Services\NetBT\Parameters
‘\KepflObjects\CritSecOutOfMemoryE vent
m \B4amed0biects\WinVM><32
‘BaseNamedObjects\shell {4.48F 1432:4340-11D1-BC6B-0040C30312E1}
Thread Lab03-01.exe(3748): 3752
Tl V-1 1 ab02.01 (2740) 278D
CPU Usage: 0.00% Commit Charge: 12.98% Processes: 28 Physical Usage: 15.81%

(4) Take note if the file seems to fail to run at all, if it runs and

stops its process, or if the file runs and deletes itself

b) Open Process Monitor and create a filter by selecting Filter > Filter

” lli n u

with the (“Process Name
select OK

s” “malwareFileName”), select Add, then




(1) Review all the processes, and if desired, add additional
filters by selecting Filter > Filter

M Process Monitor Filter

o . s
1 writeFile] { then |Include v‘
2 = 4

Column Relation Value Action N
@FD is 3743 Include
@ Process... s Procmon.exe Exclude
o Process... s Procexp.exe Exclude
@ Process... s Autoruns.exe Exclude
‘3 Process ... s System Exclude
Q Operation  begins with IRP_MJ_ 5 Exclude N
[ OK ] Cancel J :

(2) Take note of operations which access services, instantiates
TCP calls, creates or writes to a file, or seems to add or adjust
anything additional
c) Open ApateDNS and review any URLs which the malware
attempted to access
d) Open Wireshark and review the packets attempted to be
transferred through the virtual network
e) Navigate to the Ubuntu Analysis Machine
(1) Select the terminal window which is running iNetSim
(2) Type: ctrl + C take note of the output which explains
where the report which was just generated is located
(3) Type: sudo vi ‘fileLocation/filename.txt’
(4) Review which ports were accessed
10. In the victim VM, click the “X” in the top corner of the window and close
out of the VM, select “Power off the machine” and check the box marked
“Restore previous snapshot”

rite_ Machine View Input Help
Close Virtual Machine

%/1 You want to:

3 O save the machine state

@ O send the shutdown signal

11. Conduct the same process for the Ubuntu Analysis machine
12. Review processes in the host machine and ensure it has been unaffected
by the analysis



VI.

VII.

VI,

References to Other Applicable SOPs

Title

SOP #

MALWARE ACQUISITION AND TRANSFER

XXXX

Responsibilities

Title

Responsibility

Information Security Administrator

Operations

Revisions

Date

Description

07/15/2018 Creation of SOP document




APPENDIX E (SOP FOR UPDATING NETWORK CONFIGURATION FOR
MALWARE ANALYSIS)

A University of North Carolina Wilmington Standard
Operating

Information Technology Services

l |P |( i‘ ,\ 7 Procedure
® IT Security

012

UPDATING NETWORK CONFIGURATION FOR MALWARE ANALYSIS
Outline the proper steps to update, change, or add network adapter settings on the virtual or
host machine associated with conducting malware analysis.

X. General Information

Malware, or malicious software, is a program that infiltrates a computer or system and has the
capacity to cause harm to a system or network. Malware may affect the integrity of data, may
monitor your activity and share that with an external entity, or can limit the functionality of
your hardware. One way to limit the effectiveness of malware is to conduct a proper analysis of
the software. It is important to maintain network segregation and maintain all documentation
to ensure security throughout the analysis process. Providing network segregation limits the
scope of potentially affected devices in the case of malware escape.

XI. Scope

This procedure applies to any and all network settings related to the host machine managing
the malware analysis environment, or any changes in the network settings (apart from enabling
or disabling adapters) which occur within a virtual machine.

Xll.  Applicable Definitions
A. Virtual Machine (VM)
A virtual computer which can be configured to conduct processes in an isolated
environment, minimizing risk to the home network.
B. VirtualBox
Software that allows you to create, restore, and destroy VMs and virtual networks. The
version being used in this document is 5.1.34_Ubuntu and all instructions are
compatible with this version of VirtualBox.

Xlll.  Procedures
*Changes to network configuration must be to fulfill a specific purpose and must be approved

by an Information Security supervisor. Changes must maintain network segregation, and all
considered security controls. Changes must be made to SOP 010 and 011 in order to provide



accurate information for network settings checks to settings before beginning the analysis or
acquisition and transfer processes.

C. Updating Network Settings in a Windows Based VM

1. Open VirtualBox
2. Select the Windows machine you want to adjust network settings for
3. Press start
5 R
New Settings Start
Ry
[wl_)Cj @ Powered Off © = Ge
Ubuntu Victim C... Name:
@ Powered Off Operal
%, g@fSense Fire... (...) & sy
Powered Off Base N
Boot C
Accele

¢ 31 55 - Control Panel + Network and Internet + Network and Sharing Center I

Control Panel Home View your basic network information and set

Change adapter settings i;& 74Ny E
Change advanced sharing settings IEWINT Unidentifiec
(This computer)
5. Right click the adapter you want to update and select properties
6. Select the Internet Protocol Version 4 option and click on Properties
Connect using:
|c§' Intel(R) PRO/1000 MT Desktop Adapter

This connection uses the following items:

9% Client for Microsoft Networks

4= Q05 Packet Scheduler

Sﬁle and Printer Sharing for Microsoft Networks
i lotemet Protocol Version £ (TCP/IPy6)

B Intemet Protocol Version 4 (TCP/IPv4)

- oielisiep e o e ® Driver
4. Link-Layer Topology Discovery Responder

Install... | WUhitistal Properties I
 Descrintion
7. Make the relevant changes and click "OK"
8. Note: Changes must ensure proper network segregation and have been
approved by an Information Security supervisor
9. Update SOP: 010 and SOP: 011 to reflect updated network security

checks



D. Updating Network Settings in an Ubuntu VM or Host Machine

1. Open VirtualBox

2. Select the Ubuntu operating system you want to change network settings
on

3 Click Start

4, Open up a terminal session

5 Type: sudo vi /etc/network/interfaces

analysis@analysis-VirtualBox: ~

analysis@analysis-VirtualBox:~$ sudo vi /etc/network/interfaces
sudo] password for analysis:

6. Password for analysis is: analysis

7. Change the network settings as have been approved

8. Type: :q

9. Note: Changes must ensure proper network segregation and have been

approved by an Information Security supervisor
10. Update SOP: 010 and SOP: 011 to reflect updated network security
checks

VI.  References to Other Applicable SOPs

Title SOP #

MALWARE ACQUISITION AND TRANSFER 010

MALWARE ANALYSIS 011
VII. Responsibilities

Title Responsibility

Information Security Administrator Operations

IX. Revisions
Date Description

07/19/2018 Creation of SOP document
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