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ABSTRACT

Creating Mobile Forensics Labs for Educational Purposes. Elgazar, Ahmed, 2023.
Capstone Paper, University of North Carolina Wilmington.

Mobile forensics has become heavily relied on in legal cases especially since the rise of
smartphones. The amount and nature of data stored on them makes the forensics process
feel almost like a time travel experience. Many forensics tools and course materials were
developed to improve the forensics process. In this paper, I discuss the process of
creating a similar experience. A new Canvas module was created to train UNCW students
on advanced mobile forensics techniques. Students are walked through the thought
process of a digital investigator to find hidden artifacts in seized smartphones to collect
incriminating evidence. The Canvas module has 3 labs, including their scenarios and
deliverables, along with a quiz to guide students during their investigations.
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CHAPTER 1: INTRODUCTION
In Spring 2022, a Digital Forensics Course was offered at UNCW. The course
covered multiple chapters from the textbook ‘Digital Forensics, Investigation, and
Response.’. While the course was taught face-to-face, the material itself and the training
labs were accessible online. The course material covered a variety of Digital Forensics
topics to give students a solid idea about the field, from where to start as a Digital
Forensics Investigator to where to go as a professional in the field. It did this by
exercising the principles and concepts covered in the book in an online virtual
environment. Although the book covered almost all concentrations of Digital Forensics, it
did not offer much hands-on practice on Mobile Forensics.
| address such needs in my project by offering educational labs which include the
following capabilities and features:
1) Online availability using Horizon as a hosting environment.
2) Application of Mobile Forensics techniques using the Cellebrite Software
Suite.
3) Lab instructions, including learning objectives, tools used, and
deliverables.
4) Progression of difficulty, Easy, Medium, and Advanced, to cover different
skill levels.
The benefits of such project include:
1) Supplementing the courseware of the Digital Forensics course offered at
UNCW.
2) Avoiding security risk by installing certified software on the campus

network.



CHAPTER 2: REVIEW OF LITERATURE REVIEW AND ANALYSIS
2.1 Researching Vendor Solutions

Digital Forensics, D.F, is a cyber security field that is categorized under the
defensive security domain. It is more on the reactive than proactive side of cyber security
and is an integral part of the Incident Response process in which security teams respond
to or investigate security incidents such as data breaches. Maobile forensics is but one part
of that bigger field of digital forensics. It has become a more wanted skill in the job
market since smart phones became more involved in security incidents and are
considered as valuable pieces of evidence in legal cases.

JB Learning. In Spring 2022, A Digital Forensics course was offered at UNCW
that utilized an online learning platform called ‘JB Learning’” which was launched in
2010. On such platform, users are offered the opportunity to learn and practice DF
techniques by selecting one of two plans, either buy a bundle that includes a digital copy
of a book and access to their online virtual labs, or just buy access to the labs to practice
D.F techniques. This is a traditional approach of online learning platforms which gives

students some flexibility with the options available (see Figure 1).

HIDE PRODUCT NICKNAME - COURSE ID ALERT

Renew

Edition -
Lab Access for Digital Forensics, Investigation, and Response, Fourth -
Edition

33C6A6 Renew

Figure 1. JB Learning’s eBook & Lab access plans

After being granted access to the virtual labs, a student would open a dedicated
virtual session over RDP (remote desktop protocol) and a lab guide that includes the lab’s

objectives, walkthrough instructions, and deliverables (see Figure 2).



After completing a module, the student should have learned new concepts and
techniques, applied them in a guided manner, and submitted the deliverables of each
module as they finish each step of the lab instructions. The last deliverable of each lab
would be an unguided task to test the skills of students and how much they learned. The

content was targeting beginners’ level in D.F and did not dive deep into advanced

techniques.

Hmme oM o o
Figure 2. Example of lab instructions on JB Learning.

TryHackMe.com. In 2018, TryHackMe (THM) was launched by two cyber
security enthusiasts, Ashu Savani and Ben Spring, as a personal training project and later
expanded to become one of the biggest cyber security training platforms with a
community of more than 1 million security enthusiasts. Their approach is to teach cyber
security through short, gamified real-world labs. They host more than 500 virtual labs
that cover most cybersecurity domains and all skill levels. The labs are hosted on their
servers and are accessed either through an RDP session from the web browser, or if the
user prefers to connect to the lab from their local machine, THM’s VPN (Virtual Private

Network) servers. The labs use a gamified approach to keep the whole experience



interactive and fun. A user would go through the labs following a step-by-step
instructions web page and as soon as they finish a task, the user would submit their

answer and receive streak points followed by another challenge or task (see Figure 3).

€« C @ tryhackme.com/room/mma
AnU -_ Hi

Small size, a lot of destruction.

it looks malicious, but let’s not jump into conclusions. m

Deploy the machine in this task and wait for the connection to the machine to be made in your
browser.

You can also connect to the TryHackiMle VPN & use an RDP client of R e e R A ke entials:

Use

me: mma

Malwareanalysis123!

10 10 Trg
1o Hack
Had ) Me

Mobile Malware Analysis

Wait for the MobSF application to load (this may take a few minutes, but the process is automatic so please just be
patient) and you will find the files you should analyse on the machines Desktop.

7 + O = i [THMAttackBox

Figure 3. An example of a mobile forensics challenge on TryHackMe.

Also, there are ‘Blackbox’ challenges for which users do not receive many
instructions to test users with advanced skills. In addition to the online hosted labs, they
offer downloadable challenges in which the user downloads a compressed file and runs it
locally. They allow community members to submit and share with the community their
own challenges on the platform. They have ‘Learning Paths’ to teach different
cybersecurity domains from beginner to Intermediate and advanced levels. Also, they
host ‘Capture The Flag’ competitions, CTFs, with big prize pools to encourage beginners
in the field to join. One new feature they added is to allow college instructors to host their
cybersecurity classes on their platform. They offer them full access to the platform’s

features, which makes teaching a hassle-free and a fun experience for the teacher and the



students alike (see Figure 4).

TryHackMe Classrooms =

Assign fun pre-built security labs and challenges to your
students. Manage assignments in a teaching dashboard and
monitor user progress.

Teach web app security| g__.‘!“..
Watchon @B Youlube =i

Wwindows Fundamentals

For your courses Student Management Monitor Reusable Lab Content
Use our content as: Put students into groups Save time creating exercises
s Supporting Course Labs and assign them security 00

* Assessments & Exams labs and challenges to

* Real-world Challenges complete. classes.

Figure 4. THM’s Classroom features for educational institutions

Although they cover many cybersecurity domains in the training labs, they heavily lack
labs on Mobile Forensics. Only 2 labs on the platform cover Mobile Forensics.
CyberDefenders.org. CyberDefenders was found in 2019, by Muhammad
Alharmeel and Ahmed Shawky because they noticed the absence of user-friendly training
platform for ‘Blue Teams’. Blue Teams refers to the security teams that focus on
defensive rather than offensive security, which is the focus of Red Teams. So, unlike
TryHackMe and JB Learning, CyberDefenders’ content is focused only on the defensive
side of cybersecurity. The challenges offered cover topics such as Mobile Forensics,
Linux Forensics, Malware Analysis, Threat Intelligence, etc. Also, CyberDefenders’s
labs are not accessed online, rather users download the challenges, decompress, and start
their analysis journey locally on their machines, then they are asked to provide answers to

questions posted on the platform to receive points, like THM. Included with every task, a



simple scenario, a few instructions, and the tools which a Security Analyst in a real-world
scenario would use. Also, write-ups are provided by other users who have solved that
challenge already, but points are not given if the user decided to read the write-up (see

Figure 5).

Soized WS ] labsName

Integrity Check of the
B sHATSUM a2c209bb3c221bc7073418e079e2a22db3cebe53 .
Lab's Content
B Published May 28, 2022
& Authors 2phi and Nofix
@ size 162 MB
“ Tags LINUX MEMORY CENTOS ROOTKIT
@ Instructions * Unzip the challenge (pass: cyberdefenders.org), investigate this case, and answer the provided questions.

« Use the latest version of Volatility, place the attached Volatility profile *Centos7.3.10.1062.zip" in the following path
volatility/volatility/plugins overiays tlinux.

© Download Challenge

Your progress Your score Category Last solve

0% Completed 0/9 Questions 0/900 Digital Forensics 2 days ago by youb12

Challenge Questions Challenge Details Challenge Writeups

Using Volatility, utilize your memory analysis skills to Investigate the provided Linux memory snapshots and figure out attack details.
Supportive Tools

- Volatility
« CyberChef

. grep

Figure 5. An example of a downloadable challenge on CyberDefenders

The platform offers one course, Certified CyberDefender, for almost $400, which
covers the basics of DF and goes even more in depth on other topics such as Threat
Hunting and Emulation. Finally, they offer security enthusiasts to host their own CTFs on
another platform of theirs called BlueRing, dedicated exclusively for CTF competitions.
Also, BlueRing is free for educational institutions.

HackTheBox.com. HackTheBox (HTB), is probably the biggest online platform
for cyber security training. It was founded in 2017 and now after 5 years they have
gained over 1.5 million users and offer over 450 training labs. Now, there are professors

from 853 universities around the world who register their students for HTB training. So



far, they have supported and co-hosted more than 150 Capture the Flags events. Their
labs model is remarkably like TryHackMe’s in that they offer both online challenges and
the opportunity to download and solve tasks locally. Users can either access their online
labs or connect to their VPN servers and use their personal machines. The labs take a
gamified approach to encourage users to solve more challenging tasks. After completing
a task, the user would submit ‘flags’ found inside the virtual labs.

Until recently, to join the platform users had to hack their way in to prove that
they have the basics of web security, which was like a Hollywood movie experience. Just
last year, they removed that challenge and allowed user to register the normal way and
later created their own HackTheBox Academy to offer different learning paths, which
cover multiple cyber security domains, to fill in the knowledge gap of their own users and
expand their project to beginners who felt intimidated.

Although HackTheBox offers training for most cybersecurity domains, it has a
lack of training materials when it comes to mobile forensics. They lean more towards
offensive security and offer training labs on how to break the security of mobile phone
technologies.

2.2 Challenges and Opportunities

From previous research, I could not find many online platforms that offered us
what we want for the lab environment of the new Digital Forensics course. In addition to
the lack of labs on mobile forensics, the tools used in them are either open-source tools
such as Autopsy, or its command line alternative, the Sleuth kit, or commercial tools like
Paraben’s E3 Forensics kit. What I could utilize in a future upgrade of the project is to
host the labs on one of these platforms, but that would require more rigorous work to

solve the problem of licensing, because the Cellebrite’s software suite is dependent on



network dongles and software license to work. This obstacle would stand in the way of
such a future update. Another possible update is to create a course webpage with
submission forms like what is found on the other platforms, instead of students

submitting their answers in a pdf form, or on Canvas.



CHAPTER 3: METHODOLOGY
3.1 Project Setup and Solution Approach
For the project to be effective and to avoid the limitations of the other solutions,
the labs must be accessible online to allow students to work on assignments and submit
them at their own pace. For this reason, the setup of my project is going to leverage the
existence of a university’s hosted virtualization solution such as Horizon to host the
training materials and the labs.

1) Using Group Access Controls, students enrolled in the Digital Forensics
class would automatically gain access to the labs and can access it outside
of class and from off campus.

2) Labs’ updates can be applied uniformly.

3) Any maintenance requests will be assisted and performed by the IT team
on campus.

In this project, | am using 3 tools from Cellebrite’s Forensics Suite which consists
of the following:

1) UFEDA4PC: is used to access, extract, and collect data extensively from
almost all types of smart phones and categorize it for later use by
investigators. The extraction process is depicted in Appendix A.

2) Physical Analyzer: is used for analysis and examination. Also, by using a
plugin such as “Virtual Analyzer” a student can emulate the smartphone
from which the evidence was extracted and can browse as if they were
using the original smartphone. A demonstration of Physical Analyzer is
shown in Appendix B.

3) Inspector: is used for analyzing and correlating artifacts, media



categorization, Optical Character Recognition, etc. A student can create a
case using evidence extracted from UFED4PC and further analyze the
files, filter artifacts, look for hidden evidence in images using OCR, create
timelines of events, and share the case with peers using the ‘Portable
Case’ feature.
3.2 Labs Objectives, Instructions, and Deliverables
Delivery Method:

e Included with each lab, a pdf that contains the lab’s objectives,
instructions on how to approach the task, and the deliverables to guarantee
that the student can get the most benefit out of the experience.

Scenario Design:

e Easy tasks should be straightforward and do not need more than 2 steps to
complete. Flags in this category will be given 5 points.

e Medium tasks may require more steps to complete and the combination of
more than 1 tool or technique. Additionally, hints would be provided.
Flags in this category will be given 10 - 15 points.

e Hard tasks may include rabbit holes and more advanced techniques should
be researched online. Flags in this category will be given 20 - 30 points.

e One important practice to keep in mind while designing the scenarios is to
not include rabbit holes in the easy tasks, and to keep the unnecessary
rabbit holes to the minimum in the hard ones.

3.3 Evaluation
There are two main stakeholders for my project, the instructor of the Digital

Forensics course and the students of the course. To make sure that the project’s results

10



fulfill the requirements and are acceptable to the stakeholders I listed an example of user
stories which if met successfully that means the completion of such requirements.
1) Instructor’s stories:
a. As an instructor, I want to give my students the opportunity to access,
extract, and analyze hidden information on smart phones, so that I
would expand the domain of the course.
b. As an instructor, | want to give my students access to the labs
throughout the semester, so that they work at their own pace.
2) Students’ stories:
a. As astudent, | want to follow a set of instructions to guide me through
the labs, so that I can learn the basics of Mobile Forensics.
b. As a student, | want to access the labs online from my home network,

so that | do not have to use up space on my local machine.

This guarantees the prioritization of the features which I want to include in my
project and be able to set a clear criterion of which requirement is completed successfully
and which is not. After setting up the labs, they will be uploaded to Horizon and access
will be granted to the instructor and students of the Digital Forensics course for feedback

and final updates.
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CHAPTER 4: RESULTS AND DISCUSSION

4.1 Final Product

The final product of the supplementary course material is very promising and
meets most of the proposed features. As proposed, a new module was added to Canvas
which includes a ‘tools overview’ section to demonstrate the capabilities of each
Cellebrite tool, 3 lab pages, each includes a level of difficulty, learning objectives, brief
scenario, tasks, skills earned, list of deliverables, helping references, and a grading rubric,
3 quizzes which students can use to navigate and analyze the extracted evidence and look
for flags to submit, 3 solution walkthrough videos which would be published after
students solve the 3 quizzes, a ‘Resources’ page to help students in their search for
answers and to improve their techniques, and finally a ‘Setup Technical Instructions’
page that includes instructional videos of how to configure the network settings to run
Cellebrite’s products using a network dongle and fully utilize the products’ available 30
licenses in a class setting. The new Canvas module is depicted in Appendix D.
4.2 Lessons Learned

Creating educational materials takes a lot of time and mental effort, especially if
the material requested is technical in nature and relatively new to the instructors
themselves. Personally, | had to learn a lot about the tools and techniques | present in the
videos to deliver it in an understandable manner. Also, the material should be up to date
and presented in a fun and engaging way to improve students’ learning process. That is
why | changed the delivery method from pdf files to video walkthroughs. While
developing “lab 1,” I understood how hard the process is. | used an old iPhone 6, and had
to populate the phone with dummy settings, applications, images, etc. to make the

scenario as believable as possible. The laborious process and the nature of the content



made me choose the option of utilizing previously used datasets, for “lab 2,” medium
difficulty, and “lab 3,” hard difficulty, such as Cellebrite’s own CTF’s datasets from 2021
and 2022.

In learning the tools, | learned how thorough and powerful forensics techniques
are. | was amazed by the amount and nature of data saved on my personal phone. From
associated user accounts to system and applications’ notifications, this data is very
persistent on smartphones. For example: UFED4PC extracted a phone number |
previously used even after performing a factory reset for the sake of building the labs.
When | was researching “lab 2” solutions, I learned that this level of data persistence is
also possible for Android phones (Hickman, n.d.). An investigator can find the same data
saved across multiple applications’ databases, and “plist,” property list, files. So, it is
almost impossible to permanently delete data related to an event in the phone’s timeline
without leaving a trace.

Another takeaway is the computing resources required to perform both extraction
and analysis of data. At least a half terabyte of disk space is needed to save the extracted
datasets, at least 4-cores processor, and 16GB of RAM is preferred when using
examination tools such as “Carve locations” and enrichment engines such as “Media
Classification” and “Cryptocurrency” in Physical Analyzer. Computing resources
consumption is shown in Appendix E.

4.3 Limitations

The Cellebrite toolkit for this project included 1 network dongle to license both
UFED4PC and Physical Analyzer, and 1 network dongle to license Inspector. Each with
30 licenses available. So, | planned to host the final product on Horizon to fulfill the

availability requirements, but I had it, Cellebrite tools and extracted datasets, hosted

13



locally on university-owned laptops, because Cellebrite’s network dongles do not support
licensing over virtual servers. The second option was to attach the dongle to a physical
host in the on-campus Datacenter, but this would be a security risk and would affect the
stability of the virtual machines running on that physical host. Shown in Appendix F.

Another obstacle was the lack of clear instructions on how to configure the
dongles network-wide to allow multiple users to run the tools, so | had to contact
Cellebrite’s technical support to work with to configure the dongles in my home network
first before deploying it on campus. Even after receiving Inspector’s network
configuration instructions, they were not accurate and | troubleshooted the issue myself
until 1 solved it. Depending in Appendix F Inspector’s license server instructions.

While Cellebrite keeps adding helpful features and updates to their tools, it is not
efficient to have to uninstall the previous version and download a whole latest version
and install it from scratch each update. For example, UFED4PC V7.60.0.222
202212061156’s zip file is 5.625 GB.

A personal limitation is that | have not developed educational materials before, so
| looked for inspiration in the courses that | enrolled in previously. Starting by
understanding the topics covered, then understanding the students’ needs and skills, then
defining the learning objectives, then choosing the delivery format, and finally
developing the content and refining it, and that helped me know where to begin.

The use of Cellebrite’s datasets comes with its own challenges. Given that the
datasets are from a CTF, it had many tricky questions which required advanced
knowledge. This inspired me to study the official write-ups, solutions, and other write-
ups by the digital forensics community members of the challenges to be able to explain

the thought process behind each answer in the walkthrough videos. (Pagano, n.d.).
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CHAPTER 5: CONCLUSIONS AND FUTURE WORK
5.1 Conclusions

Overall, the project was a great learning experience both in technical and
academic aspects. It utilized a collection of commercial, high-grade software used by law
enforcement agencies in real cases. This offers cybersecurity students at UNCW the
opportunity to be job-ready if they wish to work as digital forensics investigators. Its
effectiveness is yet to be known until it is offered with main course material in the
upcoming semester, Fall 2023, and only then updates to the labs’ materials can be done.
5.2 Future Work

There is enormous potential for this project to outgrow the digital forensics course
and be its own stand-alone course where students can be Cellebrite certified. This can be
possible by incorporating more Cellebrite tools into the labs” material such as Cellebrite
Reader and Virtual Analyzer, which does not require a separate license and easily
integrated with other tools such as Physical Analyzer. The utilization of the hardware
toolkit, such as cables and adapters, included with the software products to develop more
real-world scenarios. Depicted in Appendix G is the content of the toolkit bag.

Online deployment of the labs on Horizon would give more flexibility and access
to students to solve the challenges as a medium or hard challenge can easily take more
than the class time to solve, depending on the student's skills. So, dedicating a physical
host in the Datacenter, or a dedicated server in Congdon Hall building to which students
connect over UNCW’s VPN would solve the issue, but more experimenting is needed.

Utilizing on-campus resources such as the Office of Distance Education and
eLearning to improve the content and delivery method of the labs. Additionally, |

registered for a Faculty Fellowship Program sponsored by the National Cybersecurity



Training & Education Center, NCYTE, to learn more on creating educational academic

material.
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APPENDIX A

UFED4PC’s Extraction Process:

Cellebrite | UFED

SIM card Mass storage

Mobile device g

UFED camera Quick copy

%g\ Device tools

Selecting Mobile device extraction to start the process.

® cotebrie UFED 58072 ——

CHOOSE ACTION

'
[ ]

Smart Flow Auto Detect Search Devices

* This flow automates the
selection of the "Live’
extraction methods for
unlocked Android devices
(Qualcomm Live, Exynos Live,
etc.).

* The relevant access method is
applied to the device that is
plugged in.

« After the device access is
gained, the user can select
the extraction type available
for the device,

Selecting the suitable detection method.
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DETECT DEVICE

CONNECT DEVICE TO AUTO DETECT

% AUTO DETECTION TIPS

Android devices

1. Enable developer options (tap Build Number 7 times)

2. Enable USB debugging

3. Enable stay awake (if available)

4. Set USB connection to enable file transfers (MTP/Media)

i0S devices
. 1. Disable auto-lock

Auto detection instructions.

DETECT DEVICE

SELECT YOUR DEVICE

Apple iPhone 6s Plus (A1699) Apple iPhone 6s Plus (A1690) Apple iPhone 6s Plus (A1687) Apple iPhone 6s Plus (A1634)

Selecting the proper model number.

20



SELECT EXTRACTION TYPE

E‘ Apple iPhone 6s Plus (A1634)
| USB cable 210 or Original Cable

o g% @

Logical (Partial) Advanced Logical Screenshot

Selecting Advanced Logical to extract the most amount of data.

SELECT MODE

‘D Apple iPhone 6s Plus (A1634)
USB cable 210 or Original Cable

w

Full File System Full File System

File System (checkm8) (Jailbroken)

Selecting the suitable extraction method.
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SELECT EXTRACTION LOCATION

D Apple iPhone 6s Plus (A1634)
USB cable 210 or Original Cable

AN

Extraction to Local Drive

D:\UNCW\GradSchool\capstone\labs\ B

Selecting extraction location.

WAITING FOR DEVICE

D Apple iPhone 65 Plus (A1634)
USB cable 210 or Original Cable

Connect the source device to the USB port on the computer. If the device is already connected, disconnect and then reconnect the device.

iPhone 6s Plus (A1634):

Before starting the extraction, you must set the screen timeout to Never.

Note:

If the device is already roken**, a more thorough extraction can be performed.

**The Cydia third-party app and the Apple File Conduit “2” addon must be pre-installed.
Don’t touch any button on the device during the extraction.

Devices running Mobile Device Management (MDM) may experience unexpected behavior. It is recommend not to perform extractions for these devices.
MDM is specified under device settings.

Before connecting, disable Auto-Lock on the device:

forios 2.x-9.3.5:

Settings -> General -> Auto-Lock -> select "Never" and return to Home screen.

for i0S 10.0 and higher:

Settings > Display and Brightness - Auto-Lock > select "Never" and return to Home screen.
To allow device connection:

Battery should be fully charged

1. Power on the device and wait until it's fully booted.

2. Insert SIM card if required by the phone to boot.

3. Connect the device to the Cellebrite UFED.

4. Press Continue.

CONTINUE

Connection establishing instructions.
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EXTRACTION IN PROGRESS

‘ﬁ‘ Apple iPhone 6s Plus (A1634)
USB cable 210 or Original Cable

Please wait, this can take some time...

Source Instructions

Unlock the mobile device. When the trust message appears, choose Trust.

Devices with i0OS 11 or later may require you to enter the password to
continue collecting data.

EXTRACTION SUMMARY

Extraction completed successfully

Source: iPhone 6s Plus (A1634)
Target: Local Drive (AdvancedLogical File System 01)

OPEN WITH PHYSICAL ANALYZER
SHOW IN FOLDER

OPEN ¥  ADDITIONAL EXTRACTIONS FINISH

Investigators can either choose to load extracted evidence into Physical Analyzer or Extract more evidence from the same device.
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APPENDIX B

Physical Analyzer Demo

Cellebrite Physical Analyzer 7.59.1.16

File View Tools Cloud Extract Python

[ Open case... Ctrl+0

Recent

Add extraction to

Add external file

Save as UFDX
Close tabs
Close current tab Ctrl+F4

Close Ctrl+W

Save project session

Load project session

Exit

B Messages (392)

Investigators can either choose to load new evidence or load evidence from recent cases

Case wizard [ = |
Open case Help Load evidence
Select the extractions
@ Load evidence + Add
I 2 Losd extraction I
() Examination tools Bl Warrant returs
GrayKey »
B Open (Advanced) Ctrl+Shift+0

&, Common source >

Loadihg new evidence into Physical Analyzer
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T Select import location

CTF21_Beth_iPho . 3| CTF21_Beth_iP __FFS_checkm8_2021-07

Organize

W vide Name

M cap Apple i ).uf UFED Dump

. 1ab2 B2 Apple_iP ) N ;

B screen:
i Screen

Loading UFED extraction

Case wizard

Open case Help Load evidence
e e actions

Load evidence
® + Add + Add password list

L i Apple_iPhone 65 Plus (A1634)  Rename
() Examination tools E[‘ PP I

DAUNCW\GradSchool\capstonellabs\labT\UFED Apple iPhone Bs Plus (A1634) 202...

Merge device?

© Open the extraction as a separate project
Add the extraction to: Apple_iPhone X (41901}

Evidence Configuration
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Case wizard

s

Open case Help

Examination tools

Apply examination tools & Enrichment engines

) ~
7 Load evidence

ash sets X Carve locations u

Compares the MDS hash sets of
images, videos and files to
databases of known and

Decodes additional location data
from unallocated space and
unsupported databases.

Examination tools

exclusion list files.
“Note: this capability requires additional

decoding time.
Select hash sets

Settings

) Recover data from
archives

Decode and process additional data
from archive files (zip, TAR).

*Note: this capability requires additional
decoding time

Y Selective apps decoding

Select apps to decode to speed up
examination process and view only
relevant data.

App selection will be presented within
few minutes.

O I B Cryptocurrency DI

Decode crvotocurrency fraces if available

Classifv imaaes and videos based on

Back

Examination tools and enrichment engines

Cellebite Pyl Analaer 758115

Tips & Tricks

B Project settings

Insights from Installed Apps

5] Chat appications (@ e Soy camera 1 3605)

Somctrg 1 ases S

(Al I © Apple.iPhone X (A1901) © heaithdb secure scite Tips& Tricks @ Extraction Summary (1) x O Device Locations (31188) O Health (243) O Databases (952)
All Content File System
Extraction Summary + Add extraction
) Extractions: 1
- ile Systern
‘Aprle DZ21AP Image Hashes
Fie Sptem @ A Fam i i
-
I 172902021 12:28:49 PMAUTC-4)

212912021 12:4344 PMUTCA)

o ®

I Socretwoncrd 11 o

I eves e

[«

Content
10D-4EDF-SSFD-MEDSCAICAIA
1

Bgmeicom

C4IDERFLEC

None Data
Prone X
. St Prone S Actviey Sercor Data 243

11,8427 PMUTC-0)

R e

0243790437158
555

Backup Dota
. LAPTOP-TDCERMT
pC

ol Meddin
Network Interfaces

DEA3IDBSFA6C

2372021 104556 PRUTC ) ¢ Giltog 5
- Clond Backup
o221ap
145 0 Contacts 266
. ONQUMIUDALH

5 Installed App

Y 6 data sources can be extracted using UFED Cloud

| Runring plugin Phane Backup Pare |

Main Screen of Physical Analyzer after loading evidence.
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File System

Backup Data

Network Interfaces

67605591-C100-4EDF-95FD-T4ED5C43C43A
415eafc27dc]
tornadobeth@gmail.com
D4:AZ:30:E2:F4:6C

MNone

iPhone X

Beth's iPhone

True

T/29/2021 9:44:27 AM{UTC-4)
2/3/2021 5:45:58 PM{UTC-5)
iCloud Backup

D221AP

146

DNCOVM3UDICLH
b55ba2d3f68ecdazebacb982al14bIafcebfTblb
D221AP

2/3/2021 2:39:50 PM{UTC-5)
8901260243790437158
359405082912430
310260249043715
5001260243790437158
16104572655

LAPTOP-TDCEITMT
PC

Summary of phone’s information.

Data

i Activity Sensor Data 294

B Applications Usag... 193 B c

o

@) Cell Towers

M Chats

#®  Cookies

u Device Events

Ed  Emails

Fe  Instant Messages 24 B Log Entries

Analyzed data.

N

7

lendar

A Contacts

@  Device Locations 16058

I& Installed Applications 180

CLSUserDefaults.plist : 0xDD
com.applesharingd.plist : 0x1AQ
Accounts3.sglite-wal : 0x27FBAB
backup keychain v2.plist : Ox14E994
backup keychain v2.plist : 0x1722D9
External Enrichment

data arkplist : 0x515
Accounts3.sqlite-wal : O

2TEFC2
com.applemobile.ldbackup.plist : 0x89

com.appleMobileBackup.plist : 0x230D

com.apple.MobileBackup.plist : Ox1DB

preferences.plist : Ox1CC5
data arkplist : 0x564A
AccountToken.tet : OxAT
AccountToken.tet | OxEA
Taken from UFD extraction file

com.apple.commcenter.plist : Ox49E
AccountToken.txt : 0x2D

com.apple.commeenter.plist : Ox3FF
csidata : OxA3

com.apple.commeenter.plist : Oxd62

data arkplist : 0x40d
data arkplist : 0x5C3

= Aggregated Applic... 115

189

Device Connectivity 1277

969



A

Apple_iPhone X (A1901)

Analyzed Data

> Calls (59)
Contacts (276)
Devices & Networks (5193)
Location Related (16058)
Manual Evidence
Media (29199)
Memos (3)
Messages (393)
Physical Activities (294)
Search & Web (884)
Social Media (830)
System & Logs (969)

User Accounts & Details (835)
Data files

Applications (2607)
Archives (409)
Configurations (139296)
Databases (1051)
Documents (95)
Exchange (270)

Text (4698)

Uncategorized (89193)

Another look at analyzed data.
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> B Advanced Logical
v [ File System

> [ Apple_iPhone X (A1901).zip (1 file, 2,593 KB)

v [ Apple iPhone X (A1901).zip (307267 files, 16,568,125 KB)

v O root (307267 files, 16,568,125 KB)
0O .ba (0 files. 0 KB)
.mb (0 files, 0 KB)
Applications (13044 files, 208,367 KB)
bin (2 files, 119 KB)
cores (O files, 0 KB)
dev (91 files, 0 KB)
Developer (0 files, 0 KB)
Library (1971 files, 201,570 KB)
private (81636 files, 8,186,795 KB)
shin (15 files, 871 KB)
System (209269 files, 7,431,360 KB)
usr (1235 files, 539,040 KB)
file
etc

tmp

mE@m@OCOODOOCODODDODCODCO

var

> [ snapchat Gallery (2 files, 374 KB)

iOS File System.

Apple_iPhane X (A1901) T Tips & Tricks Extraction Summary (2) Timaline (19832) %

Q| rimeline Filter

» @ A Location Gote v

12005 104555 AM

End time:
- = 25 . Feaion: a062127,-75.666651)
(S ) — v = F X AL L D e Tiestamp Party Aggregated locations:
Map Addeess
Precision:
1 o ‘sonsolidaeds Confidence: @
. ary - wap:
Catngory
[ T LS Source:
Account:
= 7
. @ ‘ ~ Addees:
1 LS Extracion: e System
Manually decoted:  Tese
Source le: .
I 5 7 A
1 1] S
Map
Bostion 40062127, 75558607
1 5 7 K Facehook Addves:
1 = a LS Facebook Mep e
°
. 2% e
+
1 2 K [r— hd
1= 7R Facebook r
1 3 IS Fa
1 4 LS Facebook .
~ (0]
[ | 5 7R faceook Geaphstare J
ot 19832 Dedupiestr B985 Seected 19632

Device’s Timeline.
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APPENDIX C

Inspector Demo

) Inspector Case Manager

File Edit Action Tags Classifications View Manage Window Help

Cellebrite R

Inspector 10.7

Creation Date Meodified Date
@ Inspector Case.inspector

postg..  2022-12-25 150328 2022-12-28 194040
D\UNCWh\GradSchool\capstonetinspector\cases\android-case\Inspector Case.inspector',

Opening a new case in Inspector.

File _Edit

® e © © B
Caselnfo Jetsls Tmelne Report

Notifications

{information __}

] |
nce tatus

s Email
it / Imaging Status

+Add

Nomper (e

Field Value

Example:  2022-12-25 20:04:45 (UTC)

Filling case information.
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@ Inspector Case.inspector ()

le Edit Tags
@ o 9 B8
CaseInfo Details Timeline Report Notifications

+ Add

AdvancedLogical 01

Select disk image.
/ Imaging Status e Date Created

e Date Modified

@ Android Owner

Group
Select file or folder...
Path \UNCW\GradSchoo\capstone\UFED4PC\Ex
Readable
Writeable
Visible
Show attached mobile devices

Alias

Show attached di

Field Value

Selecting a source image for the new case.

@ Inspector Case.inspector ([Z:)

Eile Manage ¥

@@@@P o v @ L =®m 0 ® o © & [h¢
CaseInfo Details Timeline Report Share Browser File Filter Actionable Intel Communication Media Locations Internet Productivity System Plugins Notifi ‘ations

= + Add
@ AdvancedLogical 01
® Advancedlogical 01 i 2022-12-27 00:14:07 (EST) ¥ Parsing » Communication P Internet » Advanced
B 5 2022-12-2700:14:15 (EST) ¥ Hashing/ Types » Media » Productivity
© oo:00:08 » Actionable Intel » Locations » System
idence Status

/ Imaging Status

+ Add

% Android

@ ~dvancedLogical 01

Al

@ Actionable Intel

@ Communication

@ Files

@ Internet

@ Locatiens
Media

@ Produdtivity

Field Value
Last Month
6 Months
Volume N... 0 st¥ear

File System Directory

Future Dates
Items Without Dates
Custom Date Range

Main screen where we can see a summary of the artifacts extracted.
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ata started.
Extract Data finished.
)] - Jobs Finished

Logs of tasks started by Inspector.

o 9 B [
Caselnfo Details Timeline Report Notificatios

+ Add

Digtal el
Cellebrite &

+ . s . .
: Cellebrite R frwese

[ Evidence Status
P Export/ Imaging Status

+ Add

Digital Forensics Report

Report Hements
W Cover Page
4 @ Caselnfo
B Contents
@ Evidence Tags
Android
@ W Case Data (all available)
B Apps Case Number | 1
@ Audi
W Cslendar Report Date | 2022-12-27

Case Name | Android Case

Examiner Name | ahmed

Examiner Title

1
Examiner Company = uncw

B Intemet B 2 Examiner Address

B Internet
@ Intemet Downloa
@ Intemet Histe

Field Value Examiner Email
Examiner Phone

Examiner Fax

Synopsis

Building a case report. Tags can be used to selectively generate reports.
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APPENDIX D

New Canvas Module

~ Mobile Forensics Using Cellebrite's Products

Tools Overview

= Lab1 - Easy
@ 100 pts

b

b 1 Quiz
130 pts

44

Lab 1 Solution

B Lab 2 - Medium
100 pts

Lab 2 Quiz
gj) 200 pts

Lab 2 Solution

= Lab 3 - Hard
@ 100 pts

b

b 3 Quiz
230 pts

4%

Lab 3 Solution

Resources

Setup Technical Instructions

Mobile Forensics Module’s Content.
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APPENDIX E

Tools Overview Page
Tools Overview

Introduction to Cellebrite Mobile Forensics Suite

Welcome to the introduction to Cellebrite's UFED4PC, Physical Analyzer, and Inspector. This guide is designed to provide a comprehensive introduction to Cellebrite's digital forensic tools for cybersecurity students. By
the end of this guide, students will understand the basics of UFED4PC, Physical Analyzer, and Inspector, and how to use these tools to conduct digital forensics investigations.

Cellebrite's UFED4PC

Cellebrite's UFED4PC is a powerful digital forensic tool used by law enforcement agencies, military organizations, and private investigators to extract, decode, and analyze data from mobile devices. UFED4PC supports a
wide range of devices, including smartphones, tablets, GPS devices, and drones. The tool's intuitive user interface allows investigators to quickly and easily extract and analyze data from a wide range of sources, including
deleted data, call logs, text messages, emails, and social media activity.

UFED Overview:

| =t

Tools Overview - UFED4PC.

Physical Analyzer

Cellebrite’s Physical Analyzer is a complementary tool to UFED4PC that allows investigators to conduct in-depth analysis of extracted data. Physical Analyzer provides a range of advanced analytical tools, including timeline analysis, social network

analysis, and keyword searching. The tool also includes a ra of visualization options, includi arts and graphs, to help investigators better understand complex data sets.

Physical Analyzer - Loading an Extraction (.ufd):

»  ow/sce w xS

PA Overview:

PA Demo

Tools Overview — Physical Analyzer.

Inspector

rs to analyze and collaborate on digital evidence in real-time. Inspector provides a range of advanced analytical tools, including timeline analysis, data categorization, keywaord searching,

Cellebrite’s Inspector is a cloud-based tool th
data visualization, optical character recognition, and facial recognition. The tool also allows investigators to collaborate with other team members in real-time, making it an ideal tool for complex investigations.

Tools Overview — Inspector.
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APPENDIX F
Lab 1

Lab 1 - Easy a+ & Publish || % Edit

Difficulty: Easy. Na rabbit holes, very straightforward.

Learning Objectives:

1. Use Cellebrite UFED4PC to extract data from an iOS mobile device
2. Understand how to analyze extracted data using Cellebrite Physical Analyzer.
3. Identify common types of evidence that can be extracted from a smartphone
4. Explain the limitations of mobile device forensics and the ethical considerations that must be considered

Scenario:

A smartphone has been recovered from a suspect in a criminal investigation. The main suspect’s name is Elmer Fudd. He along with one more partner are planning to execute an evil plan. Luckly he was caught
befare fully executing the plan, but he is facing some charges. As the lead digital investigator in this criminal case, extract and analyze the extracted data to identify evidence of criminal activity and uncaver their

plot.

Tasks:

Extract data from the smartphone,

Analyze and follow the leads,

Generate a report using Inspector and submit it,

Create a Portable Case using Inspector and exchange it with your assigned peer to compare your results,

Answer questions in 'Lab 1 Flags' quiz as you go to solve the case.

Skills:
Extracting evidence using UFED4PC,
Basic analysis of artifacts recovered from the phone using Physical Analyzer,

Data categorization and files analysis using Inspector.

Deliverables:
Physical Analyzer report of flags (PDF),
Inspector report of artifacts (.PDF),

Shared Portable Case.

Lab 1 — Content.

References:

SANS' Advanced Smartphone Forensics Poster 5

SANS'iOS 3rd Part Apps Poster B+

Solution: Solution will be unlocked after the assignment is submitted.

Points 100
Submitting  a text entry box, a media recording, or a file upload

File Types  pdf

Due For Available from Until
- Everyone - -
lab 1 % QU
Criteria Ratings Pts
Report incriminating evidence using Inspector 25 pts opts
Full Marks No Marks 25pts
Share 2 Portable Case with your peer for evaluation 25 pts Opts
Full Marks No Marks 25 pts
Proper use of extraction method 25 pts Oots
Full Marks No Marks 25 pts
Physical Analyzer Report 25 pts opts
Generate a repart using Physical Analyzer which includes a your quiz answers/flags found. Full Marks No Marks 25 pts

Total Points: 100

Lab 1 — Rubric.
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APPENDIX G

Quiz 1 & Solution

This quiz is unpublished
Only teachers can see the quiz until it is published.

Lab 1 Quiz a+

The flags/answers could be found using the basic features of UFED4PC, Physical Analyzer, and Inspector. No advanced technigues are required!

Answer the following questions after thoroughly analyzing the extracted evidence:

QuizType  Graded Quiz
Points 150
Assignment Group  Assignments
Shuffle Answers  No
Time Limit  No Time Limit
Multiple Attempts ~ Yes
Score to Keep  Highest
Attempts  Unlimited
View Responses  Always
Show Correct Answers  Immediately
One QuestionataTime  No
Require Respondus LockDown Browser  No
Required to View Quiz Results  No

Webcam Required  No

Due For Available from Until

- Everyone - -

Preview

Lab 1 - Quiz 1.

B Show Question Details.

.
: Question Spts
What is the OS versian of the phone?
= 051515
051557
05152.1
€55 st Answer 051573

==l UnansweredQuestion 20 pts

In your own words, what are the available extraction types in UFED4PC? What are the main differences between the first two types?

=== UnansweredQuestion 0pts

In your own words, What's Jailbreak? What's Checkm8?

i Question 5pts
The default backup password used by UFED4PC before starting the extraction process is

Carrect Answers 1234

Example 1- questions from Quiz 1.
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Spts

What s the IMEI number of the device?

5pts
The title of first item in the note app is
10pts
The suspect's google account is [em1], and the password is [em2]
UnansweredQuestion 10pts
How did you find the email and password of the suspect? Please, explain your thought process or methodology you used.
15pts
On April 20th, the suspect met his partner for stage 1 at [r1], and The BSSID of the wifi network which the suspect connected to is [r2]. (Hint: Which app could be used to schedule meetings?)
5pts
The suspect’s partner name is
Example 2 — questions from quiz 1.
Question 15 pts
The suspect connected to his partner's personal hotspot during their meetings. What is the password of the hotspot?
Question 10 pts
How many stages in the suspect's plan?
5pts
The website which the suspect accessed to get information on hunting seasons in NC is [wi], and the page which he visited is [w2] (only enter the part after the "com’)
5pts
What are the coordinates of the picture of the geese taken by the pond? Latitude [c1], Longitude [c2].
You can use the following website to get the address of the coordinates: https:/ www.gps-coordinates.net
5pts
What is the longest distance which the suspect travelled on 4/20/2023? Either in steps or meters.
5pts

Which app the suspect used for messaging?

Example 3 of questions from quiz 1.
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Question Spts

Correct Answers

Question Spts

Correct Answer

Question 5pts

Correct Answers Goosed

Example 4 of questions from quiz 1.

Passwords (162) x

O Apple_iPhone 65 Plus (Al634) = Extraction Summary (1)

» Password
Analyred Data rop—
Aecount:
Application [183) osta
‘Calandar (132) [ E v Flter a
s Generk atirbute i = v Seer v Service - e " Date crested * Date modifid  Seurse

Devices & Networks (10

T y—

P Devier Comnectivity (1006)

& Blustoath (1008}

T Wireless Networks (521
Location Related (49) . i i
tam
el A 25 & evice Ke
Memos (3)

Messages (2)
15 (1) (20 messages)

Instane nacssag

- - Exty Type 4672 et cresental

‘System & Logs (24

reckitredential

Log Entries [24)

User Accounts & Details (78) [

Passwords (162) lypes, v Date modified:

Adarced Logics

Usar Accounts,

Example of walkthrough solution video for lab 1 where | am filtering through saved passwords to look for a personal hotspot’s
password.

38



Lab 2
Lab 2 - Medium »+

APPENDIX H

& Publish

%, Ed

Learning Obijectives:

Scenario:

Tasks:

Analyze and follow the leads,

Skills:

Familiarity of Android's File System,

Deliverables:

Shared Portable Case.

References:

Tag your leads/flags as you salve quiz 2,

Physical Analyzer report of flags PDF),

Difficulty: Medium. A combination of straightforward techniques and manual digging in Android's File System.

1. Understand how to analyze extracted data using Cellebrite Physical Analyzer.
2. Understand how to navigate Android's File System.

3. ldentify common types of evidence that can be extracted from an Android.
4. Explain the limitations of mobile device forensics and the ethical considerations that must be considered

Generate a report of the tagged artifacts using Physical Analyzer and submit it,
Create a Portable Case using Inspector and exchange it with your assigned peer to compare your results,

Answer questions in "Lab 2 Flags' quiz as you go to solve the case.

Analysis of artifacts recovered from the phone using Physical Analyzer,

Data categorization and files analysis using Inspector.

SANS' Advanced Smartphone Forensics Poster B

Android's 3rd Party Apps Poster 5

Solution: Solution will be unlocked after the assignment is submitted.

investigator in this criminal case, analyze the extracted data to identify evidence of criminal activity and uncover their plot.

A smartphone has been recovered from a suspect named Heisenberg. He's being held for auto theft crimes. He along with two more partner sell stolen cars in the black market. As the lead digita

Points 100

Submitting  a media recording or a file upload

File Types  pdf

Due For

Available from

Until

- Everyone

lab2 (1)
Criteria

Physical Analyzer's Report

Inspector’s Portable Case

50to 0.0 pts
Report Completeness

Al flags/answers from the quiz are included in the report

50 to >0.0 pts
Portable Case

Portable Case includes the right artifacts exported from Inspector
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Ratings

Opts
No Marks

Opts
No Marks

Qi

50 pts

50 pts

Total Points: 100




APPENDIX |

Quiz 2 & Solution

Detaits Questions Mastery Paths

5 ® 8 Show Question Details
Question 10pts
® What is the Bluetooth MAC Address of the first vehicle Heisenberg's Android connected to?
‘Correct Answers. 34:7:31:08:61:30
®
Question 10 pts
@ Which website did Heisenburg look for guidance on how to mount a USB drive on his phone? (Answer format: https: /www.website com)
hittps: Fwww. ide
Question 10 pts
vser
What Gmail account is set up on the device?
=
25,
Question 10pts
Who was the ariginator (friendly name) of the phrase “I plead the fifth” used on Heisenberg's Andraid?
Correct Answer Reddit
Twitter
# Question 20pts
=
What s the date and time of Helsenberg's confession/arrest? (Hint: look for evidence towards the end of the device's timeline]
2021/4/30703:34
2021/5/10703:34
&
(L T 2021/7/20070%:34
2021/6/100703:34
@
Question 5pts
- Which applications did Heisenberg use to secure (hide) files and/or pictures?
SecureVault
Signal
Correct Answer HideX
ser Anti Spy
rt -
= Question 25pts
were visible on the while Heisenberg's Android was locked. What is the file that stores the Notification settings?
Correct Answers. sattings_securesml
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Question 15pts
Which website appears in the false postives table in DuckDuckGo's DB?

Question 20pts
When and in which city did Heisenberg search for rental properties on his Android? (Answer Format: YYYY-MM-DD HH:MM:SS NameOfCity)
Date - Time:[d]
Cityfe]

Question 15pts
Heinsenberg has a clear interest in Crypto Currency. What is the Topic ID Hash for SETH on his Android device? (Hint: which cryptoeurrency is SETH?)

Question 15pts
On Heisenberg's Android, where else can you find the IMSI number on the device, other than the Checkinxmi file?

Question 15pts
Heisenberg was looking for cars. Which vehicle did he not search for? (Hint: search in car related apps' databases such as CarFax and CarGuru)

Question 15pts
Heinsenberg has a clear interest in Crypto Currency. What is the Topic 1D Hash for SETH on his Android device? (Hint: which is SETH?)

Question 15pts
On Heisenberg's Android, where else can you find the IMSI number on the device, other than the Checkin.xml file?

Question 15pts
Heisenberg was looking for cars. Which vehicle did he not search for? (Hints search in car related apps' databases such as CarFax and CarGuru)

Question 30pts

How many times did Heisenberg's Android power off due to the battery being fully depleted between May and August? The answer must be an integer (¢ 4).
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Lab 2 Solution

Quiz Solution:

Cotebete Pysical Ansyee 759118

Tips & Tridks

Extracton Summary ()« O Timeline (40704) O Videos (1) « O 20210720 150222mp4 O nstalled Applicatons 531)

® B e x--aal

O Detected Model SM-NS70U > 3 TECR Yicks

ile Systems

wallpaper_colors info. (2 files, 2|

wallpaper Jock images (1 i, 3 1 s _standslone:ye: -
csett 1o0-T

any_settings.ml n ot ckege="sndrold" defaultVelue="1
5 i

app_idie_statsxml ome. o r—
R < "_guard. alue-"e" package-"androld” defa defaults,

cocktail_orderxml om. y 5 " d

R

ge="con. andr

cocktailsxm!
ENCRYPTED_KEY.SBrowserWebi]

ENCRYPTED KEY_SdpSecureDat

RAZACOAgAYACA
OAgAy ACANABADOANIA2ADOANAL 2ACAIQAADL

key_customize.info.xmi v

package-restrictions.mi

photopng ACANNAWADUATABBACAS o BEACAAC ; AbgBu a A0gAyAlo?

sattings_configaml acigB1AF 8 ATAAMAARAA JACOAMAR . i o AGHADBTACSACHERAGOACHS:

A wAADONIAN

oa 0
settings config.aml fallback . St ey AR AL £t
oy AH#iAa08 25

Qo

sattings_globalxmi

) settings globalxmfallback

ottings _securexml

settings secure xmifallback

ettings ssaid xmi

sattings ssaidxmi.fallback

settings system.xmi

sattings systemaxmi.falback

5]

B wallpaper backup Ifoxml ZE A ML Mo s e et e c =

= DO ASACAOARAOUALISBACIN LA OHOgA BB AC ARG LG AAGEAEBRAN A pACOALEBCAG
B wallpaperinfosxmi B AR EiAhe P - Ao e
fa} x 5 VuBUAGAAbEEIAGH

wallpaper status

1000 (16 fils. 1 K8)

service (2 fles, 3 K8)

oaxmi
- o : s N androtd” defaultvaluea"s)
persona cachexml s defaultvalue=

persona cache xmlert namex-iockster.

Walkthough of a quiz 3 question where students have to find whether the suspect’s phone shows notifications on lock screen or not.
In this case the value was ‘1°, meaning that it shows notifications.
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Lab 3

Lab 3 - Hard a+

APPENDIX J

& publish A, Edit H

Difficulty: Hard. Less dependant on straightferward techniques and more manual digging in i0S's File System,

Learning Objectives:

1. Build deep understanding of i0' Fie System.
2. dentify hidden artifacts in IS logs and setting preferences.
3. Understand advanced techniques in Mobile Forensics research

Scenario:

A smartphone has been recovered from a suspect named Beth. She's being held for fa
extracted data to identify evidence of criminal activity and uncover their plot.

Tasks

Analyze and follow the leads,

Tag your leads/flags as you solve quiz 3,

Generate a report of the tagzed artifacts using Physical Analyzer and submit it in lab 3,

Create a Portable Case using Inspector and exchange it with your assigned peer to compare your results,

Answer guestions in ‘Lab 3 Flags' quiz as you go to solve the case.

Skl

Deep understanding of 08 File System,
Analysis of artifacts recovered from the phone using Physical Analyzer,

Data categorization and files analysis using Inspector

Deliverables:
Physical Analyzer report of flags (PDF).
Shared Portable Case.

References:
SANS Advanced Smartphone Forensics Poster

i0S Third-Party Apps Forensics Reference Guide Poster

Solution: Solution will be unlocked after the assignment is submitted.

References:

SANS' Advanced Forensics Poster

i0S Third-Party Apps Forensics Reference Guide Poster

Solution: Solutien will be unlocked after the assignment is submitted.

tating Heisenberg's auto theft crimes. She along with another partner named Marth are being investigated. As the lead digital investigator in this criminal case, analyze the provided

4
Points 100
Submitting 2 media recording or a file upload
File Types  pdf
Due For Available from Until
- Everyone - -
lab3 Qi
Ratings Pts
Physical Analyzer's Report 1o H00pts oot
Report Completeness No Marks
50pts
Al flagsfanswers from the quiz are included in the report
Inspector's Portable Case S0t0 >0.0pts opts
Portable Case No Marks
50pts

Portable Case includes the right artitacts exported from |

nspector

Total Paints: 100



APPENDIX K

Quiz 3 & Solution

Question 5 pts
QX
L@ Where was Beth on June 17th, 2021 when she was “with friends"?
Correct Answers Amani's BYOB Downingtown
& Question 5pts
‘Where was Beth on June 29, 2021 when she made a call to Marsha (only provide the city in your answer)?
Fhrect Answers New York
=3 Question 20 pts
What permissions did Beth grant for Telegram on her iPhone? Select all that are correct.
Correct. Answer‘ Location
Correct Answer iCloud
vser [
Correct Answer sii
[
Correct Answer Contacts
port
Question 10 pts
s & Was iCloud Photos enabled? If yes, when was it turned on? Answer must be in the following format YYYY-MM-DD HH:MM:SS.
Correct Answers 2021-02-03 17:46:27
BT Question 15ps
What does the file name in which you found the answer for the previous question stands for? {only the first bit of the file name X_I_I)
& If the file doesn't exist in the file system, what does it mean in the context of the previous question?
General answer comments
=3
The file could be found in this path: /private/var/mobile/Media/PhotoData/cpl_enabled_marker
cpl stands for iCloud Photo Library
if 'epl_enabled_marker' is not found, that means that iCloud Photos was not turned on.
wser Question 30 pts
Which iOS version was running on Beth's iPhone on May 7, 2021?
:port
Correct Answers 1451
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Question 25 pts
s & S . . . P
Which time zones were visited while the device was on iOS 14.4.
Correct. Answer‘ Central
Correct. Answer‘ Fastern
(48 st Answer Mountain
Pacific
=4
Question 30 pts
@ On July 20th, 2021 at 20:06 PM local time, Beth's iPhone received a System message regarding the thermal state of the device. What is the name of the file that contains this information? (Hint: Search how
apple processes and stores system logs. You can use Inspector's filter!)
Correct Answers 0000000000000393 tracev3
wser Question 15 pts
What was the search query in the open tab of the DuckDuckGo Privacy Browser?
port
Correct Answers daphne bridgerton actress
Question 20 pts
3 AVisa card ends in 4483 was saved in the Apple Wallet?
True
Zorrect Answer Falee
i No cards were saved in the Apple wallet
o Question 20 pts
How long does Beth’s phone need to be inactive for the screen to auto-lock? (Answer: integer value)
Zorrect Answers 0
Question 5 pts
er An analyst generated a list of the codes used by the gang members. 'fOx" is one of the code names. You think you know what fOx is? Provide the name that appears on one of fOx related images.
Zorrect Answers Werner
- \
Question 5 pts
Beth wanted to meet her partner in an isolated place in the mountains to close a deal. Which email address did she send to?
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Question 5 pts
2
Beth wanted to meet her partner in an isolated place in the mountains to close a deal. Which email address did she send to?
orrect Answers livingstonhank11@gmail.com
=
Question 5 pts.
B Two of the suspects use the same app to facilitate money transfers without handling fees. Who are they? Provide first names separated by a comma: [AAA],[BBB]
orrect Answers Marsha,Beth
&
Question 10 pts
What is the version of the extraction container format in the provided evidence file?
orrect Answers CLBX-0.3.1
r
Question 10 pts
T
What is the Exclusive Chip Identification (ECID) of the mobile device?
orrect Answers 000469E20847002E
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APPENDIX L

Resources Page

Content of Resources page where students can look for more tips and techniques to apply in the labs.
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APPENDIX M

Computing Resources Consumption

Mame ¢ ory Jick Metwork

hd Cellebrite Physical Analyzer (7) 56.8% 35.2 MB/s 0 Mbps
Cellebrite Physical Analyzer ] 2 | 3 35.2 MB/s 0 Mbps
CefSharp.BrowserSubprocess 0 3.7 M 0 Mbps
CefSharp.Bre rSubprocess 0 11.8 MB 0 I 0 Mbps
CefSharp.Bre rSubprocess 0 6.9 MB 0 R 0 Mbps
wternal License Manager ) 2.1 MB 0 ME 0 Mbps
xternal License Manager 0 2.0 MB 0 M 0 Mbps

1.9 MB 0 ME/s 0 Mbps

74%

Mame CPU

W Cellebrite Physical Analyzer (7) 0.2% 6,528.2 MB 3.6 MB/s 0 Mbps

ical Analyzer »  6,520.0 MB 3.5 MB/s 0 Mbps

erSubprocess 0% 2.5 MB 0 MB/s 0 Mbps

sersubprocess 0% 1.9 MB 0 MB/s 0 Mbps

External License Manager (32 bit) 0%8 1.0 MB 0.1 MB/s 0 Mbps
CefSharp.BrowserSubprocess 0% 1.0 ME s 0 Mbps
External License Manager it) 0% 0.9 MB 0.1 MB/s 0 Mbps

External License Manager (32 bit) 0%6 \ 0 MB/s 0 Mbps

EQ OpenIDK Platform binary 7 | 1, W 26.3 MB/s 0 Mbps

Computer Consumption while running Physical Analyzer’s Hash set Extraction tool + other Enrichment engines such as
‘Cryptocurrency’.
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APPENDIX N

UFED4PC & Physical Analyzer Network Dongle Configuration

Setup Technical Instructions

UFED4PC & Physical Analyzer's Dongle:

Client Machines:

1. Mavigate to Localhost: 1947 -> Configuration -> Access to Remote License Managers -> check Allow Access to Remote Licenses
2. Enter the IP address of the server hosting the dongle in the Remote License Search Parameters and click submit.

3. Next Navigate to Localhost:1947 -> Configuration -> Network

4. Check the radial bubble for all network interfaces and click submit.

Server hosting the dongle:

1. Mavigate to Localhost: 1947 -> Configuration -> Access from Remote Clients

2. Check the radial button for All licenses are accessible without need of identity and click submit.
3. Next Navigate to Localhost:1947 -> Configuration -> Network

4. Check the radial bubble for all network interfaces and click submit.
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APPENDIX O

Inspector Network Dongle Configuration

'J;l!; Cellebrite Inspector License Server = >
File Edit

Product Total Used Awailable
BlackLight 30 ] 30

Address:  192.168.22.1:6672 L-Jr.ong ?p for the
licensing server.

Ethernet adapter VMware Network Adapter VMnet3:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe868::55a9:1e8a:915a:1efB0%38
IPvl Address. . . . . . . . . . . 3192.168.22.1

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway ;

Inspector’s licensing server, where the dongle will be connected, is detecting the wrong network interface.

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
IPv6é Address.
IPv6e Address.

Temporary IPvé Address.

Link-local IPv6 Address Lo

IPvUd Address. . . . . . . . . . . :[192.168.1.111

Subnet Mask . . . . . . . . . . . 1 255.255.255.8

Default Gateway . . . . . . . . . : feB8::2eea:dcff:fed5:¥832%368
192.168.1.1

The correct network interface and IP address to set as a licensing server.
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C\Users\Ahmad\AppData'Roaming\Cellebrite\Inspector

Mame
BB casedata-12-template- 160

BB casedata-12-template-186

BB casedata-12-template-187

BB Hash Sets

@8 pg_log-12

B PLUGINS

B CaseTemplates.sdb

B Froa1E21-D98D-4D C2B-0D9F6B3F2T...
I Inspector Settings

I LastCaselnfo

B Metwork Dongletxt

I RecentFiles
-

Create ‘Network Dongle.txt” in the location highlighted on the hosts which students will be using and do the following edit inside this
file.

= Metwork Dongle.txt

File Edit View

Server = 192.168.1.111:6672

The licensing server’s correct IP address.

51



APPENDIX P

Toolkit Bag Content

SIM cards cloning kit.
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Cable collection for multiple mobile phone vendors.

g
:

Another cable collection for multiple mobile phone vendors.
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